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Foreword 
Major-General Dave Yarker

In 2024 Major General (MGen) Dave Yarker was appointed as the first Commander of the newly formed Canadian Armed 
Forces Cyber Command.  Prior to this appointment he filled multiple roles in the Canadian Armed Forces cyber community, 
including command at unit and formation level and liaison positions with both United States Cyber Command and Canada’s 
Communications Security Establishment.  His earlier career included employment within the tactical signals community 
and joint communications roles.  He holds undergraduate degrees in Engineering Physics and History, along with master’s 
degrees in Engineering Physics, Defence Studies, and Public Administration.

It is an honour and a pleasure to be given the opportunity to 
provide a foreword to this important special issue of the Canadian 
Military Journal dedicated to cyber and artificial intelligence 
concerns. With the recent stand-up of the Canadian Armed Forces 
Cyber Command and the establishment of a formal Defence AI 
Centre, our warfighting institution has taken some significant 
steps towards recognizing the importance of these two areas. 

Both artificial intelligence and cyber operations are grounded 
in modern technology and its pervasive impact on warfighting. 
That impact is simultaneously deep and broad. We have placed 
modern technology at the heart of our way of war, driving pre-
cision in intent, location, and time in the application of violence. 
However, these technologies are fundamentally vulnerable, open-
ing new avenues of attack and therefore defence, which leads to 

Attorney Odessa Rossil Magisa, Officer-in-Charge of the Office for DND Information Security, listens to Major-General Dave Yarker, Commander of Canadian 
Armed Forces Cyber Command (CAFCYBERCOM), during a bilateral Working Group with counterparts from the Armed Forces of the Philippines Cyber 
Command, held on 10 July 2025 at Camp Aguinaldo, Philippines. The meeting provided an opportunity to exchange operational insights and explore cyber 
defence cooperation, further advancing Canada’s Indo-Pacific Strategy.

Photo: Maj Christopher Daniel, CAFCYBERCOM 
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the characterization of cyberspace as a domain of warfare. For its 
part, AI introduces a radically different scale and speed to many 
technologies at the heart of warfighting, expanding the influence 
of technology on our thinking in some cases and entirely replacing 
the need for humans in others. These are heady topics that any 
serious professional should be grappling with. Indeed, the very 
range of the articles in this special issue speaks to the complexity 
of integrating these key technologies into the profession of arms.  

That said, it is impressive to see the talent wrestling with these 
challenges. On the cyber side, we go from the theoretical under-
pinnings of policy and foreign affairs in Christina Marcotte’s article 
through the basic definitional grounding provided by Alex Green 
and Matthew Kellett to the practical reminders of a practitioner 
in this domain. It is a treat to see these ideas captured in profes-
sional writing. On AI, articles in this issue underline the growing 
influence of the Defence AI Centre, spanning a broad range of 

topics and offering practical advice on the implementation of 
this key technology. The issue also provides an outside view that 
independently aligns with that vision and its risks.

The topics this special issue challenges us to consider are 
timely and top of mind. As I write this foreword, I need think back 
no further than this morning to come up with specific operational 
examples and recent headlines touching on either AI or cyber 
security concerns with direct impact on national security and 
warfighting. Of course, I could have written that statement at 
almost any time in the past few years, but recent developments 
have sharpened and accelerated its relevance. We have even seen 
AI and cyber converge, with models such as Mythos automating 
the discovery of vulnerabilities in software and contributing to a 
significant reshaping of the cyber domain.

Therein lies the real reason to engage robustly with the think-
ing presented in this special issue. We are living through massive 
shifts in capability brought about by technological advances and 
witnessing some shockingly rapid shifts in the character of war—
even as Ukraine continues to demonstrate its enduring nature as 
a violent clash of wills. That violence reinforces a central point: 
the question is no longer whether AI and cyber operations will 
impact the western way of war, but whether we will react to the 
ways they already have. This special issue includes a timely and 
diverse set of perspectives to expand our understanding.

 
Enjoy.

The question is no longer 
whether AI and cyber operations 
will impact the western way of 
war, but whether we will react to 
the ways they already have.” 

A G15 Sentinel drone owned 
by the Advanced Naval 
Capabilities Unit based in 
Victoria, British Columbia is 
parked by the control tent 
bearing the Canadian Naval 
Ensign Flag. This drone is 
used to test interoperability 
in arctic conditions as part 
of Operation NANOOK-
NUNALIVUT in Inuvik, 
Northwest Territories on 
February 27, 2025.  

Photo: Master Corporal Alana 
Morin, Joint Task Force – North, 
Yellowknife
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Note from the Guest Editor 
Matthew Kellett

Dr. Matthew Kellett is Special Advisor, Canadian Armed Forces Cyber Command and Associate Editor for Cyber for the 
Canadian Military Journal. He started his career as a commercial software programmer. He worked as scientific support 
and then as a defence scientist for 15 years with Defence Research and Development Canada, researching cyber security. 
Since 2017, he has advised the CAF’s operational cyber commanders on the operationalization of the cyber domain with a 
focus in recent years on concepts, doctrine, and terminology. He has bachelor’s degrees in computer science and English 
literature and a doctorate in theoretical computer science, all from the University of Ottawa.

Welcome to this special issue of the Canadian Military Journal dedicated to cyber and artificial intelligence. 
Cyberspace is everywhere in our lives. From doomscrolling on our phones to endless emails at work, it seems like 
the most familiar thing in the world. At the same time, we hear about companies being compromised and critical 
infrastructure being attacked. It can be hard to understand how these two worlds relate. 

The truth is that the part of cyberspace we interact with—the 
interfaces of our iPhones and Windows computers—is a thin skin 
over a vast infrastructure, and that thin skin makes it seem like 
everything works transparently as if by magic. There is no magic. 
There is just a complex system of systems that requires a deep 
technical skillset to understand.

NATO, Canada, and many of our allies recognize cyberspace 
as a domain of warfare. In practice, this designation is a recogni-
tion that failure to field a specialized military capability in the 
cyber domain risks losing our ability to operate in all the other 
domains: sea, land, air, and space. It is for this reason that the 
Canadian Armed Forces Cyber Command (CAFCYBERCOM) was 

A member of HMCS MARGARET BROOKE takes a photo of Christ the Redeemer as the ship transits into Rio de Janeiro, Brazil during Operation PROJECTION 
25-01 on February 1, 2025.  

Photo: Corporal Connor Bennett, Canadian Armed Forces Photo 
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stood up on 26 September 2024 as a two-star command under 
Major-General Dave Yarker and reporting directly to the Chief of 
the Defence Staff.

CAFCYBERCOM has the Canadian Armed Forces mandate 
to conduct cyber operations, signals intelligence, and joint 
electronic warfare. These areas share similar skillsets and, in 
some cases, are mutually reinforcing. These capabilities are not 
new. They existed and were operationally effective before the 
command stood up. The creation of the command simplified the 
military reporting structure and made these capabilities easier to 
integrate into military operations.

In this special issue, we look at cyberspace from a few dif-
ferent perspectives. We start with where Canada fits into the 
world with our expectations about how nation-states should act 
in cyberspace. Commentary: Canada as a Responsible Technology 
Power in the 21st Century by Christina Marcotte examines the 
Government of Canada’s actions in this space, including how we 
adapt to new technologies like artificial intelligence and how we 
govern our actions and link that governance to the rules-based 
international system.

As I noted above, most people think about phones and 
computers when they think about cyberspace, what we would col-
lectively call information technology (IT), but cyberspace can be 
far more than that. In our Introduction to Government of Canada 

Cyber Basics: A Primer by Alexandra Green and Dr. Matthew Kellett 
(me), we try to draw a more complete picture of cyberspace in 
simple terms. Among other things, we talk about areas of cyber-
space that users rarely think about, such as industrial control 
systems, military platforms, and smart lightbulbs; we discuss the 
difference between cyber security and cyber defence; and we 
discuss the reason why you rarely hear the term cyber attack in 
official contexts.

Finally, for the cyber part of this issue, I really wanted to 
expose this audience to the significance of signals intelligence to 
military cyber operations. Commentary: The SIGINT-Cyber Nexus in 
the Canadian Armed Forces by Lieutenant-Colonel Leslie Rediger 
does just that. It shows how these two disciplines, while distinct, 
share similar characteristics and are mutually reinforcing, which is 
why they have been grouped together within CAFCYBERCOM.

Artificial intelligence (AI) has been a promise and buzzword 
for decades. Recent advancements in generative AI, starting with 
ChatGPT’s release in 2022, have changed that conversation. While 
many technological trends, like 5G, have been touted as the next 
industrial revolution only to deliver seemingly moderate, incre-
mental improvements, AI has all the appearances and momentum 
of being revolutionary. Whether you are an AI skeptic or an AI 
advocate, and I, for the most part, have fallen on the skeptical 
side of that divide, there is no denying that AI is a collection of 

Participants of a Counter-Uncrewed Aircraft Systems course tour a SA-8 air defence vehicle, in Poland, on December 11, 2024.   

Photo: Canadian Armed Forces Imagery Technician   
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emerging technologies that cannot be ignored. We must grapple 
with it and its implications, and failing to do so may leave us, as a 
nation-state, at a severe technological disadvantage.

DND/CAF recognized this threat and in May 2024 issued 
the DND/CAF AI Strategy. The strategy is important in that it 
applies equally to both DND and the CAF and must satisfy both 
departmental/corporate requirements and military/operational 
requirements, which is not an easy task. The strategy has a 
strong emphasis on the responsible use of AI. 

One of the major pieces of the strategy was the establishment 
of the Defence AI Centre. In Commentary: Forging the Future: An 
Integrated Canadian Defence AI Ecosystem by Lydia Korczynska, we 
get a first-hand view of the strategy and its implementation in the 
department from the director of the Defence AI Centre. The strat-
egy sets an ambitious target of DND/CAF being AI-enabled by 2030, 
and the Defence AI Centre is charged with enabling that goal.

The next two articles come from the Defence AI Centre. Artificial 
Intelligence and the Sino-American Techno-Competition: Implications 
for Canadian and Allied Defence by Jennifer Gearey and Major Tyler 
Currie uses the lens of technological competition between China 
and the United States to discuss how AI is reshaping the defence 
landscape. It outlines the need for Canada to take decisive action in 
four key areas: data, compute, institutions, and talent.

Allied Interoperability Under Pressure: AI, Procurement, and the 
Future of Defence Cohesion by Samuel Paquette and Major Tyler 
Currie looks at interoperability with our allies, especially NATO, and 
the challenges that we face. It looks at critical barriers: volatile 
supply chains, slow procurement systems, and diverging gover-
nance models.

The next article, Navigation by Sextant & Astrocompass: A CAF 
Approach for AI Adoption by Colonel Adam Moore and Dr. Matthew 
da Mota, is notable because it does not come from the Defence AI 
Centre, but independently raises many of the same concerns. It 
looks at AI’s ability to disrupt military decision-making processes 
and what that means for how AI is implemented and used in a mili-
tary context. Simply put, a commander cannot simply blame the AI 
if something goes terribly wrong, and that reality means that AI will 
necessarily be used differently in defence than in other areas.

The final article comes again from the Defence AI Centre. 
Authenticity as a Weapon: The Canadian Armed Forces’ Advantage 
in AI-Enabled Information Warfare by Ali Manouchehri and Major 
Tyler Currie looks specifically at AI-enabled disinformation, which 
is probably the current most publicly well-known and difficult-
to-solve problem from the malicious use of AI. The article offers 
approaches to countering such disinformation. Interestingly, the 
solutions are not solely technological.

If I can leave you with one last thought before you dive into 
the commentaries and articles in this special issue, it is this: in 
this domain, people are much more important than technology. 
People are a force multiplier in the cyber domain in a way that 
is unheard of in other domains. A trained operator or specialist 
can be magnitudes more effective than someone who has simply 
been trained to use a tool. While technology can make their work 
easier or allow them to do more advanced things, technology 
alone is not sufficient to operate effectively in the cyber domain. 
AI may change the pace and type of problems presented by the 
domain, but it is unlikely to supplant people as the major force in 
the domain for purely practical reasons: the things we care most 
about in the domain, like a nation-state adversary compromising 
a computer network, are vanishingly rare compared to the total-
ity of the data available. It is our people’s domain expertise and 
honed intuition that give us the edge. AI may eventually change 
that equation, but it is unlikely to be soon.

I want to thank all the authors and peer reviewers for mak-
ing this special issue possible. I am indebted to the Defence AI 
Centre for their support and significant contributions to this 
special issue. I am indebted to CAFCYBERCOM for their support of 
my role as guest editor. I want to thank the members of the com-
mand who worked on commentaries and articles for this special 
issue that ultimately did not make it, mostly due to conflicting 
operational demands. I hope to bring you some of those pieces in 
future issues of this journal. A big thank you to the staff at CMJ 
for managing this issue so professionally. Finally, I want to thank 
Alexandra Green who expertly guided me through every step of 
the editing process.

Manuscripts solicited for this issue were written in 
2025 and final versions were submitted in March 2026. 
The necessarily long lead time between writing, final 
submission, and publication may impact the currency 
and relevancy of the information presented, especially 
for quickly evolving topics like artificial intelligence.

People are a force multiplier 
in the cyber domain in a way that 
is unheard of in other domains.” 
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Canada as a Responsible Technology 
Power in the 21st Century

Christina Marcotte

Christina Marcotte is a deputy director in the International Security Branch at Global Affairs Canada. She spends too 
much time reading about history and still thinks Vespasian is the most underrated Roman Emperor. The views expressed 
are her own. 

As Canada heads further into the 21st century, I am drawn to the words of 19th century British Prime Minister Lord 
Palmerston: “We have no eternal allies, and we have no perpetual enemies. Our interests are eternal and perpetual, 
and those interests it is our duty to follow.”1 

This commentary will describe actions by the Government of 
Canada (GC) to protect and advance Canadian security interests 
in an era of technological power. It will focus on cyberspace 
and cyber tools, including Artificial Intelligence (AI) (for the 
purposes of this commentary, I will leave aside the presumed 

transformative benefits of AI and other technology on business 
processes). Within this scope, I will focus on the adoption of 
technology by the state and the governance of its use, both in 
a responsible way. Responsibility in this context means actions 
reinforce the international cooperation that has benefitted 

The Deck Officer of HMCS MARGARET BROOKE, operates on the bridge as the ship transits to Rothera Research Station, Adelaide Island, Antarctica, during 
Operation PROJECTION 25-01 on March 15, 2025.  

Photo: Corporal Connor Bennett, Canadian Armed Forces Photo   
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Canada and respect Canadian democratic principles. Doing so 
in these two ways reinforces the governance systems that have 
allowed Canada and Canadians to prosper.  

On the first point, security in the 21st century requires a state 
to adapt to changing technologies. Without the adaptation, it 
leaves Canadians exposed to threats to their personal and finan-
cial information and leaves Canada at a disadvantage when facing 
threats from adversary state and non-state actors. Foreign mil-
itaries, espionage agencies, criminals, online activists and other 
malicious actors operate in cyberspace. 

With the vast number of threats facing citizens in cyberspace, 
it would be a violation of the social contract by Canada towards 
its citizens not to develop and use tools to counter those threats. 
The social contract includes the agreement that the government 
will use the money citizens provide to protect them. The capab-
ility to act in cyberspace to disrupt and degrade malicious cyber 
actors, including criminals and the cyber infrastructure criminals 
use, is part of that protection.2  

On the second point, on governance, this is linked to the Rules 
Based International System (RBIS). The RBIS is the international 
context that has evolved since WWII and features multilateralism 
and its institutions such as the United Nations (UN), international 
law, treaties, and norms. 

Canada’s economic prosperity is a result of the RBIS pro-
viding stable, predictable rules for global trade and economic 
interactions. At the same time, the RBIS provides Canada with a 
stable security situation by providing a system to cooperate on 
international challenges and to develop mutually agreed-to codes 
of conduct and behaviour. As one of 193 UN member states, and a 
middle power in a world of increasing numbers of middle powers 
along with several superpowers, Canada cannot shape the world 
to its views. Working with like-minded countries is in Canada’s 
interests. The RBIS provides a known and reliable framework for 
cooperation. It is not perfect, but its underlying values of equality 
and predictability are far better for Canada than a system where 
strength alone determines who wins.

In the context of the RBIS, a core pillar of Canada’s principles 
and processes is responsibility. There are two aspects of respons-
ibility. The first is the responsibility to act; the second, to act 
responsibly. First, those states that can act, should. It is the act 
of a responsible state to take action when it can. To contest the 
space where malicious actors operate. To leave the space uncon-
tested leaves citizens vulnerable and at risk, more than they need 
to be. This is equally true for Canadian citizens as well as citizens 
of states that lack the wealth and means to take the same actions 
as Canada can. 

Those actions must also be responsible. Canada must use 
those tools responsibly, in accordance with the RBIS. Specifically, 
the Framework of Responsible State Behaviour, which Canada 
publicly committed to at the UN.3 The Framework includes the 
recognition that international law applies to cyberspace, the 
adherence and implementation of agreed-to norms (in particular 

the 11 UN norms), implementation of cyber-related Confidence 
Building Measures, and capacity building for developing states4.  

Using tools responsibly supports and reinforces the RBIS, the 
same RBIS that has benefitted Canada. This is critical at a time 
when the RBIS is facing challenges. Real and current challenges 
from states that are seeking to re-shape the global system to 
benefit their interests, regardless of the impact on other states, 
or to benefit from the weakness of other states in a “might makes 
right” system. 

As a democratic country, Canada’s responsible state behav-
iour also includes accountability and transparency. Accountability 
means Canada adheres to its obligations under applicable inter-
national and domestic law, its commitments to voluntary norms 
and other public commitments, as well as specific, additional 
governance such as the military chain of command. Transparency 
means Canada will be public about its capabilities and how it uses 
them (not including the details of operations) and subject to the 
appropriate oversight. Both are important to prevent abuse of 
power and to ensure citizens’ confidence in their government. 

Turning first to accountability. Technology is used as a tool of 
state power, which includes AI, whether for espionage, weapons 
and arms, or other uses not yet foreseen. Yet technology and AI 
are not separate from the infrastructure that supports it. When I 
write, “AI will be used as a tool of state power,” it also means “AI 
will be used in cyberspace and as a cyber tool of state power.” 
Cyber is both a domain and a tool. Cyberspace is a domain of 
civilian and military activity the same as land, sea, air, and space, 
a place with dimensions through which operations take place. 
And it is through the RBIS that states worked out how to govern 
cyberspace. Canada already has clear rules and norms when it 
comes to cyberspace and using cyber tools, in particular the 
Framework for Responsible State Behaviour mentioned above. 
And as AI is integrated into weapons, the use of those weapons 
will still be governed by rules of engagement and applicable law.

AI is also more than the next step in cyber, and it is difficult to 
anticipate all its potential uses. States are aware of this and are 
currently working within the RBIS to govern how they use AI as a 
tool of state power. On the military AI side, there are several pluri-
lateral initiatives specific to AI and military use. These include the 

Canada already has clear 
rules and norms when it comes 
to cyberspace and using cyber 
tools, in particular the Framework 
for Responsible State Behaviour.” 
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2023 United States-led Political Declaration on Responsible Military 
Use of Artificial Intelligence and Autonomy,5 which was launched 
at the Dutch-led Responsible AI in the Military Domain Summit 
(REAIM 2023). In addition, NATO’s 2024 Revised AI Strategy includes 
an aim specific to responsible behaviour: “to provide a foundation 
for NATO and Allies to lead by example and encourage the develop-
ment and use of AI in a responsible manner for Allied defence 
and security purposes.”6 On the multilateral side, there is also UN 
Resolution 79/239 on Artificial Intelligence in the military domain.7 

Domestically, the Government of Canada is accountable to 
its citizens for its actions. Actions over the past several years 
also speak to its credibility as a responsible actor and in meeting 
its security commitments to its citizens. Actions by the federal 
government include the publication of a National Cyber Security 
Strategy in 2018 and in 2024,8  the creation of the Canadian 
Centre for Cyber Security in 2018, the creation of the RCMP’s 
National Cybercrime Coordination Centre, also in 2018, the preva-
lence of technologies in the Department of National Defence’s 
2017 Strong, Secure, Engaged,9 and 2024 Our North: Strong and 
Free,10 and updated legislation for the Communications Security 
Establishment in 2019.11 

Less visible to the public, but equally important was the 
creation in 2018 of a unit at Global Affairs Canada to focus on 
cybersecurity policy internationally and which now also includes 
AI governance. This unit has the expertise required to represent 
Canada and Canada’s security interests at the United Nations and 

other multilateral forums and leads on coordinating Canada’s 
contribution to international initiatives such as the United 
Kingdom- and France-led effort to counter the proliferation of 
cyber intrusion tools (Pall Mall Process).12 In addition to this unit, 
Global Affairs Canada’s international law division has lawyers who 
specialize in cyberspace. This unit contributed meaningfully to 
the RBIS and to transparency by the Government of Canada by 
developing and publishing Canada’s position on the applicability 
of international law in cyberspace.13 

Other measures taken by the Government of Canada for trans-
parency include 2017’s Defence strategy Strong, Secure, Engaged, 
initiative 88, that specifically says the Canadian Armed Forces 
would “develop the capability to conduct active cyber operations 
focused on external threats to Canada in the context of gov-
ernment-authorized military missions. The employment of this 
capability… will be subject to the same rigour as other military 
uses of force. Cyber operations will be subject to all applicable 
domestic and international law, and proven checks and balances 
such as rules of engagement, targeting and collateral damage 
assessments.”14 Whether those cyber tools are enhanced by AI or 
not, they will still be subject to accountability mechanisms. By 
being public about the military’s use of active (also called offen-
sive) cyber operations and how they will be governed, Canada 
reinforces the RBIS. 

The Communications Security Establishment Act (CSE Act) is 
also public about Canada’s active cyber operations. Section 30 

Late in the night, a member of the Canadian Armed Forces sifts through information and data while at the Command Post located at the Maria Montez 
International Airport in the Dominican Republic 04 May 2024. Nearly 300 members are currently on deployment in the region taking part in an ongoing 
operation to aid the Canadian embassy in Haiti’s capital.   
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of the CSE Act states that the Ministers of National Defence and 
Foreign Affairs authorize active cyber operations and subsequent 
sections of the CSE Act detail the types of activities authorized 
and prohibited and the procedures for authorization.15 

In addition, from both a democratic principle and transpar-
ency perspective, the National Security and Intelligence and 
Review Agency (NSIRA) and the National Security and Intelligence 
Committee of Parliamentarians (NSICOP) play key roles. NSIRA’s 
mandate includes the review and investigation of Government of 
Canada national security and intelligence activities to ensure that 
they are lawful, reasonable and necessary.16 Broadly speaking, 
NSICOP reviews the legislative, regulatory, policy, administrative 
and financial framework for national security and intelligence and 
any activity carried out by a department that relates to national 
security or intelligence.17 NSIRA and NSICOP must each submit 
to the Prime Minister an Annual Report, and the Prime Minister 
tables the Committee’s reports in both Houses of Parliament.   

On a last note, being a responsible technological actor also 
gives Canada credibility when increasing cooperation with part-
ners and allies. The scale and scope of the threats mean Canada 
cannot protect its security alone, and these partnerships are 
essential. They are essential to understand the threats, develop 
the best ways to mitigate and manage the threats, and to counter 
them. Working together takes trust; it takes even more trust to 
work effectively together. This credibility, from the congruence 
between Canada’s behaviour and its words, helps establish 

Canada as a trusted partner. This includes in longstanding 
partnerships such as NATO, as well as newly developing and deep-
ening ones as Canada pursues its Indo-Pacific Strategy. 

As Canada looks towards the future, as Canada meets its 
security needs in the years ahead, Canada will continue to be a 
responsible state player in cyberspace and will be as new tech-
nologies are introduced. This includes how Canada will use AI and 
any other technology as a tool of state power. New technological 
advancements and the developments associated with them will not 
change the social contract between Canadians and their govern-
ment, nor the government’s continued work to protect its citizens. 
The actions taken to date by the GC demonstrate this commitment. 
Continuing to act as a responsible state player demonstrates the 
commitment to the governance systems internationally and domes-
tically that have allowed Canadians to prosper. 

Being a responsible 
technological actor also gives 
Canada credibility when 
increasing cooperation with 
partners and allies.” 
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The Canadian Armed Forces (CAF) and the Department of National Defence (DND) are rushing to meet the demand 
for cyber security capabilities. The CAF introduced the Cyber Operator trade in 2017,1 and the Canadian Forces 
School of Communications and Electronics (CFSCE) announced the first graduating class in 2021.2 Three years later, 
in September 2024, the CAF officially established the Canadian Armed Forces Cyber Command (CAFCYBERCOM). 
This command is the single DND/CAF authority for cyber operations, encompassing signals intelligence and joint 
electronic warfare. The creation of CAFCYBERCOM is significant because it consolidates several pan-domain efforts 
to leverage cyber capabilities into a single, transparent, unified chain of command, providing a “one-stop shop” 
for cyber expertise.  

Members of HMCS Ottawa’s operations department sit in the Operations Room of HMCS Ottawa while the ship sails in the South China Sea during  
Indo-Pacific Deployment on October 4, 2023.    
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In the seven years leading to the stand up of the CAF Cyber 
Command, the CAF created a new trade and graduated its first 
Cyber Operator cohort. The CAF is investing in cyber capabil-
ities. Staffing was once a challenge, but the number of qualified 
operators is growing. Despite this growth, a 2020 report by the 
Director General Evaluation, entitled “Evaluation of the Cyber 
Forces,” found that the “Cyber Forces have a sufficient number of 
positions; however, filling the positions has proven to be difficult” 
and points to challenges associated with hiring and retaining 
civilian talent, and matching cyber capability needs with the trad-
itional approach to military professional development. The report 
specifically cited frustration associated with “the most experi-
enced cyber personnel working for those who have little cyber 
experience.” The establishment of the Command should go a long 
way toward resolving these issues. 

The situation is improving as the cyber operator trade 
matures and the Cyber Training Unit produces trained operators. 
While this capability is growing rapidly, basic cyber literacy in the 
rest of the DND/CAF has not kept pace. Defence Team members 
are often posted into positions requiring cyber knowledge with-
out much background. Many of these uniformed members are not 
digital natives. It is understandable, given that the average age 
of a uniformed member in the CAF is 36 years old,3 and the World 
Wide Web became accessible to the broader public 30 years ago, 
meaning the average CAF member was not born into a world with 
the Internet. Most senior leaders in the Canadian Armed Forces 
are older than 30, so it is also fair to assume that many were not 
born into a fully Internet-connected and mediated world. They 
represent a generation of the CAF that must interact with cyber 
militarily, but for whom the Internet was once a novel idea that 
came about at the start of their careers. As the CAF expands and 
prioritizes cyber operations and capabilities, many CAF members 
must quickly adopt and understand cyber terminology.  

There are, of course, many members of the Canadian defence 
community who are familiar with both technical and non-tech-
nical elements of cyber security. Those members might find this 
article to be a helpful refresher, although, for the most part, it is 
intended to serve as a welcoming primer to establish a baseline 
knowledge level for uniformed and non-uniformed members who 
have just been posted into a position where they engage with 
these concepts.

Aside from introducing some basic terms in a military frame-
work, this article addresses common misconceptions these new 
team members might encounter. First, we discuss some com-
mon terms. While Government of Canada employees may have 
access to joint doctrine notes, the Defence Terminology Bank, 
and Termium, we believe that having terminology in one article, 
along with examples, will help new members adjust more quickly. 
We outline terms such as cyberspace, the cyber environment, the 
cloud, cyber domain, and cyber as an adjective. We then discuss 
how cyberspace is often viewed as a monolith and explain the 
nuances between different types of technology that fall under the 

cyberspace umbrella. With these nuances in mind, we differenti-
ate cyberspace from the information environment. The two are 
often confused because cyber teams are often asked to support 
information effects.  We also explain the popular castle analogy, 
and how it can be used to understand the difference between 
cyber operations and network operations. The article finishes 
with two other key distinctions: the first between cyber security 
and cyber defence and the difference between a cyber event, 
cyber incident, and cyber attack. After completing this article, 
readers should have a solid foundation for more in-depth con-
cepts and discussions.  

Common Definitions and Terms 

First, we explain common terms before diving into the nuanced 
differences between concepts. Any defence community member 
knows that the CAF and DND can be an alphabet soup full of acro-
nyms and confusing terms. So, it is pertinent to address some 
standard terms readers might encounter in their work. For the 
CAF/DND, the cyber operating environment, cyber environment, 
or cyberspace for short, is a physical environment like sea, land, 
air, and space are physical environments. There is a physical 
infrastructure underlying and inseparable from the virtual world. 
Every piece of equipment a user touches is connected to another 
piece of physical equipment somewhere else, either through 
wires and fibre-optic cables or through photons sent through 
air and space. The cloud is not actually a cloud; it’s usually a 
giant warehouse filled with networking equipment and computer 
servers running software that ensures data continues to survive 
even after the hardware it is stored on inevitably fails. So, instead 
of storing your data on your physical device, that data is stored 
on a server or group of servers and accessed over the Internet 
or some other large network. That’s where our first buzzword, 
cloud, originated from. Network engineers, computer scientists, 
and other experts drawing network diagrams would convention-
ally use a cloud-like symbol to act as a placeholder for complex, 
underlying infrastructure that was outside of the organization’s 
control. As organizations such as Amazon and Google began to 
offer computing resources remotely, the cloud was marketed as a 
new type of service delivery, as organizations would interact with 
those services without direct control of the infrastructure.  

Next, the cyber domain is cyberspace, plus everything 
around it that supports it, including people, processes, and infra-
structure. The Government of Canada uses this term to describe 
“all infrastructure, entities, users and activities related to, or 
affecting, cyberspace.”4 The cyber domain can include checking 
a new employee’s identification before giving them their creden-
tials to access the corporate network, the security of the rooms 
holding servers and networking equipment, and even the people 
who administer the network, which are all things vital to main-
taining cyberspace, yet are not actually in cyberspace. Canada, 
NATO, and many allies have recognized the cyber domain as a 
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domain of warfare, just like the maritime, land, air, and space 
domains. That recognition means the CAF must be prepared 
to carry out military operations in the cyber environment (i.e., 
cyberspace), and the CAF must be able to defend its part of the 
cyber domain.5 

Cyber, then, is just an adjective, meaning that the thing it 
modifies is related to the cyber domain or cyberspace. Think 
about its use in terms of cyber security, cyber operations, and 
cyber incidents. Cyber also gets overused. In a military context, 
readers might hear people use the term cyber planning far too 
often. Cyber planning is just military planning applied to the cyber 
domain; nothing is particularly cyber about it and it should just 
be called what it is: planning. Cyber also should not be used as 
a noun or verb, although that often happens in informal speech. 
You should never write, “They should use cyber on this” or “We 
should cyber that.” In the next section, we will break down the 
cyberspace umbrella and then differentiate it from the informa-
tion environment.   

Breaking Down Cyberspace: OT, PT, and  
IoT Explained 

While it is common practice to lump everything together under 
the term information technology or IT, the CAF/DND needs to be 
more precise about the components of cyberspace to manage 
them correctly. In CAF/DND, we use IT to refer to the traditional 
office and networking infrastructure to distinguish it from oper-
ational technology, which runs physical systems like pumps and 
heaters, and platform technology, which is operational technol-
ogy on military platforms like ships, engine controls, and missile 
guidance systems.  We can divide cyberspace into subcategories: 
information technology (IT), operational technology (OT), and 
platform technology (PT). It is also worth mentioning where 
Internet of Things (IoT) devices fit in among these categories. If 
you are new to the field, you will likely hear these terms used in 
reference to government assets. We’ve simplified the definitions 
below to help make the concepts more relatable.  

Operational Technology (OT) 

Operational technology is all about cyber-physical industrial sys-
tems. It includes industrial control systems (ICS) and supervisory 
control and data acquisition (SCADA) systems. In your home, the 
thermostat that controls your furnace is an example of OT. OT 
provides the interface between cyberspace and physical systems 
like valves, dampers, and fans on everything from heating, venti-
lation, and air conditioning (HVAC) equipment to fuel pipelines. 
While it is often possible to update the computer code of these 
systems, it usually only happens during infrequent overhauls 
or, in the worst case, when they are replaced. Sometimes, these 
systems are hard to update because they support critical sys-
tems. You wouldn’t want to shut down a water treatment plant or 
take safety systems offline at a nuclear power plant regularly to 
update their software.  

In some cases, updating is difficult or impossible because the 
device is inaccessible. For example, you may have to drain por-
tions of the water treatment plant to access certain equipment, 
or a critical control may be in a radioactive zone of a nuclear 
power plant. While OT systems connect cyberspace and physical 
systems, the best practice is to isolate them on their own net-
works and not, for instance, connect them directly to the Internet. 

Platform Technology (PT) 

Platform technology (PT) refers to the operational technology 
used on military platforms. It includes the hardware and soft-
ware on ships, aircraft, vehicles, and weapon systems. Like your 
car, all the chips and wires used to control the functions of an 
armoured vehicle are examples of PT. PT often includes dedi-
cated processors or chips that control the platform’s functions, 
like a missile guidance system. It is often nearly impossible to 
replace these chips, so any vulnerabilities in them exist for the 
lifetime of the equipment. 

Because updating or replacing OT and PT is difficult, we 
need to ensure their security and ensure that updates don’t 
introduce vulnerabilities. This protection is part of a larger effort 
called cyber mission assurance, or CMA, which is defined by the 
Government of Canada as “a process to protect or ensure the 
continued function and resilience of mission-essential capabil-
ities and assets, in the face of cyber threats or actions, in any 
operating environment or condition.”6 Essentially, CMA is the 
ability to conduct military operations with military capabilities 
that rely on cyberspace, which may be contested. In a Navy con-
text, for example, a ship should still be able to use networks and 
technical capabilities to fight, float, or move in a cyber-contested 
environment. CMA can also mean ensuring these systems’ sec-
urity and supply chains during their development and after they 
are fielded. Given that technical supply chains are often global 
in nature, there is always the risk that the systems, software, 
and technical capabilities the CAF acquires will eventually be 

Cyber planning is just military 
planning applied to the cyber 
domain; nothing is particularly 
cyber about it and it should just 
be called what it is: planning.” 
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exploited. Commanders who adhere to CMA principles must have 
contingencies to continue to pursue the mission regardless of the 
cyber threat.  

Internet of Things (IoT) 

Internet of Things (IoT) devices are becoming less expensive, 
more convenient, and easily adaptable, so it would not be sur-
prising if IoT devices eventually provide some critical capability 
in a military operation. The Internet of Things includes low-end, 
consumer-grade IT and OT. Examples of IoT include smart lights, 
smart locks, smart appliances, Internet-connected thermostats, 
Internet-connected cameras, Internet-connected doorbells, and 
Internet-connected baby monitors. They often provide helpful 
capabilities, like using a camera to monitor your property or 
having your smart fridge order more milk when running low. IoT 
devices are often cheap, use low-powered processors, have min-
imal or no security, and can be difficult or impossible to update.  

As the Canadian Armed Forces face a more complex threat 
environment and navigate challenging procurement processes, 
IoT devices, which were previously new and difficult to integrate, 
now offer easy solutions. However, these devices present a cheap 
complexity problem.7 Historically, if the Canadian Armed Forces 
wanted to acquire a specialized and complex machine or device, 
they would need to find a specialized supplier. The complex 
device would cost a great deal, given the effort and resources 
required to create it. However, things are different with IoT 
devices. Today, it’s often less expensive to take a complex device 
and have it pretend to be simple, instead of actually building a 
simple device. By default, due to the economies of scale (it is 
cheaper to make millions of one item than to make a handful of 
bespoke items), vendors are incentivized to make IoT devices with 

all the bells and whistles: WiFi, cloud storage, machine learning, 
complex software, Bluetooth, and microphones. But if an organ-
ization (such as the CAF) wanted that device for an operational 
capability without the WiFi connectivity, it is often cheaper and 
easier to turn off the WiFi connection than to manufacture a 
bespoke version without that feature. Nevertheless, that lingering 
feature is still a vulnerability, and as IoT devices are notorious for 
infrequent firmware updates, it may remain unpatched and open 
to exploitation.  

These characteristics make IoT devices an ideal target for 
exploitation by malicious actors. For instance, the Mirai botnet 
was first noticed in August 2016. It took advantage of hundreds 
of thousands of poorly secured IoT devices, like baby monitors 
and Internet-connected cameras, to create a network that could 
flood targets with network packets in a distributed denial of ser-
vice (DDoS) attack.8 While its initial target was Minecraft, it has 
been used for many other attacks and eventually had its source 
code released in an open-source code repository.9 Despite their 
security concerns, the use of these devices is increasing due to 
convenience. It would be unsurprising if they were to provide 
some critical capability in a military operation at some point in 
the future. If that’s the case, we need to be aware of the risks 
involved, just as we should be of the risks involved in using them 
in our homes. 

The Difference Between Cyberspace and 
the Information Environment  

Readers new to the field might use information environment 
and cyberspace interchangeably. But, what is the information 
environment? The Government of Canada defines the information 
environment as “an environment comprised of the information 
itself, the individuals, organizations and systems that receive, 
process and convey the information, and the cognitive, virtual 
and physical space in which this occurs.”10 Except that is not 
the only definition. There are several others, and the Canadian 
definition is not universal. For example, according to the Tallinn 
Manual, the comprehensive (but non-binding) academic survey 
of international law applicability to cyber warfare and cyber 
operations, the information environment is the “aggregate of 
individuals, organizations, and systems that collect, process, 
disseminate, or act on information.”11 The two definitions differ, as 
the Tallinn Manual description focuses on the actors and systems 
only, while the Government of Canada definition includes the 
actors, systems, and the environment they interact with. On that 
note, the Government of Canada definition explicitly mentions 
information as part of the system, while the Tallinn Manual defin-
ition does not mention information as a commodity. Furthermore, 
although the Government of Canada definition defines explicitly 
the information environment as an environment and emphasizes 
this context, the definition does not address the broader environ-
ment as a concept.  

Members of 437 Transport Squadron help with the assisted departure of 
evacuees from Tel Aviv, Israel to Athens, Greece as part of Operation ION 
on  October 15, 2023.      

Photo: Corporal Charles Audet, Canadian Armed Forces Photo       
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Unlike the maritime, land, air, space, and cyber environments, 
the information environment is not physical, although it does 
interact with the physical environment as a medium. For example, 
if troops from country A deploy to allied country B to deter 
aggression from country C, and country C does not yet want to 
commit to traditional military action against country B, they can 
leverage the information environment. Country C could create 
social media accounts and bots to spread disinformation about 
country A’s activities in country B: that country A troops are 
terrorizing the local population, leaving garbage, and committing 
crimes. In this example, all the comments the bots leave on social 
media are elements of the information environment. Country C 
uses hardware to enable the bots—servers to host the bot net-
works, store user data, logs, and power to integrate with social 
media apps—and that hardware is part of cyberspace. Some of 
that social media content might make its way to a newspaper, 
where those claims will be printed in physical form. Country B 
citizens will view those messages on physical devices, accessed 
via the Internet. Those devices are also part of cyberspace. If 
country B citizens believe those claims, and change their opinion 
about hosting country A, then the information environment has 
been altered.

This example also illustrates the distinction between infor-
mation operations and cyber operations, which differ in their 
objectives and nature. Information operations are focused 
primarily on the information environment and changing how 
a target perceives information. Information operations are 
“coordinated information activities conducted in or through the 
information environment to create desired effects on the will, 
understanding and capability of individuals.”12 There are a few 
critical elements to this definition: actions or operations must 
be deliberate and synchronized, with the intention to achieve 
specific outcomes or results and focus on people as the primary 
targets. Suppose Bob emails Alice about the highlights of his 
project with the intent to ask her for funding later. That email 
is an information operation because Bob positively changes her 
perception of the project. 

While information operations intend to alter the subject’s 
perception or behaviour, cyber operations are used to change the 
medium of cyberspace by allowing things that would usually be 
denied, intentionally or not, or to deny things that would usually 
be allowed, intentionally or not. Cyberspace is central to cyber 
operations. You cannot achieve a cyber operation without the 
infrastructure of cyberspace. Standard definitions highlight this 
connection. For example, the Government of Canada defines a 
cyber operation as a “set of planned actions in or through cyber-
space intended to preserve freedom of action or create effects 
to achieve military objectives.”13 More plainly, the Tallinn Manual 
lists a cyber operation as “the employment of cyber capabilities 
with the primary purpose of achieving objectives in or by the use 
of cyberspace.”14 When we hear cyber operations, we tend to think 
of elaborate, Stuxnet-level capers. However, a cyber operation 
could be as simple as applying a patch to intentionally combat 
a known virus and, ultimately, changing cyberspace to improve 
network health.  

Why are cyber operations and information operations often 
confused, and how do they relate? First, both aim to create 
effects, whether on the human psyche (information operations) 
or technical systems (cyber operations), and these effects can 
sometimes overlap. Some might assume that information oper-
ations are cyber operations because cyber operations could be 
used in conjunction with information operations. As mentioned, 
cyberspace is a medium that people use to access the informa-
tion environment (e.g., using a computer to research). We often 
confuse cables, servers, and routers (the physical elements of 
cyberspace) with the information environment, because we can 
use them to communicate information. The two are also often 
confused because at one point, information operations and cyber 
operations were treated as the same category. The two concepts 
are further conflated because cyber-designated teams are usually 
tasked with affecting the information environment: a cyber 
operation can have information-related effects, and information 
operations can leverage cyberspace. For example, if Alice is still 
hesitant to fund Bob’s project, Bob could hire Eve to send a key 
logger (a hidden app that records keystrokes and sometimes the 
screen) to infect Alice’s computer and gather blackmail-worthy 
information. Bob could then use that information to influence 
Alice’s decision. But it is possible to carry out that information 
operation entirely separate from cyberspace. For example, Bob 
could staple posters with disinformation about Alice’s research to 
stir up unsupportive sentiment on campus. 

There are ways to influence the behaviour or decisions of 
a target audience without cyberspace. We’ve used a fictional 
example here to demonstrate the difference between information 
and cyber operations, and the next section explores the popular 
castle metaphor to highlight the distinctions between cyber oper-
ations and network operations. The article then differentiates 
between cyber defence and cyber security.  

 Unlike the maritime, land, air, 
space, and cyber environments, 
the information environment is 
not physical, although it does 
interact with the physical 
environment as a medium.” 
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The Castle Metaphor: Cyber Operations 
and Network Operations 

Beginners might encounter the fortress/castle metaphor as a 
simplified explanation of how a network or computer is secured. 
Using the metaphor, a defender can secure an asset behind lay-
ered defences, like medieval rulers who might fortify a structure 
with a moat and thick castle walls, perhaps rounded to prevent 
an adversary from scaling, with inner walls to zone the castle into 
different levels of access (outer bailey, inner bailey, keep). Even 
though the layers of defences reduce the risk of a breach, there 
is always the risk that an enemy force might try to breach the 
defences. Similarly, digging a moat and erecting castle walls does 
not mean the work is done. The defenders must evolve as their 
adversary evolves. If the walls protect from arrows and slings, 
there is no guarantee that the walls and moat will be sufficiently 
protected from catapults. Additionally, the defender must con-
sistently maintain these defences. The walls must be repaired if 
damaged and manned to watch for enemies and anyone attempt-
ing to scale the walls.15  

There are obvious parallels to a network. The castle walls 
are often likened to a firewall, allowing entrance to some but not 
others and providing a defensive perimeter. The inner castle walls 
are also similar to network zoning, in which different network 
parts are segmented according to privileged access. So, if an 
attacker breaches the castle walls, they may be unable to access 
the inner bailey or the keep. Requiring a password could be sim-
ilar to lifting the portcullis. Like a castle, the network defences 
must constantly be updated as enemies evolve: network defend-
ers must apply patches, update malware signature lists, and 
fine-tune their allow and deny lists. The process is never ending. 

The defence can also be even more active. If you were to 
send your troops out beyond the wall to find the catapult and 
destroy it, we would call those actions defensive cyber opera-
tions—response actions (DCO-RA), which is just another way of 
saying self-defence in the cyber domain to ensure freedom of 
action.16 If you were to target the adversary’s troops and to 
destroy their castle, or to capture their flag and plant your own, 
in the cyber world, we would call those offensive cyber operations 
(OCO), as it is an operation to “project power in or through cyber-
space to achieve effects in support of military objectives.”17 In a 
cyber security context, that could look like overloading adversary 

infrastructure with traffic to disrupt their ability to launch dis-
information campaigns.  

The castle analogy can also be used to articulate the differ-
ences between cyber operations and network operations. We’ve 
already touched on cyber operations, but network operations are 
understood to be the “activities undertaken to provision, secure, 
configure, operate, extend, maintain and sustain a network.”18 
Following our castle analogy, these would be the general activ-
ities needed to sustain the castle: ensuring that the castle walls 
are maintained, resources such as food, water, and weapons are 
available, the doors function so people can enter and leave, and 
that guards are present to guard the castle walls and entrance. 
These functions are similar to the elements of network oper-
ations: firewalls, access control lists, bandwidth availability, and 
network administrators available to troubleshoot. If the castle 
walls are falling apart, it may be difficult to know if it is because 
of an attacker, or because the walls are so poorly maintained. The 
same can be said with network operations. If some devices are no 
longer connected to the network, it could be because a malicious 
actor has targeted them, or because the network operations 
centre did not update the firmware and the recent patch caused 
the devices to disconnect. If a network is poorly maintained, as a 
castle, then it is challenging to know readily whether an issue is 
routine or malicious.   

However, there are general limits to the castle analogy. 
First, it establishes a dangerous dichotomy between inside and 
outside.19 Not all networks are clear-cut. For example, many net-
works have demilitarized zones (DMZs) where they host assets 
accessible to the Internet, yet cannot interact directly with inter-
nal databases. So, the DMZ is a type of intermediary zone that is 
protected by the firewall but is still not entirely internal. Second, 
the castle analogy suggests that all threats originate externally. 
While castles did not usually prioritize internal defences, modern 
networks often use role-based access controls to limit privileges 
once in the network. However, even with these controls, insider 
threats (Ortis, Snowden, Reality Winner, Manning, etc.) prove that 
not all threats are external.20

Cyber Security vs. Cyber Defence:  
Key Differences Explained

If you’re new to cyber security in the Department of National 
Defence, you might’ve noticed that sometimes people use cyber 
security and defence interchangeably, despite the fact that they 
are entirely different terms within the department. Within the 
broader government, cyber security would be used to describe 
the processes for securing the IT portion of cyberspace. However, 
within DND, cyber security and cyber defence are divided. Unlike 
other departments, DND has platform technology and must 
defend that technology from adversaries in operational con-
texts.  Cyber security provides the necessary foundation for all 
cyber defence activities, which could be part of the reason the 

Beginners might encounter 
the fortress/castle metaphor as a 
simplified explanation of how a 
network or computer is secured.” 
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two terms often need clarification. Cyber security includes activ-
ities that ensure the health and safe storage of assets, regardless 
of the presence of a threat actor. Confidentiality, integrity, and 
availability are priorities. Confidentiality ensures that information 
is private and accessible only to the people granted permission 
to see it; integrity ensures that information stays accurate and 
unchanged; and availability means that users can access the 
information they need when needed, without delay or difficulty.21  

In practice, cyber security could involve requiring users to 
use passwords to access assets or systems, using role-based 
access controls to control access and privilege (confidentiality), 
using checksums to check that the software is the proper version 
for download (integrity), requiring digital signatures (integrity), 
having a disaster recovery plan in the event of a natural disaster 
or emergency (availability), or monitoring the system’s perform-
ance (availability).  

So, how is cyber security different from cyber defence? 
Indeed, cyber security practices can help deter a threat actor 
from accessing, altering, or denying access to data. However, 
cyber defence is different because, unlike cyber security, it 
assumes the presence of a cyber threat actor and involves efforts 
to detect, prevent, and respond to threats against the network. 
A cyber threat or threat actor is central to this definition but 
absent from the cyber security definition.  

While no analogy is perfect (as demonstrated earlier with 
the castle analogy), we can see the difference between the two 
concepts using a hockey reference. Cyber security is much like 
the net outside of a hockey game. The smaller the frame of the 
net, the harder it is for unwanted materials (including a puck) 
to enter the goal zone. Perhaps the net is still on the ice during 
public skate hours, and some toddlers wander in accidentally. 
Hopefully, rink maintenance staff will be present to keep the net 
intact and out of bounds. If an overzealous skater accidentally 
slammed into the goal and ripped the netting, rink maintenance 
staff would repair the tear so the net could function as needed. 
Maintenance staff will replace the frame if it rusts to preserve 
structural integrity. The same staff might then remove the net 
from the rink during public skating to ensure it is accessible for 
games. These practices are all similar to standard cyber security 
maintenance—ensuring that unwanted traffic is kept away from 
the network and that if the network is accidentally damaged, it is 
repaired and perhaps isolated from any other incidents that could 
impact network availability—all standard practices. 

In contrast, cyber defence is analogous to a hockey game. 
The net can be thought of as cyber security. The better the cyber 
security, the smaller the net (and smaller the threat surface). The 
net can be made of better material, might have a robotic opening, 
replaced and renewed with every change, etc. All these adjust-
ments make it more difficult for the opposing team to score. In 
this way, it is similar to cyber security practices, whereby network 
owners might adjust firewall rules and routinely apply patches to 
limit the network’s threat surface. Nevertheless, like hockey, no 

matter how well-crafted your net is (or cyber security practices), 
if you don’t have a goalie, the adversary can easily score. Cyber 
defence is similar to adding a goalie. The home team puts a goalie 
in the net to keep pucks out. The bigger the goalie pads and the 
faster her reaction, the harder it is for the other team to score. 
The coach might brief the goalie and defence about the other 
team’s forwards and the strategies or plays they like to use. The 
home team can then use this intelligence to prevent the other 
team from scoring. Similarly, with cyber defence, the network 
defenders can invest in malware signature detection tools (new 
equipment) to prevent a cyber threat actor from breaching the 
network. They might also use heuristic analysis, intrusion detec-
tion systems, or knowledge of techniques, tactics and procedures 
to identify specific threat actors, mitigate the threat, or improve 
response times. In this example, the team must take specific 
defensive actions to protect itself from the other team. However, 
unlike in a hockey game, cyber defence and cyber security are 
24-hour efforts that never truly end. The difference between the 
two will also be useful for the next section, which outlines the 
gradient of cyber events, incidents, and compromises. 

Distinguishing Cyber Events from  
Cyber Attacks: Understanding the Scale 

Cyber activities or oddities sometimes get lumped together in 
the cyber attack pot. However, there are technical differences. 
We must distinguish between types of activities so we can scale 
responses. For example, if you’re new to a team and get a phish-
ing email (but didn’t click on it) and claim that there’s been a 
cyber attack, that label is wrong and also incorrectly escalates 
the activity. The Government of Canada uses definitions in the 
Government of Canada Cyber Security Event Management Plan to 
differentiate between types of activities.22 The main difference 
between the categories is the level of severity and our certainty 
that there was a compromise. 

On the less significant end of the scale, we have a security 
event, which is any event that may have resulted in a comprom-
ise.23,24 Examples of security events include a spear phishing 
email that the target did not click on or unusual requests stopped 
by a firewall. While some of these events could be malicious, 
it’s essential to recognize that an event is not the same as a 
compromise. If an organization treats every event as a breach, it 
will be overwhelmed by the number of alarms, leading to alarm 
fatigue, and precious resources will be stretched thin.  

A security event can become a security incident when a 
breach occurs, and the system is compromised.25 For example, if 
a cyber threat actor sends a spear phishing email to an employee 
and the employee clicks on an embedded malicious URL or opens 
an infected attachment and downloads malware, the security 
event (the email) becomes a security incident (successful mal-
ware download). The event transitions to an incident as soon as 
the network is compromised.   
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Conclusion 

We have written for an audience new to the Government of 
Canada’s cyber security community in the hopes of helping those 
readers identify common misconceptions they might encounter. 
After reading this article, we believe everyone should have the 
same foundational knowledge. Readers should see that cyberspace 
is a physical thing, mundane and unexciting as that might seem to 
some. The cyber domain is cyberspace and all the things that go 
around it. It is also one of the five recognized domains of warfare, 
one that the Canadian Armed Forces is actively operationalizing. 

Is this article just splitting hairs? Why do we need an entire 
article to outline definitions already used in a web of Joint 

Doctrine Notes, policy papers, annexes, glossaries, and slide 
shows? Why does it matter if we say cyber operation instead of 
information operation if most people know what we truly mean, 
anyway? The truth is that the CAF/DND are in a unique situation. 
Unlike the US, China, and Russia, they are building the foundation 
of critical military cyber capabilities. As CAFCYBERCOM stands 
up and several teams interact with this capability, it’s important 
that everyone speaks the same language and uses terms appro-
priately to avoid confusion and miscommunication. Hopefully, 
the simplified explanations presented in this article provided a 
better understanding of how the cyber domain is put together, its 
relation to the other domains, and why it may actually be more 
straightforward than people believe it is. 
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Strong, Secure, Engaged: Canada ’s Defence Policy, released in 2017, frames the “rapid evolution of technology” as 
a central driver of change in the global security environment, reshaping the character of conflict.1 It also notes 
that the Canadian Armed Forces’ (CAF) use of cyberspace and emerging technology “brings significant operational 
benefits, but also creates critical vulnerabilities.”2 This means that, to be competitive and to defend Canada’s 
interests, the CAF must be able to protect its assets, defend its freedom to manoeuvre in cyberspace, and be able 
and ready to leverage that operating environment to carry out its directed mandate.3

435 Transport and Rescue Squadron transports evacuees from Norway House, Manitoba, due to forest fires during Operation LENTUS, Northern Manitoba 
on May 30, 2025.    

Photo: Aviator Nicholas Zahari, 17 Operations Support Squadron Imaging, Winnipeg     
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To “maximize Canada’s effectiveness in cyberspace” in Our North, 
Strong and Free: A Renewed Vision for Canada’s Defence, the 
Government of Canada directed the CAF to establish the Canadian 
Armed Forces Cyber Command (CAFCYBERCOM).4 This new com-
mand is intended to “improve the CAF’s ability to conduct cyber 
operations” and “enable the military to generate and employ 
cyber forces and other specialized capabilities on short notice 
and contribute to advancing Canadian interests and protecting 
Canadian, Allied and partner militaries at home and abroad.”5 

On 26 September 2024, CAFCYBERCOM was established, elevat-
ing and transforming the Canadian Forces Information Operations 
Group from a level-three formation to a command, administra-
tively supported by the Digital Services Group but reporting 
directly to the Chief of the Defence Staff.6 As the defence author-
ity for cyber operations, it is responsible for the employment, 
generation, sustainment, management, and development of its 
allocated cyber forces, including signals intelligence (SIGINT) and 
joint electronic warfare.7 

Although it is relatively well known in the defence community 
that the Communications Security Establishment (CSE) is the 
Government of Canada’s foreign signals intelligence agency,8 it 
is less well known that the CAF has its own integral SIGINT unit. 
Canadian Forces Station Leitrim has been conducting signals 
intelligence operations in the defence of Canada for almost 85 
years.9 The inclusion of the CAF’s SIGINT organization into the new 
cyber command may, on the surface, seem unusual, given that it 
is an intelligence function and the CAF already had an intelligence 
command. However, SIGINT has a particularly important nexus 
with cyber operations. A nexus that is only growing and gaining 
relevance in the interconnected, technology-rich world in which 
the CAF operates. SIGINT and cyber are two sides of the same coin; 
although they have different purposes, authorities, and capabil-
ities, they are inexorably linked and mutually reinforcing. This 
article serves as an introductory discussion of the relationship 
between SIGINT and cyber operations in the military context, with 

the aim of illustrating their interdependencies and reinforcing 
nature, as they make their home in the new CAFCYBERCOM. 

Lexicon 

To begin this discussion, it is important to first define the termin-
ology. Technological advancements in the information world tend 
to outpace doctrinal evolution. This means that there are no uni-
versally agreed-upon definitions for terms such as “cyberspace,” 
“cyber operations,” or the “cyber domain.” NATO, allies and 
partners have slightly different interpretations of these terms, 
and they are frequently used interchangeably. For this discussion, 
this article will reference the Department of National Defence’s 
Defence Terminology Bank for continuity. 

Cyberspace and the Cyber Domain

Cyberspace is the “physical environment consisting of all assets 
that process, store or communicate digital data.”10 Unlike the other 
operational environments in which the CAF operates—land, sea, air 
and space—cyberspace is “omnipresent within all other environ-
ments.”11 The cyber domain is a broader term that encompasses 
not only cyberspace but also the infrastructure that supports and 
enables it, as well as its users and their related activities.12

Cyberspace encompasses the cyber persona layer, which 
includes online profiles and other ways that people and things 
are represented online, while the cyber domain extends outward 
to include the actual humans who interact with cyberspace. 
Likewise, cyberspace encompasses the physical layer, including 
all computing hardware, phones, sensors, and data storage 
devices, while the domain captures that layer as well as the geo-
graphical layer, which represents the physical locations hosting 
the network devices and their surrounding environments.13

Cyber Operations 

The term “cyber operation” encompasses a wide range of activ-
ities conducted in cyberspace aimed at achieving strategic and 
tactical objectives, which are subdivided into defensive cyber 
operations (DCO) and offensive cyber operations (OCO). DCO 
focuses on activities to preserve and ensure freedom of action 
within cyberspace,14 such as defending networks and data from 
adversaries. In contrast, OCO focuses on activities that project 
power through cyberspace to achieve specific effects.15 The intent 
of OCO is to disrupt, degrade, and/or destroy the adversary’s free-
dom of movement in cyberspace or to affect adversary activities 
or capabilities in other ways via cyberspace. 

The growing dependence of state and non-state actors on 
cyberspace, its integrated information systems, and sensors 
has necessitated a proportional increase in cyber operations 
capabilities within the CAF. It is critically important that the CAF 
be able to defend its territory in cyberspace and leverage this 

Cyberspace encompasses the 
cyber persona layer, which 
includes online profiles and other 
ways that people and things are 
represented online, while the 
cyber domain extends outward to 
include the actual humans who 
interact with cyberspace.” 
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terrain to reach out and affect its adversaries. Strong, Secure, 
Engaged: Canada’s Defence Policy sets out the expectation that 
the CAF’s cyber forces are able “to target, exploit, influence, and 
attack [in cyberspace] in support of military operations”16 by 
leveraging emerging platforms across the land, sea, air and space 
domains for integrated sensor systems.17 The defence policy also 
highlights the requirement for the CAF to deny the adversary 
the ability to affect the CAF’s command, control, communication, 
intelligence, surveillance, and reconnaissance (C4ISR) capabilities, 
which are necessary to enable CAF operations globally. 18 

Signals Intelligence 

The term “signals intelligence” encompasses everything from 
the intelligence discipline itself and the activities conducted to 
collect information from cyberspace and other parts of the elec-
tromagnetic spectrum to the end products fed into the broader 
intelligence system.19 In essence, SIGINT is the interception, col-
lection, decryption, translation, and analysis of communications 
and non-communications signals, as well as the production of 

reports to enable the overall intelligence-gathering process.20 
Due to the sensitivity of this work, the processes, capabilities and 
products require special protection and handling and thus cannot 
be openly discussed.21 

SIGINT is further broken down into three subcategories: com-
munications intelligence (COMINT), electronic intelligence (ELINT), 
and foreign instrumentation systems intelligence (FISINT). COMINT 
is comprised of intelligence gathered from the interception of 
electromagnetic communications, such as voice or text, other 
than by the intended recipient.22 ELINT focuses on electro-
magnetic non-communications transmissions, such as from radar 
systems.23 These types of transmissions can provide information 
about their source, such as the frequency used, pulse rate, and 
direction of arrival, among other characteristics.24 The final 
category, FISINT, is a more specific field and is defined as “intel-
ligence derived from the intercept of foreign electromagnetic 
emissions associated with the testing and use of aerospace, 
surface and subsurface systems.”25 FISINT is used to collect 
intelligence concerning transmissions and data from missile and 
control systems, for example.26 The three subcategories of SIGINT 
work together to provide the critical intelligence necessary to 
enable national and continental defence objectives and to inform 
national security operations, foreign policy, and cybersecurity.27 

SIGINT has a long, clandestine history, closely guarded by 
those charged with its execution, operating from the shad-
ows to enable CAF operations since the Second World War.28 A 
cornerstone of military operations, SIGINT provides insight into 
adversary intentions, capabilities, and activities, underpinning 
strategic decision-making, defending the continent, and enhan-
cing situational awareness for deployed forces worldwide.29 

Like cyber operations, the role that SIGINT plays in CAF 
operations has only grown in relevance in the context of modern 
warfare, where technological advancements have reshaped the 
battlefield, military strategy and intelligence-gathering activ-
ities. The increasingly interconnected information environment 
creates vulnerabilities, allowing the SIGINT enterprise access to 
adversary communications, sensors and weapons systems to 
produce critical intelligence on capabilities and intentions. The 
dramatically increased use of information technology systems, 
integrated sensors, and command and control systems have 
compounded the relevance of SIGINT in the defence of CAF assets 
and the exploitation of our adversaries, paving the way for active 
defensive and offensive cyber activities to exploit these same 
adversary vulnerabilities. 

The SIGINT-Cyber Nexus 

SIGINT operations leverage cyberspace and its embedded 
technologies to exploit the adversary’s reliance on digital com-
munications, interconnected devices, and the pervasive use of 
sensors to generate intelligence across all operational domains, 
including cyberspace. Intelligence generated by these processes 

It is critically important that 
the CAF be able to defend its 
territory in cyberspace and 
leverage this terrain to reach out 
and affect its adversaries.” 

A member of the Canadian Armed Forces parachute team, the SkyHawks, 
gives a wind reading before the parachute show on the beach in Cobourg, 
Ontario, on May 24, 2023.    

Photo: MCpl Nedia Coutinho, Canadian Armed Forces       
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enables CAF operations at all levels, from the tactical to the stra-
tegic. The interception of adversary communications and sensor 
data provides real-time intelligence on adversary locations 
and movements across all domains (air, land, sea, space, and 
cyberspace), informing threat assessments and targeting cycles 
for decision-makers. At the strategic level, it shapes situational 
awareness by discovering adversary intentions, capabilities and 
emerging threats.30 

While SIGINT and cyber operations both involve the use 
of digital technologies and operate in the cyber domain, they 
differ in scope, methodology and objective. SIGINT is primarily 
focused on the passive collection of information and the analysis 
of signals, whereas cyber operations can be both passive and 
active. Defensive cyber operations focus on safeguarding infor-
mation and communications systems from intrusion, proactively 
protecting and securing them and responding to attacks, while 
offensive cyber operations aim to penetrate, manipulate and 
exploit adversarial systems. However, conducting cyber oper-
ations requires a deep understanding of threat actors, digital 
infrastructure, and its potential vulnerabilities. SIGINT can 
support these activities by providing the intelligence needed to 
identify targets and assess threats. 

SIGINT-enabled Cyber Operations

Cyber operations, whether defensive or offensive, rely heavily on 
accurate and timely intelligence. SIGINT serves as a foundational 
element in informing cyber operations by intercepting and analyz-
ing communications and non-communications signals to identify 
vulnerabilities in systems, detect patterns of cyber activity and 
better understand threat actors. CAF cyber operators must be 
able to understand the topology of target networks, including how 

systems are interconnected, the protocols used, and the locations 
and nature of vulnerabilities within these networks.31

For defensive cyber operations, SIGINT can be used to reveal 
the structure and behaviour of the digital environment, as well 
as the intent and capabilities of adversaries and other cyber 
threat actors. Moreover, SIGINT can contribute to threat intel-
ligence by identifying indicators of compromise, allowing the 
CAF to harden systems, deploy countermeasures and respond 
to intrusions. For offensive cyber operations, SIGINT can inform 
target selection, timing and tactics to ensure that cyber actions 
are precise and effective. 

SIGINT can also facilitate attribution—the process of deter-
mining who is behind a cyberattack. Attribution is achieved by 
correlating intercepted communications with known threat actor 
behaviour. This is especially important in the modern threat land-
scape, where state and non-state actors employ sophisticated 
methods to obfuscate their identities. 

SIGINT is essential for mapping network topology and under-
standing cyber threats. Its role in cyber operations extends 
beyond interception, as it enables comprehensive analysis to 
inform strategic planning and shape situational awareness for 
decision-makers. For the CAF, this relationship is underscored 
by the grouping of both SIGINT and cyber units under the same 
command. The establishment of CAFCYBERCOM enables better 
communication and cooperation between these strategically 
essential capabilities. 

Cyber Support to SIGINT

Canada‘s initial SIGINT evolution was based on two main object-
ives: leveraging its unique geography to enable sovereign defence 
and utilizing that unique geography, along with homegrown 
collection initiatives, to contribute to and benefit from the Five 
Eyes intelligence partnership with the United States, the United 
Kingdom, Australia, and New Zealand.32 These requirements still 
exist today. SIGINT is a team sport because the prevalence of 
information systems, sensors, and transmitters makes it nearly 
impossible to parse the digital tsunami generated from all these 
sources. Finding, decrypting, analyzing, and reporting on the 
right information to satisfy intelligence requirements to enable 
CAF operations is immensely challenging. Being able to share 
that burden with like-minded, collaborative nations increases 
the amount of data that can be processed and exploited. Without 
the partnership of Canada ’s allies, that challenge would likely 
be insurmountable, particularly when operations take place in 
cyberspace. Canada’s size and proximity to adversarial countries 
provide a geographic advantage that is leveraged to deliver 
unique contributions, enhancing relevance in this domain, facili-
tating access to partner intelligence, and positioning Canada to 
utilize the full might of the Five Eyes, enabling CAF operations 
around the world.33 In the evolving digital landscape, this partner-
ship is more important than ever. By investing in both sovereign 
and integrated SIGINT infrastructure, Canada ensures that its con-
tributions are not only supplementary but also provide distinct 
and valuable intelligence to both CAF and Five Eyes operations. 
These sovereign capabilities enable Canada to align its operations 
with national security priorities, thereby enhancing the relevance 
and impact of its intelligence. Their integrated nature also allows 
Canada to strengthen collective defence and information-sharing 
across the alliance. 

SIGINT operations rely heavily on secure network 
infrastructure, telecommunications and radio-frequency 
communications, data flow from sensors, complex computing 

SIGINT serves as a 
foundational element in 
informing cyber operations.” 
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functions, automation, data analysis and, most importantly, 
integration and communication with partners and allies. This 
infrastructure is spread across the nation and the world, creating 
a significant and enduring technical and security challenge. All 
this leverages cyberspace, and none of it would be possible with-
out support from cyber operations. Adversary cyber operations 
pose a significant threat to CAF operations, including SIGINT, by 
denying or manipulating information, conducting rapid or sus-
tained collection, or engaging in deception activities.34

It is defensive cyber operations that ensure the freedom of 
manoeuvre in cyberspace for SIGINT operations while protecting 
the critical assets, systems and facilities required to seek out, find, 
analyze and disseminate SIGINT. Moreover, SIGINT and offensive cyber 
operations work together to identify access points and understand 
the terrain in cyberspace, enabling intelligence collection and the 
delivery of effects. This critical nexus between cyber and SIGINT 
operations ensures that both are effective and sustainable. 

Conclusion 

The establishment of CAFCYBERCOM reflects a deliberate 
recognition by the Government of Canada and the CAF that 
cyberspace is a contested operational environment in which 
the CAF needs to be able to manoeuvre, defend its terrain, and 

deliver effects. In this context, integrating SIGINT and cyber 
capabilities under a single command is a logical response to the 
realities of modern conflict. As this article has demonstrated, 
SIGINT and cyber operations are deeply interdependent. SIGINT 
provides the intelligence foundation that enables effective 
defensive and offensive cyber operations, while cyber capabil-
ities protect, enable and amplify SIGINT collection and analysis. 
Together, they form a mutually reinforcing cycle that enhances 
situational awareness, supports decision-making, preserves the 
CAF’s freedom of action in all domains, and facilitates the pro-
jection of military power through cyberspace. 

As threats continue to evolve in scale, sophistication and 
speed, the importance of this SIGINT-cyber nexus will only 
increase. Co-locating expertise, authorities and capabilities 
within CAFCYBERCOM positions the CAF to better integrate signals 
intelligence and cyber operations, strengthen partnerships with 
allies, and respond decisively in the omnipresent cyber domain. 
Ultimately, the effectiveness of the CAF’s cyber forces will rest 
not in the strength of individual capabilities, but in the power of 
collaboration, integration and innovation. 
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The Department of National Defence (DND) and the Canadian Armed Forces (CAF) are entering a decisive phase 
in the journey to operationalize artificial intelligence (AI). AI is transforming every aspect of our lives, and it is 
central to modern defence. AI underpins platforms like the F-35 and the River-class destroyer, and it is critical 
in cyberwarfare, disinformation, and autonomous weapons. AI also presents a unique opportunity for Defence to 
transform itself, but only if we are willing to seize this moment. The flip side of opportunity is risk. And the biggest 
risk we can take is to maintain the status quo. 

To keep pace with allies and adversaries, Canada must transform 
Defence AI from fragmented experimentation into an integrated 
and mission-ready capability. We will do this by aligning talent, 
data infrastructure, procurement, and partnerships across 

Defence to be AI-enabled by 2030. To accomplish that, we are 
charting a practical path forward—each L1 is responsible for its AI 
systems, while the AI centre establishes clear enterprise guard-
rails, shared data and compute foundations, and procurement 

A soldier from Canadian Forces Combat Camera films the movements of the Unclassified Remote-Sensing Situational Awareness Satellite (URSA) in 
Manama, Bahrain on January 26, 2017.    

Photo: Master Corporal Mathieu Gaudreault, Canadian Forces Combat Camera IS04-2017-0001-004 
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pathways allowing rapid piloting and scaling. We are also sustain-
ing engagement with industry, academia, and allies to accelerate 
delivery, strengthen options for use cases, and ensure that our 
investments contribute to NATO outcomes.

AI and ROI

A recent MIT report cautioned that 95% of generative AI pilots 
fail due to poor integration and internal builds.1 For Defence, 
AI presents an opportunity to leapfrog some of our technical 
debt, but only if the Defence Team is willing to do the hard work 
where it matters. Breaking down legacy silos, transparency and 
collaboration are not just sound leadership practices––from my 
perspective, they will make or break our digital transformation 
efforts. We must be willing to do the painful work of identifying 
business rules that are overly burdensome or outdated, be cour-
ageous enough to work collaboratively, and be humble enough to 
know that none of us can succeed alone. 

Enterprise-wide transformation, which takes years, should 
also be broken down into shorter pilots and sprints, as technol-
ogy changes quickly and implementing new digital capabilities 
may reveal other capability gaps. DND/CAF can implement change 
more effectively by designing enterprise AI capabilities that start 
small but are built to scale across the organization. This approach 
allows Defence to rapidly learn from pilots, scale successful 
solutions, and continuously adapt to evolving operational and 
business demands. In a similar vein, we should move away from 
viewing digital capabilities as merely an enabler and instead 
position digital as the core of operations, with human capital as 
the driving force behind it. Defence can build this deliberate and 
measured approach to innovation through the Defence Industrial 
Strategy and other collaborative frameworks.

The Vision for an AI-enabled DND/CAF

The DND/CAF AI Strategy commits Defence to becoming an 
AI-enabled organization by 2030,2 using responsible AI in ways 
that strengthen operational outcomes and modernize corpor-
ate functions while maintaining trust. It emphasizes practical 
application over experimentation, ensuring that AI solutions are 
developed with and for Defence personnel to address real mission 
and business needs. This vision underlines DND/CAF’s commitment 
to interoperability with allies and an innovation-ready culture.  

To achieve this vision, the DND/CAF AI strategy outlines five 
main lines of effort that will translate this vision into a decision 
advantage. These include fielding and employing AI capabilities; 
driving change management to integrate AI into real workflows; 
embedding ethics, safety, and trust across the AI lifecycle; building 
talent and training for an AI‑ready workforce; and deepening part-
nerships with allies, industry, and academia. Together, these aim to 
deliver and operationalize AI capabilities for CAF personnel.

AI impacts all layers of the digital foundation, from user 
devices to networking, hosting, and cybersecurity. To capitalize 
on the opportunities that AI presents, Defence requires quality 
data, interoperable systems, DevOps orchestration, super-com-
pute platforms and advanced technical skills and partnerships. 
However, by their nature, Defence organizations are highly dis-
tributed with many autonomous parts. This makes coordination 
and integration difficult and complex.

There are a number of challenges that may prevent us from 
becoming AI-enabled by 2030. These include fragmented efforts 
and shadow IT; talent gaps; missing infrastructure; lack of data 
integration for next-generation platforms and our late start com-
pared to allies and adversaries.

As a public sector organization, National Defence and the 
Canadian Armed Forces are competing for the same talent as the 
private sector, and for the same technological innovation as our 
allies and adversaries. The federal ecosystem also presents a tan-
gled web of matrixed responsibilities, overlapping mandates and 
at times contradictory objectives. 

Luckily, Defence is not starting from scratch. Our civilian 
AI ecosystem is world-class, anchored by the three Canadian 
national AI institutes Mila, Vector, and Amiias identified in the 
Pan-Canadian AI Strategy.3 Internationally, our closest allies 
have shown what is possible: the United Kingdom’s Defence AI 
Centre has demonstrated how a single hub, supported by an AI 
Safety Institute, formal AI standards, and transparent playbooks, 
can unify fragmented efforts, accelerate procurement, and build 
trust through responsible deployment.4 Its AI Model Arena evalu-
ates multiple AI systems against defence scenarios, providing 
objective data that reduces risks and informs evidence-based 
procurement. Meanwhile, DAIC brings subject matter experts 
and academics into the conversation, accelerating innovation 
while embedding ethical and operational standards at the outset. 

Canada must now learn from these initiatives and Canadianize 
these lessons, consolidating our activity, preventing duplication, 
and demonstrating measurable contributions to NATO’s defence 
investment targets.

Fight from Prototype

The DND/CAF AI Centre enables mission-ready capabilities through 
a federated or franchise model, where each part of the organiz-
ation retains ownership and accountability for their AI systems, 
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but they operate within clear enterprise guardrails. Beginning 
in 2025–26, the AI Centre is moving beyond drafting policies to 
implementing them, proving their value through operational 
pilots, and scaling adoption across Defence.5

We work with the CAF to identify AI needs or capability 
gaps and identify potential solutions, including piloting new 
capabilities with a view to understanding how they perform in 
operational scenarios. The AI Centre also works in partnership 
with Defence Research and Development Canada and academia to 
bring research and development to production so that innovative 
AI capabilities can be tested by the CAF. 

In 2026/27, pilots will mature into capabilities. This means 
that sovereign AI pilots will be running and tested across CAF 
operational functions, visibly demonstrating that Canada is not 
reliant on foreign solutions for its most sensitive applications. 
Alongside these pilots, all available procurement pathways will be 
pursued, ensuring that promising projects can transition to scale. 
New solutions using emerging AI technologies will have been 
introduced, and the year will close with a formal lessons-learned 
report—evidence that our frameworks have been tested in prac-
tice and are ready to guide future growth. 

If these goals are not achieved on the anticipated time-
lines, we risk lagging in AI adoption, potentially eroding 
operational advantage and interoperability with key allies. To 
mitigate this risk, L1s must embed flexible metrics and maturity 
assessments that enable course correction and continuous 
learning from experience. 

Within the Digital Services Group, the AI Centre builds con-
nections between the CAF and industry, academia, and allies to 
deploy mission-ready sovereign AI capabilities. These efforts 
include  the establishment of a robust digital foundation that 
supports on-premises and cloud environments across unclassi-
fied and classified domains, enabling joint operations through 
unified enterprise cloud services, data, compute, cybersecurity, 
and application development. Looking ahead, the AI Centre will 
be an integral part of supporting other whole-of-government 
efforts to create a Defence-Industrial base and modernize 
defence procurement. 

The strategic intent for the DND/CAF AI Centre is to be a coher-
ing force that supports CAF L1s. The AI Centre will enable secure 
deployment paths, support AI governance, temporarily embed 
AI-skilled personnel within each L1, and provide data, tailored 
advice and support. In turn, L1s will benefit from engaging with 

the AI Centre before developing AI independently; we may already 
have a deployed model for use!6 In order to prepare for AI, L1s also 
need to collaborate on platform design and enterprise tools and 
do the work to ensure that data is well-governed, usable and inter-
operable, while adhering to NATO standards. 

This cycle—pilot, evaluate, scale—is what turns frameworks 
from paper to operational doctrine. 

Engagement with Industry and Academia

Defence cannot innovate in isolation. The AI Centre is under-
taking a comprehensive mapping of industry and academic 
partners and creating an engagement plan to ensure that our 
interactions are structured and targeted. In parallel, the AI 
Centre is working in partnership with Carleton University to 
organize the first-ever AI in Defence Conference, which will 
convene Defence, industry, academia, and trusted partners to 
advance DND/CAF’s responsible adoption of AI.7 This conference 
will allow DND/CAF to align with industry partners on a five-year 
roadmap for AI and data capabilities.

Engagements like the upcoming AI in Defence Conference 
early in the year prove that Defence is connected to the broader 
ecosystem. Sustained partnerships will show that Defence is not 
simply a consumer of innovation but a contributor to Canada’s 
wider AI success story.

Together, the AI Centre must work to identify the AI talent in 
our organizations and empower them to help us. From a recruit-
ment and retention standpoint, we need to explore every option 
to bring in the best and brightest. We will all benefit from building 
collaborative partnerships, and, most importantly, we must all 
take a hard look at our business processes and ask how we might 
do things differently for the AI era.

Enabling procurement and NATO  
Contributions

Underlying every strand of this strategy is procurement. Without 
pathways tailored to AI, promising pilots will remain trapped as 
experiments. In 2026/27, the AI Centre will enable new digital pro-
curement pathways to create a continuous cycle of small-scale 
pilots to quickly deploy and test new technologies. CAF members 
will be able to collaborate with industry to co-develop innovative 
technologies with end-users and acquire those that prove effect-
ive in piloting. We will also manage a vendor repository to prevent 
duplication and inform different teams on what has been done 
and what teams could inform on lessons learned along with best 
practices for like-minded projects. These near-term steps will build 
momentum, with classification-ready lots and dynamic purchasing.

At the same time, we will ensure every AI investment is 
accurately tracked. Each project will be tagged to NATO capability 
codes,8 ensuring that Canada’s AI investments are recognized as 
defence contributions. This means that we will be able to report 
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not only the number of projects underway but the proportion of 
AI investment that qualifies under NATO’s defence investment cat-
egories—a visible demonstration of Canada’s seriousness about 
emerging technology.

Coordination Across the Federal  
Ecosystem

Across the federal ecosystem, success will require an appetite for 
smart risk-taking and regulatory sandboxes to allow experimen-
tation, and industry needs more certainty that there is a future 
with Defence. None of this will happen overnight; it will require 
incremental progress with lessons learned along the way. 

Our sustained momentum has laid a strong foundation for 
success; the priority now is to provide clear, accessible pathways 
and a coherent vision that enables seamless engagement by CAF 
personnel and industry. Achieving this will require a laser‑sharp 
focus and overcoming key barriers, including slow and complex 
procurement processes, and inconsistent data and digital readi-
ness. We can surmount these challenges through clear guidance 
and enterprise coordination.

Conclusion

The coming year promises to be very exciting as the AI Centre 
moves from developing framework and policies to implementing 
them. Governance and responsible AI tools will be embedded 
across L1s, sovereign pilots will be underway, procurement path-
ways will be enabled, industry and academia will be engaged, and 
our workforce will be ready. Canada will be able to show NATO and 
our allies that we are not just talking about AI in Defence—we are 
adopting it responsibly, at scale, and with impact.

The UK has shown what is possible when ambition meets 
structure. Canada is now ready to catch up, with a plan that is 
distinctly ours: rooted in sovereignty, aligned with NATO, and 
focused on delivering trusted capability to the war fighter.
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Unlike single-purpose platforms, AI is a general-purpose capability. 
Once the foundations exist—data, compute, and the institutional 
habits to use them—new military functions can be “written” in 
software and delivered at software speed. That is why AI is essen-
tial to securing decision advantage. Nations that can translate 
data into timely, reliable decisions across the battlespace will 
enjoy compounding advantages; those that cannot will discover 
that exquisite hardware without digital cohesion is an expensive 
liability. From the United States and China to the European Union 
and Canada, countries have now have implemented defence AI 
strategies to maximize AI’s potential in defence.1 

The technology competition between China and the United 
States illustrates this reality. It spans chips and cloud, standards 
and supply chains, research ecosystems and corporate plat-
forms. The contest is not merely for market share—it is for the 
ability to set the tempo of operations and the rules of interoper-
ability for decades

China seeks to compress time—adopting and scaling AI in 
the service of “intelligentized warfare,” embedding surveillance 
and command automation across domains and exporting turn-
key digital governance through its Digital Silk Road.2 The United 
States, with allies, still owns the most consequential choke-
points—advanced chip fabrication equipment, leading models 
and frameworks, hyperscale cloud, and much of the world’s top 
AI talent—but democratic procurement cycles and corporate 
ambivalence can hinder that lead.3

For Canada, the stakes are unusually concrete. As a middle 
power nested inside alliance architectures (NATO, NORAD, Five 
Eyes) and dependent on imported compute and commercial 
cloud, Canada’s choices will determine whether it remains inter-
operable at the speed and fidelity that AI demands. The Canadian 
Armed Forces (CAF) will increasingly fight in multidomain task 
forces and coalitions that link sensors, weapons, and data across 
all domains.4

That future is only plausible if Canada can protect and mobil-
ize its data, secure dependable access to compute and toolchains, 
reform institutions to field AI responsibly and quickly, and attract 
and retain the talent to make all three real. Across each of these 
enablers, AI adoption must remain grounded in human-within-the-
loop decision-making, with clearly assigned accountability and 
the preservation of meaningful human judgement in consequen-
tial defence contexts. The alternative is a technologically induced 
drift—capability gaps that quietly open in peacetime and reveal 
themselves at the worst possible moment. 

To remain a first-rate ally in an AI age, Canada should make 
deliberate investments and institutional moves that convert 
democratic values into operational advantage. This imperative 
already builds on a strong foundation, as Canada has long been 
an early and sustained investor in AI, with a world-leading AI 
research ecosystem. The task is now to ensure that this strength 
is converted into an enduring operational advantage. 

AI as a Strategic Challenge

At the operational level, AI deconflicts airspace, aligns activities 
where coordination is required, and fuses dispersed data into a 
coherent operational picture. At the strategic level, it drives per-
sistent cyber reconnaissance and shapes operations at machine 
speed. Together, these capabilities compress and accelerate 
decision cycles. 

Three features of AI make it a uniquely difficult security 
problem for democracies. First, it is dual-use to an extreme.5 
The very same model that helps draft legal memos can generate 
targeted phishing kits; the same synthetic-image pipeline that 
creates benign training data can produce plausible deepfakes; 
the same optimization engine that routes trucks can plan 
autonomous threat swarms. Government export controls—rules 
that restrict the sale of sensitive technologies like advanced 
computer chips and AI software to certain countries—can slow 
adversaries’ access to cutting-edge hardware and models.6 Ideas 
and even code spread quickly through academic publications and 
open-source communities. The CAF should therefore assume that 
capable adversaries will obtain near-frontier generative AI tools, 
even if they cannot produce the latest chips themselves.

Second, AI scales with data and compute, not only with 
budgets. China’s domestic surveillance and commercial super-
apps produce oceans of high-granularity data on people, places, 
and patterns of life; its state-industry alignment allows that data 
to be repurposed for security aims with little friction.7 Meanwhile, 
access to compute is uneven and increasingly expensive. When 
global demand for GPUs spikes, training runs that cost millions 
of dollars become routine for large cloud providers—and out of 
reach for others.8 This creates a world in which those who can 
pay for sustained training and fine-tuning gain compounding 
advantages in model capability and alignment.

Third, AI makes deterrence and escalation harder to manage. 
When machines act with a degree of autonomy, it becomes less 
clear who is accountable for their decisions.9 If adversaries 
tamper with AI systems, they can trigger unexpected failures. 
At the same time, AI can now generate fake voices, images and 
videos so convincingly that the entire information space becomes 
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a battlefield. Deterrence depends on clear signals and shared 
understanding of red lines—but this breaks down when the 
information environment itself is degraded by misinformation, 
manipulation, and signal noise. In such a world, trust among allies 
is not optional—it is essential.

For Canada, AI will affect every type of mission.10 In the Arctic 
and North Atlantic, where communications are limited, forces 
will need AI that can process weak and scattered signals directly 
on ships and aircraft, because there is neither the time nor the 
bandwidth to send everything back to headquarters. In NORAD 
modernization, new radar and sensor systems will only be useful 
if AI helps sift through the flood of data to highlight real threats. 
On overseas operations, command posts should be able to func-
tion even when communications are cut, degraded, or unreliable, 
using AI models that can run on tough, portable hardware in the 
field.

Across all missions, adversaries will exploit AI for conducting 
disinformation campaigns, launching AI-enabled cyberattacks, 
compromising models through adversarial machine learning, 
and even issuing voice-cloned orders designed to sow doubt in 
leadership. Recent incidents, such as the AI deepfakes of images 
spreading misinformation about wildfires in BC, show that 
AI-enabled attacks are today’s reality.11 

Canada’s Department of National Defence and Canadian 
Armed Forces (DND/CAF) AI Strategy provides a strong starting 
point, particularly in its focus on fielding AI applications at sale 
and creating ethical safeguards.12 Canada’s newly announced 
Defence Industrial Strategy also reinforces this direction by 
prioritizing digital technologies like AI and secure cloud, further 
advancing defence AI capabilities.13 As the AI Strategy shifts from 
vision to execution, DND/CAF should ensure that these principles 
translate into operational realities—bridging talent gaps, address-
ing siloed efforts, improving data readiness, and accelerating 
procurement pathways—so that AI can be adopted responsibly, at 
scale, and with impact. 

Big Tech, Corporate Agency, and the  
Defence of Democracy

In previous eras, governments owned or directed the decisive 
technologies of war: nuclear physics, code-breaking, aerospace, 
space launch, etc. Today, the most important AI tools—like the 
largest models, massive cloud platforms, secure teamwork soft-
ware, and systems that verify whether content is real or fake—are 
all developed and controlled by just a few big global companies. 
Alibaba, Tencent, Microsoft, Amazon, Google, and Meta own the 
clouds and the accelerators; they control the collaboration and 
identity platforms on which government work actually happens. 
This is both an opportunity and a vulnerability.

This is an opportunity because big tech firms can move fast, 
hire talent that governments struggle to attract, and spread 
costs across their huge commercial markets. When their products 

align with allied goals, militaries can save time. Instead of build-
ing every AI system from scratch, a defence ministry can buy 
secure, policy-compliant versions of commercial platforms and 
then focus only on the mission-specific parts.14 Features such as 
cloud regions with national controls, login systems with strict 
access rules, and software pipelines that verify code integrity are 
examples where a few smart choices can create major security 
benefits across the whole enterprise.

Corporate platforms are also a source of vulnerability 
because they are global. Their revenue and growth depend on 
multi-jurisdictional operations, including in countries whose legal 
regimes compel cooperation with state security services.15 Their 
product roadmaps should balance shareholder return, brand 
risk, and internal employee politics alongside national-security 
requests from governments. The result is structural ambiva-
lence. A company can be a crucial partner to the United States 
Department of Defense (DoD) while simultaneously maintaining 
a research presence in China or selling enterprise software into 
third countries that use it in ways that are misaligned with allied 
interests. There are recent cases in which universities in the 
United States conducting DoD-funded research inadvertently 
supported technologies later linked to Chinese military institu-
tions, which prompted the Pentagon to scale back such funding 
opportunities16 Those entanglements may be lawful and even 
transparent, but they create exposure for anyone whose mission 
rests on those platforms.

For Canada, the lesson is to treat Big Tech not as a monolithic 
“ally” but as actors with agency whose incentives should be 
shaped. Three design choices follow.

First, write security and exit into the contract. Defence pro-
curement should insist on forensic-grade audit logging such as 
detailed activity logs, strict separation of customer-managed 
keys, and default data residency within allied jurisdictions.17 
It should also require practical exit ramps, such as ensuring 
independent foundation model access, using AI systems that can 
be moved easily between cloud providers, and ensuring that any 
custom software works across numerous platforms.18 This is not 
hostility to vendors; it is a recognition that interoperability and 
continuity are warfighting requirements. If a geopolitical shock 
forces the rapid migration of services, the CAF should not be 
handcuffed by proprietary bindings.  These mechanisms, such as 
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exit provisions, could be embedded into large defence AI procure-
ment initiatives to safeguard against potential contingencies. 

Second, treat governance as something concrete, not just as 
a promise. Every AI system should come with a basic “governance 
package” that includes things like model cards to explain how the 
AI system was built and tested, summaries of where training data 
came from, red-team testing results to identify system weakness 
against AI-enabled threats, known limitations, bias checks, and 
a clear process for handling incidents or rolling back a model if 
needed.19

For content authenticity, demand open standards such as 
digital signatures that prove where content came from, and audit 
trails that show if anything was altered. For software, require bills 
of materials that list all components, proof of supply-chain integ-
rity, and reproducible builds for critical code.20 These tools turn 
vendor claims into verifiable facts and make it possible for allies 
to work together with confidence.

Third, diversify smartly without creating unnecessary com-
plexity. Using multiple cloud platforms just for the sake of it can 
make systems fragile and harder to manage. The real goal is to 
avoid single points of failure, not to spread work evenly across 
providers. A good approach is to rely on one main platform for 
day-to-day operations, while keeping secondary platforms on 
standby for surges or emergencies. Open standards—such as 
common identity logins, software packages that can run any-
where, and message systems that follow NATO standards—make it 
easier to switch or connect when needed.

What matters most is how Canada connects with its allies, 
industry, and partners. Relying too heavily on a few big tech plat-
forms—cloud providers, AI models, or software suites—creates 
platform risk, meaning that Canada could become dependent 
on systems it does not control. If those companies change their 
policies, limit access, suffer outages, or must comply with foreign 
legal authorities, Canada’s security and operations could be 
weakened.21 But if Canada uses contracts, standards, and clear 
practices to align these corporate platforms with national needs, 
it can turn that dependency into an advantage. If not, platform 
risk will simply become another form of strategic vulnerability. To 
address these vulnerabilities, DND/CAF is supporting the Canadian 
defence AI ecosystem and acquiring AI capabilities that align with 
NATO’s AI strategy. 

The Four Battlegrounds of AI Power—and 
Canada’s Choices

The United States and China are locked in a contest for advantage 
in artificial intelligence. The competition is not abstract—it comes 
down to very practical things: who controls the right data, who 
has access to computing power, who can turn policy into working 
systems, and who can attract and keep the right people. These 
four battlegrounds will shape who leads in AI. For Canada, success 
will depend on the choices we make now.

Data is the first battleground. China’s model is built on sheer 
volume and compulsion: endless streams from sensors, and state 
access to information by default.22 Democracies like Canada 
cannot and should not copy that approach. Our edge should be 
in data readiness, not hoarding. That means knowing which dat-
asets matter for defence—like air and maritime tracks, logistics 
records, or satellite feeds—and organizing them so that they can 
actually be used by AI. Too often, defence organizations drown in 
petabytes of unusable data with no clear labels, no information 
tracking its origins, and no policies for how it should be used.23 
Canada’s task is to turn that haystack into a well-curated library, 
ready for use by AI systems. Sometimes, when data are scarce or 
sensitive, the answer will be synthetic or simulated examples—
like training submarine-detection models on simulated sonar 
signals, rather than risking disclosure of real tactics. Readiness 
also means restraint: allies will only share if Canada can also 
prove that it knows how to delete or minimize responsibly.

Compute is the second battleground. The most advanced 
computer chips and access to fabrication equipment remain 
concentrated within allied and partner ecosystems, though 
China’s manufacturing capability is strong but still trails the 
frontier. Export controls primarily restrict adversaries’ access to 
the highest-end compute while allowing continued flows within 
trusted supply chains. Access and scaling of the most advanced 
AI systems are still shaped by access to cutting-edge chips. This 
only matters if Canada can actually access the computing power 
it needs, when it needs it. Cloud markets are volatile, and defence 
workloads can easily be crowded out by commercial demand.24 
data centres on Canadian soil, connected to secure networks; 
and rugged edge computers that can run AI models in the field, 
even when communications are down. The goal is not to build the 
next GPT-4 from scratch, but to make sure that Canada can adapt 
and run capable models without waiting in line. Compute, in this 

Canadian Armed Forces tankers from Lord Strathcona’s Horse (Royal 
Canadians) partnered with Polish Armed Forces, instruct Ukrainian soldiers 
in Leopard tank fundamentals in western Poland, February 13, 2023.        
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sense, is like fuel: scarce, strategic, and something that must be 
carefully planned, budgeted, and conserved.

The third battleground is institutions. AI power is not just 
about drafting principles; it is also about putting working tools 
into the hands of operators quickly and safely. That means 
building habits that defence organizations often lack: rapid 
experimentation, continuous testing, fast but accountable 
approval pipelines, and budgets that carry pilots through to 
real programs.25 Canada’s Defence AI Centre should be the hub, 
but every formation needs small teams that bring operators, 
engineers, lawyers, and ethicists together to turn ideas into 
deployable systems. Risk-tiered pathways are key. An AI assistant 
that searches doctrine does not need the same scrutiny as a 
model that informs targeting decisions. Procurement also needs 
to evolve—buy outcomes in increments, fund the people who will 
maintain and adapt the models, and assume that systems will 
need regular updates, not just one-time deliveries.

As DND/CAF accelerates AI deployment, this requires 
embedding assurance by design through automated testing, AI 
sandboxes, as well as modular, staged deployment models that 
allow capabilities to scale rapidly from pilots to operations. In 
parallel, developing sovereign AI compute resources that can 
be reused across numerous projects and leveraging a trusted 
domestic AI ecosystem ensures that sensitive defence capabil-
ities can be fielded quickly without strategic dependency. 

Finally, talent. Few can outspend Silicon Valley in hiring 
hundreds of senior engineers, and they do not have to. What we 
need is a barbell approach: a small group of deep experts to solve 
the hardest problems, a broad base of digitally fluent operators 
who can use AI tools in their daily work, and translators in the 
middle who connect policy to engineering and operations to data. 
This also requires modular and open-source AI systems so that 
capabilities can be adopted more easily, alongside training that 
enables CAF operators to be equipped with the skills to maintain 
and upgrade them over time. Beyond technical specialists, talent 
pipelines should explicitly build capacity and training for ethi-
cists, commanders, human-centred designers, and communication 
experts to ensure that AI adoption remains safe and grounded. 
The DND/CAF is already completing some of these steps, as talent 
and training is one of the core pillars of the Defence AI Strategy. 

DND/CAF can build quick wins through scholarships tied to 
service, secondments with leading AI institutes, streamlined 
security clearances for key skills, and training to promote AI 
awareness. More ambitious initiatives should follow as medium- 
and long-term investments. A key example is the establishment 
of a digital reserve corps that would enable industry experts to 
surge in during exercises or crises. DND/CAF could cultivate a pro-
tected nucleus of senior AI specialists with a variety of expertise 
that are supported with modern AI-enabled workflows and tools, 
as well as recognition that does not require leaving technical 
tracks for management. Retaining this talent ultimately requires 
autonomy, purpose, and recognition—and a system that values 

deep expertise as a strategic asset. Above all, they must be pro-
tected, because those who work on defence AI could be targeted 
by espionage and harassment campaigns.

Canada’s choice is clear: we can either treat these four battle-
grounds as separate problems—data, compute, institutions, and 
talent—or we can approach them as a single strategic posture. 
Success means readiness, access, speed, and people.

Huawei, the Digital Silk Road, and the 
interoperability challenge

Huawei is often thought of as just a telecom company, but its role 
is broader. Through its “safe city” platforms and China’s wider 
Digital Silk Road initiative, Huawei bundles together cameras, 
sensors, analytics, and command software into ready-made 
technology packages.26 These are marketed as tools for modern-
ization. For governments working under tight budgets, the pitch 
is hard to ignore: low-cost financing, quick deployment, and the 
appearance of tighter control over security and infrastructure.

The challenge for allies is not only the possibility of espionage, 
but also the spread of architectures designed for highly central-
ized oversight. Once embedded, such systems tend to shape the 
practices around them.27 When these architectures enter partner 
networks, allied operations can inherit their constraints.

Canada’s decision to exclude Huawei from 5G networks was 
an important step, but challenges remain. Risks now come from 
indirect exposure: subcontractors embedding Huawei components 
in otherwise “clean” systems; partner nations in regions such as 
the Indo-Pacific, Africa, or Eastern Europe adopting Huawei-based 
networks and later hosting allied exercises, or even local procure-
ments in Canada that bring surveillance technology into critical 
infrastructure.28 In a shared environment, interoperability is only 
as strong as its weakest link. A single vendor with opaque update 
channels can create persistent uncertainty.

DND/CAF’s practical response should focus on three areas. 
First, it is not enough to check the main vendor; we also 
need to know what parts and software are coming from their 

The challenge for allies is not 
only the possibility of espionage, 
but also the spread of 
architectures designed for highly 
centralized oversight. Once 
embedded, such systems tend to 
shape the practices around them.” 
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subcontractors. Basic disclosure rules and simple tools can make 
hidden risks visible before they cause problems.29

Second, provide real alternatives. Telling other countries not 
to use a certain supplier does not work if there are no affordable 
options to choose from. Canada should work with allies to offer 
technology packages that are reliable, respect privacy, and come 
with long-term support.

Third, show up where the rules are written. International 
standards decide which systems can connect and work together. 
Canada should be at those tables, pushing for open and transpar-
ent rules that make trusted infrastructure the easiest option.

By taking these steps, DND/CAF and its partners can reduce 
risks, build stronger cooperation, and support a digital ecosystem 
that is open, secure, and resilient, without raising tensions 
unnecessarily.

Procurement, market volatility, and the 
economics of speed

DND/CAF and its allies may have an edge when it comes to 
advanced chips and cloud platforms, but that edge means little 
if governments cannot buy and field new tools quickly. Today, 
procurement is often the bottleneck. Slow competitions for 
large, one-size-fits-all systems can take so long that the tech-
nology is outdated before it is even awarded. In Canada, major 
defence procurement cycles can take seven to eight years.30 
Evaluation methods tend to reward familiar vendors rather 
than innovative ones.31 Legal challenges can stall progress for 
months or years. Meanwhile, AI technology evolves every three 
to six months, not decades.32

DND/CAF can close the gap between the speed of commercial 
innovation and the slower pace of defence procurement with 
practical steps, leveraging its vibrant AI research and innovation 
ecosystem.33 One way to do that is to buy in smaller increments 
rather than betting on massive projects, an approach demon-
strated by NATO’s Defence Innovation Accelerator for the North 
Atlantic (DIANA) Rapid Adoption Service in allied operational 
trials.34 Breaking programs into manageable pieces, each with 
clear performance tests, reduces risk and allows adjustments 
along the way.35 Payments should be tied to milestones measured 
through metrics showing faster data analysis or shorter decision 
cycles, rather than just the delivery of software. Another step is 
to prepare for market volatility. Access to computing power is 
usually routine until it suddenly is not. Contracts should include 
clauses that guarantee priority access during crises, cap prices 
for baseline use, and give Canada the flexibility to move work-
loads across regions.36 Maintaining small, steady contracts with 
multiple vendors can act as insurance against shortages or sud-
den disruptions.37

Evaluation should also be treated as central, not secondary. 
The real cost of an AI system is not the software licence, but the 
ongoing work of testing, monitoring, and retraining. Defence 

needs dedicated resources for red-team exercises, tools to detect 
drift or manipulation, and clear records of a system’s limits.38 
If commanders are to rely on AI in high-stakes decisions, they 
should be able to demonstrate how the tool was tested and what 
its boundaries are. Allies such as the United States and the UK 
already use metrics to evaluate the reliability and security of 
their defence AI models, including how often systems get deci-
sions right, whether they speed up operations, and how safely 
and predictably they perform in realistic tests, including when 
battlefield conditions change.39

DND/CAF also needs to bridge the “valley of death,” which 
is where successful prototypes often fail to become deployed 
tools. Too often, pilots die because no unit is ready or funded to 
adopt them.40 In the United States, for example, only 16 percent of 
defence innovation funding transitions into full-time production.41 
A dedicated fund could carry successful pilots into operational 
use, with a receiving organization identified from the outset. 
Pilots themselves should be designed with deployment realities in 
mind—such as classification requirements, identity management, 
and logging of security-related events—so that they can move 
smoothly into production.

Finally, cost management should be treated as part of sec-
urity. Hidden expenses like cloud transfer fees, the scaling of AI 
tools across the organization, or ballooning storage can quietly 
consume budgets.42 Embedding financial oversight directly into 
technical teams keeps costs predictable, makes trade-offs trans-
parent, and prevents unexpected bills from derailing adoption.

Taken together, these steps can help DND/CAF align defence 
procurement with the rapid pace of AI development, so that 
technological advantage translates into operational advantage.

Implications for Canada and NATO:  
A contained Agenda

Turning analysis into action means focusing on what can realis-
tically be done now, and what should be built for the future. For 
Canada, the immediate horizon is the next 12 to 18 months. Beyond 
that, we need to think in terms of the next two to four years.

In the near term, Canada’s priority is to create the conditions 
for AI to be adopted quickly but safely. 

Rather than matching commercial AI’s pace, DND/CAF’s 
priority is to remove avoidable delays and align procurement 
and testing rhythms with allies through rapidly deployable pilot 
projects that scale as capability matures. That begins with clear 
guidance across the defence enterprise. Not all uses of AI carry 
the same level of risk, and decision-makers need a simple frame-
work that makes low-risk applications easy to approve while 
reserving stricter processes for higher-risk uses. Alongside this, 
Canada would benefit from a dedicated hub for testing, evalua-
tion, and red teaming—a place where new systems can be pushed 
to their limits, their vulnerabilities exposed, and their perform-
ance monitored in real-world conditions. To build a sovereign AI 
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ecosystem, DND/CAF requested the Canadian Defence AI Centre to 
build AI research and experimentation capacity while contributing 
to innovative AI solutions. Access to computing power is another 
urgent need. DND/CAF cannot afford to be left waiting in line when 
demand for advanced chips spikes. That means securing cloud 
resources with priority rights, building modest on-site capacity 
for sensitive work, and certifying portable edge devices that can 
operate even in degraded communications environments.43 It also 
means ensuring that DND/CAF has sufficient compute resources 
to reduce reliance on foreign vendors. At the same time, Canada 
should start preparing its data. Select mission areas, such as 
Arctic surveillance, intelligence imagery, or equipment main-
tenance records, should be elevated to gold-standard quality, 
complete with proper metadata, privacy safeguards, and synthetic 
data where needed. These exemplars can set the bar for the rest 
of the enterprise. 

Governance also needs to become part of the product, not 
an afterthought. Every AI tool procured for defence should come 
with basic documentation: what it was trained on, how it per-
forms, where it struggles, and how it can be safely shut down if 
something goes wrong. Exercises should also evolve. Major NATO 
or Five Eyes drills should now include AI-generated deepfakes and 

narrative manipulation, giving public affairs teams the chance to 
practise rapid detection and coordinated responses.44  

Looking further ahead, the medium-term agenda is about 
institutional change. The current system of one-time approvals 
for software cannot keep up with AI, which evolves on a weekly 
basis. DND/CAF will need to move toward continuous assurance 
models, where security is monitored and enforced in real time. 
The United States and the European Union provide model AI 
assurance metrics that DND/CAF could consider adopting, which 
could include developing AI models that have robust model 
design, monitor continuously for anomalous behaviour, demon-
strate clear human escalation protocols, and have segmented 
model pipelines. Working with allies, DND/CAF should also help 
create a shared model exchange, with common packaging and 
documentation so that partners can use each other’s work rather 
than reinventing it.45

There is also a geopolitical dimension. Many countries are 
adopting surveillance-heavy technologies as part of urban sec-
urity programs. Canada, working with G7 partners, could develop 
affordable and privacy-preserving alternatives that demonstrate 
a democratic model of “safe city” technology.46 Alongside this, 
the human dimension cannot be neglected. DND/CAF will need 
faster clearances for critical skills, as well as career paths that 
allow technical specialists to advance without being forced into 
management roles. DND/CAF can retain access to its critical 
AI workforce by ensuring access to compute through shared 
public-sector procurement and by building shared verification 
frameworks. Protecting researchers through tailored counter-es-
pionage programs will also be vital.47 This includes ensuring that 
they complete their due diligence to understand funding sources 
and who they are engaging with. If they are developing new prod-
ucts, they need to be trained to take basic precautions, such as 
limiting exposure to sensitive or proprietary information, filing 
patents before disclosure, or using nondisclosure agreements.48

Finally, coalitions like NATO depend on interoperability. That 
requires budget lines explicitly set aside for integration—adapt-
ers, test environments, and joint trials. Without this, ambition 
outpaces reality. And as AI systems become more powerful, 
red-teaming should be institutionalized. Models should be stress-
tested not only by engineers, but also by linguists, psychologists, 
and operators who can spot weaknesses that adversaries might 
exploit. Initiatives focusing on testing and evaluation already 
exist—NATO’s DIANA program has opened 16 test centres and two 
accelerators across Canada focused on developing dual-tech-
nologies like AI. Taken together, this agenda is not about racing 
toward the frontier at any cost. It is about sequencing the 
practical steps that DND/CAF can take now, while laying the foun-
dation for NATO and allied partners to integrate AI responsibly 
over the longer term.

Canadian and Polish Armed Forces soldiers assess Ukrainian soldiers  
in the Leopard 2A4 tank simulator during Operation UNIFIER in south-
western Poland, on February 20, 2023.        

Photo: Corporal Marco Tijam, Operation UNIFIER, Canadian Armed Forces Photo
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For the Department of National Defence and Canadian Armed 
Forces (DND/CAF) and NATO, the central challenge is ensuring that 
AI adoption consistently strengthens interoperability, a core foun-
dation for effective joint operations. Allies face constant pressure 
from shortages of advanced semiconductors, shifting technology 
markets, rigid procurement processes, and differing AI rules 
and standards. These pressures make it even more important 
to reinforce interoperability. They impact how quickly allies can 
integrate new capabilities, how reliably systems communicate 
in the field, and how effectively AI-enabled tools support com-
manders during operations. The stakes are high, and with shared 
standards and resilient procurement strategies, AI can accelerate 
decision-making, deepen integration, and deliver a decisive edge 
in the battlespace.

NATO has declared AI a transformative capability, but realizing 
its full potential depends on secure NATO-standard cloud systems, 
seamless allied networks, and common data languages that let 
Canadian platforms connect directly with coalition systems. 
These foundations enable AI to compress decision cycles, produce 
clearer intelligence, and strengthen deterrence. Delivering this 
advantage requires common standards, joint testing and cer-
tification, and shared data architectures. AI’s operational value 
depends on preserving human judgment at critical moments, 
ensuring that commanders remain accountable for the use of 
force and that human oversight remains embedded across the 
decision cycle. By focusing on these enablers, DND/CAF and NATO 
can ensure that AI strengthens interoperability every day, turning 
technological progress into collective advantage. 

At the same time, several factors challenge allied operations. 
Volatile markets for chips, cloud capacity, and critical minerals 
strain readiness; persistent procurement friction slows the field-
ing of fast evolving AI capabilities; and emerging NATO standards 
and governance frameworks should mature to ensure trusted, 
interoperable systems. Together, these pressures shape Canada’s 
procurement posture and determine how effectively it can remain 
aligned with allies as AI accelerates the tempo of modern warfare. 

For Canada, a committed middle power and trusted voice in 
NATO, procurement and governance are front-line enablers of sec-
urity and will be essential to achieving the DND/CAF AI Strategy’s 
objective to become AI-enabled by 2030. When designed with 
interoperability in mind, they create the conditions for DND/
CAF to integrate seamlessly with allies, contribute distinctive 
strengths, and remain a credible partner in collective defence.  
By embedding modular procurement practices, championing open 
standards, and aligning governance frameworks with NATO prin-
ciples, DND/CAF can help ensure that new AI systems are trusted, 
agile, and rapidly deployable across the alliance. These choices 
turn AI into a true force multiplier, enhancing DND/CAF’s ability 
to contribute to deterrence, deepening allied collaboration, and 
safeguarding our relevance in tomorrow’s battlespace. 

Market Volatility and Readiness

The race to adopt AI in defence does not unfold in a vacuum. It is 
directly shaped by the volatility of global markets for the hard-
ware, infrastructure, and talent that make AI possible—without 
them, even the most ambitious defence strategies risk stalling. 

At the core of this challenge is the global chip supply chain. 
Training advanced AI models requires high-performance proces-
sors such as Nvidia’s H100, chips produced almost exclusively 
by a single company that controls more than 90 percent of 
the world’s leading-edge production.1 For allied militaries, this 
creates unequal access to computing power, which in turn risks 
fragmenting the pace at which nations can field interoperable 
AI-enabled capabilities. Exploding demand across civilian indus-
tries has driven up costs and strained availability.2 For militaries, 
delays in acquiring computing power translate directly into oper-
ational gaps. 

Cloud infrastructure is equally critical, since access to chips 
and cloud together determines whether a state can train, deploy, 
and scale AI systems. Data centres themselves have become 
national security assets, both indispensable and vulnerable to 
cyberattacks, insider threats and sabotage. Governments and 
industry are investing heavily to secure these facilities, recogniz-
ing that resilient computing ecosystems confer lasting advantages 
in domains such as cyber operations, autonomous systems, and 
space surveillance.3 Without secure and scalable cloud capacity, 
allies cannot train shared models, exchange operational data, or 
run AI-enabled tools across multinational missions.

Geopolitics further amplifies this volatility. Supply chains for 
critical minerals remain concentrated, and export restrictions 
have at times limited access to rare earths and other essential 
inputs. These disruptions drive up costs and delay infrastructure 
projects, underscoring the importance for DND/CAF and its allies 
to strengthen supply chain resilience, diversify sources, and 
invest in domestic and allied capacity to sustain long-term read-
iness.4 For Canada, which has limited domestic semiconductor 
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fabrication capacity, these disruptions pose a heightened risk 
compared to larger allies with more diversified industrial bases.

Within NATO, some members can buffer market shocks by 
sponsoring domestic semiconductor production, investing in 
AI start-ups, or stockpiling critical minerals.5 Others contribute 
by pooling resources, supporting multinational initiatives, or 
leveraging regional strengths.6 What matters is that these varied 
approaches reinforce one another, ensuring capability develop-
ment remains balanced and command-and-control integration 
is strengthened across the alliance. For Canada, the stakes are 
immediate. The country faces ongoing challenges in scaling 
secure cloud and AI infrastructure, has limited advanced hard-
ware manufacturing capacity, and relies on a small but steadily 
growing defence tech industry. As a middle power, it cannot 
rely on scale or spending alone but should secure its position 
through resilience and collaboration. While larger allies may 
absorb shocks through sheer investment, Canada should focus on 
resilience planning, stockpiling critical components, diversifying 
supply chains, and deepening allied compute partnerships. This 
effort is already underway. Since 2016, Canada has committed 
more than $4.4 billion to AI research and digital infrastructure, 
including the 2025 AI Sovereign Compute Strategy, which directs 
$2 billion toward building a sovereign cloud, expanding domestic 
computing capacity, and reducing reliance on foreign-owned plat-
forms.7 Canada also holds one of the world’s richest reserves of 
rare-earth elements—resources that, if managed responsibly, can 
support allied supply security well into the future.8

Advanced processors, resilient cloud infrastructure, and reli-
able supplies of critical minerals are as essential to defence as 
ships, aircraft, or satellites. They determine whether AI tools can 
function at scale and in coordination with allies. For Canada, this 
means using its middle-power leverage strategically—investing 
at home, collaborating abroad, and anticipating market cycles 
before they become crises. By reinforcing resilience in this way, 
DND/CAF can ensure that its AI adoption strengthens alliance 
cohesion and safeguards its role as a trusted and capable partner 
in NATO.

Procurement Friction 

Even when funding is available, procurement systems struggle to 
keep pace with AI’s rapid innovation cycle. Traditional defence pro-
curement was designed for ships and aircraft that take decades to 
develop, not for algorithms that can become obsolete in months. 
As a result, organizations may identify urgent needs but spend 
years moving from requirements-setting to contracts to delivery—
only to field systems that are outdated by the time they arrive.

The U.S. Department of Defense’s cloud modernization 
illustrates this vulnerability. First announced in 2017, the Joint 
Enterprise Defense Infrastructure (JEDI) aimed to consolidate 
cloud services under a single $10 billion contract with one 
company.9 Years of legal challenges followed, and by 2021 the 
contract was cancelled, obsolete before it was implemented. It 
was replaced in 2022 with the Joint Warfighter Cloud Capability 
(JWCC), a multi-vendor and more flexible model.10 The lesson was 
clear: fixed, single-vendor contracts risk locking militaries into 
rigid solutions that cannot keep pace with technological change.

The same pattern applies across other fast-evolving areas of 
AI. By the time a procurement process is completed, the models 
or sensors originally specified may already have been overtaken 
by more capable versions. In domains such as autonomous 
drones, cyber defence, and natural language processing, multi-
year acquisition cycles risk producing systems that are new for 
the warfighter but are already outmatched by new capabilities 
from adversaries that have faster acquisition cycles.11

Other states face fewer constraints. China’s centralized civil–
military fusion strategy moves AI rapidly from civilian research 
to military application, without public scrutiny or transparent 
competition. State-owned enterprises with direct ties to China’s 
People’s Liberation Army are awarded contracts, accelerating 
development in areas such as autonomous vehicles, electronic 
warfare, and automated target recognition.12 While DND/CAF and 
its allies rightly reject this approach on ethical and governance 
grounds, the pace at which adversaries can field AI highlights the 
urgency of modernizing procurement to remain competitive.

For DND/CAF, these dynamics translate into familiar but 
persistent challenges. Like many allies, procurement culture is 
risk-averse and layered with reviews and compliance checks that 
can extend timelines into decades.13 These systems were designed 
to manage accountability for major long-life platforms, but they 
do not align with the tempo of AI innovation. As a result, inte-
grating rapidly evolving capabilities at the same pace as partners 
experimenting with more agile approaches—and competitors able 
to field new systems quickly—can present ongoing challenges.

Agile procurement is vital not only to keep pace with AI 
innovation but also to ensure that every supplier complies with 
Defence cybersecurity standards. Legacy procurement operates 
through monolithic contracts that often deliver closed “black 
box” systems that accumulate technical debt over time: software 
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is hard to update, vulnerabilities linger, and opaque subcontract-
ing chains obscure supply-chain risk. By contrast, modular and 
open architectures enable continuous patching, component-level 
upgrades, and greater transparency in supplier evaluation. Rather 
than concentrating risk within a single proprietary ecosystem, 
these architectures distribute and manage it across interoperable 
components. In this way, agile procurement strengthens resili-
ence, ensures that all suppliers prioritize open-source solutions, 
and operate to the same cybersecurity baseline required by 
Defence. DND/CAF is actively supporting evolving procurement 
processes so that AI can be integrated at the speed required for 
modern operations. This involves testing more agile approaches 
and creating pathways for rapid prototyping and iteration so that 
new capabilities remain relevant over time, can be updated as 
technology advances, and are designed to interoperate with allied 
systems from the outset.

There are promising paths forward. DND/CAF has also begun 
experimenting through Innovation for Defence Excellence and 
Security (IDEaS), which uses contests, test drives, and sandboxes 
to accelerate innovation.14 These tools allow new ideas to be 
tested quickly and at low cost, without locking the CAF into long-
term commitments before technologies have proven their value. 

Some experts also point to flexible contracting mechanisms like 
the Other Transaction Authorities (OTAs) used by the U.S. Defence 
Innovation Unit, which enable rapid prototyping and bypass many 
of the bureaucratic hurdles of traditional procurement.15

Agile contracts and pilot projects should be tied directly to 
common data architectures, modular certification, and NATO 
assurance frameworks. In this way, procurement becomes a foun-
dation for cohesion, ensuring that new AI capabilities are not only 
delivered faster but also fielded in ways that strengthen alliance 
trust and interoperability.

NATO Standards and Cohesion 

NATO’s advantage rests on interoperability, on the ability of allies to 
share data, trust each other’s systems, and fight as one. In practice, 
this requires more than compatible equipment alone: it depends 
on shared rules, standards, and governance frameworks that give 
every member confidence in how AI systems are designed, tested, 
and deployed. As allies pursue different approaches to regulation, 
the alliance has made standard-setting a priority.

One example of this emerging work is the concept of an AI 
Exchange under discussion within certain NATO countries. The 

A Royal Canadian Navy member on aboard HMCS HARRY DEWOLF operates the radar system to monitor the ship’s surroundings as it approaches the port 
of Montego Bay, Jamaica during Operation CARIBBE, December 1, 2021.
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idea is to develop a shared mechanism for testing and validating 
AI systems against agreed alliance principles. If developed, the 
passport would function much like a security clearance for tech-
nology; once a system is certified by one ally, others could adopt 
it without duplicating the process. This reduces costs and delays, 
while also giving militaries assurance that AI-enabled tools meet 
NATO’s requirements for safety, accountability, and reliability.

For DND/CAF, the value of this initiative is twofold. First, it 
offers a way to avoid duplicating certification, ensuring Canadian-
developed technologies are ready for allied use the moment 
they are fielded. Second, it provides DND/CAF with a chance to 
shape the framework itself, contributing lessons from its own 
experience in responsible AI. Having already helped advance 
global norms through the OECD, the G7 Hiroshima Process, and 
the Responsible AI in the Military Domain Summit, DND/CAF is 
well-positioned to translate that experience into NATO’s oper-
ational context. Aligning procurement processes with this kind 
of mechanism would ensure that Canadian systems—whether 
cloud-based command tools or AI-enabled surveillance plat-
forms—integrate smoothly with those of allies.

More broadly, the AI Exchange demonstrates how NATO can 
transform national differences into collective strength. Member 
states may legislate or regulate AI in different ways, but the 
passport would create a common language of trust. It reflects the 
alliance’s ability to coordinate without erasing national sover-
eignty, ensuring that innovation in one country can become a 
capability for all.

The AI Exchange offers middle powers like Canada a prac-
tical way to avoid being locked into systems that do not align 
defence priorities, while reducing the risk of procuring sovereign 
solutions that cannot be interoperable with allies. For example, 
sovereign AI-enabled ISR, logistics, or decision support tools may 
struggle to be integrated with systems when assurance stan-
dards diverge. By providing a shared assurance standard, the AI 
Exchange maintains flexibility for middle powers to agree upon 
technical safeguards and prevents larger states from setting 
standards through scale alone. This work is especially timely 
because allies are advancing distinct governance models. The 
European Union’s AI Act is the most ambitious, creating a com-
prehensive risk-based framework that applies to nearly all uses 
of AI.16 It imposes strict requirements on high-risk systems such 
as biometric identification, critical infrastructure, and health-
care—and while it exempts military uses, it still shapes dual-use 
technologies that often cross into the defence sphere.17 For NATO, 
this means that Europe’s regulatory environment will strongly 
influence how companies develop AI and how those systems can 
be shared across borders.

The United States has taken a different path, preferring 
sector-specific guidance and principle-based frameworks over 
a single law. The White House AI Bill of Rights and the U.S. 
National Institute of Standards and Technology’s (NIST) AI Risk 
Management Framework are prominent examples, alongside 

executive orders, directing agencies to safeguard innovation 
while protecting rights.18 This approach encourages private-sec-
tor leadership and rapid scaling, but because it is decentralized, 
additional NATO assurance mechanisms are often needed before 
U.S. systems can be fully trusted in allied operations.

Canada’s trajectory has been more complicated. The Artificial 
Intelligence and Data Act (AIDA), introduced in 2022, was intended 
to establish a national framework for regulating AI according 
to risk. Inspired partly by the EU model but designed with U.S.-
style flexibility, it sought to balance oversight with innovation. 
However, with the prorogation of Parliament in January 2025, 
AIDA died on the Order Paper, leaving Canada without a dedicated 
AI law.19 Even so, the experience sharpened national debates and 
clarified future directions. Canada continues to apply existing 
human rights, privacy, and consumer protection laws, while build-
ing credibility through its DND/CAF AI Strategy, AI Strategy for the 
Federal Public Service, and contributions to NATO discussions.

These diverging approaches underscore why mechanisms like 
the AI Nexus are essential. Without them, some dual-use technol-
ogies developed under commercial standards may not align with 
NATO testing and evaluation requirements, creating potential for 
security gaps that could complicate deployment if imported to 
another country. With the EU advancing strict legal frameworks, 
the U.S. relying on sectoral guidance, and Canada recalibrating 
after AIDA, NATO needs common certification to bridge these 
models. For Canada, this is an opportunity to act as a bridge, 
helping align transatlantic practices in ways that are operation-
ally effective yet still reflect democratic oversight.

At first glance, these governance differences may seem 
technical. In reality, they shape whether allies can trust and use 
each other’s AI systems. A dual-use application such as a drone 
navigation algorithm might be fully legal in one jurisdiction but 
face restrictions in another due to certification conflicts. Data 
localization laws could limit cross-border model training, and 
differing interpretations of “responsible AI” could complicate 
shared assurance mechanisms. These vulnerabilities may create 
supply chain delays, slow system upgrades and model retraining 
across allied systems, and ultimately undermine trust.  Practical 
mechanisms are therefore indispensable to ensure systems inter-
operate across borders and contexts.

NATO has already taken steps in this direction. Its AI 
Strategy (2021, updated in 2024) sets out five guiding principles: 
lawfulness, responsibility, reliability, governability, and bias 
mitigation.20 While not legally binding, these principles provide 
a baseline of shared expectations. To move from principle to 
practice, NATO has launched mechanisms such as the Data and 
Artificial Intelligence Review Board (DARB), which brings together 
governments, industry, and academia to shape standards for 
testing, validation, and certification, and the Defence Innovation 
Accelerator for the North Atlantic (DIANA), which runs joint trials 
at test centres across Europe and North America.21 Together, 
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these initiatives demonstrate the alliance’s commitment to build-
ing trust and ensuring interoperability at scale.

For Canada, the task is to contribute actively to this trans-
lation of principle into practice. This means aligning domestic 
implementation of NATO’s AI principles while navigating a bal-
anced path between the EU’s risk-based regulatory model and 
the United States’ sector-specific approach, enabling adaptive 
certification across jurisdictions. A modular, shared governance 
framework would facilitate cross-border AI deployment through 
open architectures and reinforce operational trust among allies. 
By shaping certification frameworks, embedding interoperability 
into procurement, and ensuring that governance mechanisms 
advance trust as well as speed, DND/CAF can help NATO preserve 
its most decisive advantage: the ability to act collectively, with 
confidence, and at pace.

Governance as an Enabler

Governance is often described as a brake on innovation, but in 
practice it is what makes innovation usable, reliable, and trusted 
at scale across an alliance. For NATO, governance functions less 
like a stoplight and more like a navigation system: it does not slow 
progress, it ensures that members move in the same direction and 
arrive together. This becomes visible in exercises such as Steadfast 
Duel, where AI-enabled tools were integrated into multinational 
command-and-control structures and tested against shared doc-
trines, responsible AI principles, and interoperability standards 
before adoption.22 It is the engine that ensures AI adoption is not 
only rapid but also responsible, interoperable, and enduring. 

If Canadian, American, or European personnel are to rely on 
AI-enabled tools in combined operations, they should know that 
the underlying data, algorithms, and safeguards meet agreed 
standards. Without that assurance, hesitation could creep into 
the decision cycle.23 With it, commanders can act decisively, 
knowing that an AI-generated course of action or intelligence 
product from one ally can be trusted by all. Common approaches 
to testing, validation, and certification make this possible, turning 
national capabilities into collective strength.

In practice, NATO operationalizes governance by developing 
joint doctrines, shared technical standards, and coordinated test-
ing environments. Standardization agreements establish common 
data-exchange and interface requirements, while Allied joint pub-
lications integrate emerging technologies into shared operational 
concepts. On the AI front, mechanisms such as DARB and DIANA 
aim to give nations shared assurance that AI tools meet NATO’s 
principles for reliability and safety. The task now is to deepen 
and expand these efforts, broadening certification to cover more 
use cases, linking test centres more directly to operational com-
mands, and ensuring that lessons learned from trials are rapidly 
integrated back into procurement.

Beyond NATO, the Five Eyes intelligence community, including 
Canada through the Communications Security Establishment 
(CSE), reinforces these efforts. By issuing joint technical advis-
ories on safe AI deployment and cyber defence, they provide 
common guidance on issues like system hardening, data integrity, 
and risk mitigation.24 This coordination helps ensure that allied 
militaries face the same threats with consistent defensive meas-
ures, whether against data poisoning, adversarial manipulation, 
or cyber intrusion. Taken together, these initiatives show how 
governance can be operationalized, not as high-level statements, 
but as concrete mechanisms that build trust and ensure AI sys-
tems are deployable across borders.

Canada has a unique role to play in strengthening these 
initiatives. The Directive on Automated Decision-Making and the 
DND/CAF AI Strategy already embed values such as lawfulness, 
transparency, and accountability.25 By linking these domestic 
frameworks to NATO certification and testing processes, Canada 
can demonstrate how principles enshrined at the national level 
can directly reinforce alliance interoperability. This dual anchor-
ing ensures Canadian systems are interoperable from the start 
and provides a model other middle powers can follow.

Governance should also be agile.  NATO’s principles should 
be applied through modular certification, sandbox environments, 
and iterative testing processes that evolve alongside the tech-
nology.26 A modular approach means a system does not need to 
be re-certified in its entirety every time a component is updated, 
saving time while preserving trust. Sandboxes allow experimen-
tation in controlled environments, giving innovators space to 
push boundaries while ensuring safety. Iterative testing ensures 
that once systems are fielded, they remain trustworthy under 
real-world conditions. This approach allows allies to field new AI 
capabilities quickly, while still maintaining the shared assurance 
that underpins interoperability.

Operationalizing governance also requires confronting con-
crete supply-chain and cyber threats. AI-enabled defence systems 
face risks ranging from firmware tampering, hardware backdoors, 
and third-party software vulnerabilities to adversarial machine 
learning techniques such as poisoned training data and evasion 
attacks, as well as emerging quantum decryption risks. Left 
unmanaged, these vulnerabilities can erode trust and undermine 
interoperability across allied networks. 

Mitigating them demands embedded supply chain manage-
ment safeguards: zero-trust principles that continuously verify 
users and devices; persistent monitoring through anomaly detec-
tion; shared cyber threat intelligence among allies; and regular 
red-teaming and joint certification under NATO assurance frame-
works. Practical safeguards such as mitigating prompt injection, 
sanitizing inputs, restricting high-risks tools, and filtering outputs 
to reduce the likelihood of AI misuse can reduce AI system com-
promise.27 By integrating these measures into procurement and 
certification processes, DND/CAF can ensure that AI-enabled 
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systems remain secure, resilient, and trusted across the alliance. 
In short, governance is not a constraint but a force multiplier. It 
transforms AI from a collection of national projects into a shared 
capability, allowing NATO to move fast together rather than each 
member advancing in isolation. For DND/CAF, championing gov-
ernance as an enabler ensures that investments in AI are not only 
responsible but also interoperable, strategically relevant, and 
firmly embedded in the trust that defines the alliance.

What Does this Mean for the Canadian 
Procurement Posture?

The DND/CAF AI Strategy sets a bold ambition to be an AI-enabled 
force by 2030, using “ethical, inclusive, and trusted AI for inter-
operability and advantage in the battlespace.”28 Achieving this 
goal requires more than strategy documents. It demands a 
cultural and structural shift. Procurement should be treated as a 
central enabler of interoperability from the very beginning, not 
as an afterthought. Every acquisition decision needs to guarantee 
that Canadian systems connect seamlessly with allied platforms 
and remain adaptable as technology evolves. 

Meeting that challenge calls for a shift from traditional, rigid 
models of procurement toward approaches that are modular, 
agile, and talent-driven. Modularity ensures that capabilities 
can be refreshed without being replaced. Instead of locking into 
closed, single-vendor systems that age quickly, the CAF should 
prioritize open architectures that allow incremental upgrades as 
new algorithms, sensors, and communications tools emerge. This 
mirrors the shift in many allied militaries toward plug-and-play 
systems that reduce dependence on one supplier and maximize 
flexibility. Agile, life-cycle integration is equally essential. AI sys-
tems are never static; they learn, drift, and should be retrained. 
Procurement should reflect this reality by adopting iterative 
testing, flexible requirements, and continuous dialogue with sup-
pliers.29 Rather than waiting years for a capability to be delivered, 
the CAF can use rolling upgrades to keep systems aligned with 
the pace of innovation. For example, the UK’s integrated procure-
ment model commits to fielding a minimum deployable capability 
quickly and then iteratively improving it over time, shortening 
timelines for digital systems while embedding continuous 
upgrades throughout the acquisition lifecycle.30

People are as important as platforms. Governance frame-
works only succeed when personnel are able to apply them. 
Canada faces a shortage of AI, cybersecurity, and data specialists, 
limiting the speed at which DND/CAF can deploy and assess AI 
systems. Competition with the private sector makes it difficult to 
recruit and retain technical personnel. 

To mitigate these factors, the CAF needs to invest in career 
tracks for AI specialists and data scientists, develop a technical 
reserve corps to surge expertise into short-term projects, and 
equip operators with practical skills. This means building training 
pipelines that combine technical knowledge with the military 

context—for example, integrating AI modules into officer and 
non-commissioned officer professional development, estab-
lishing partnerships with Canadian AI institutes, and offering 
secondments where military personnel rotate through industry 
and academic labs.31 These exchanges would strengthen skills 
while embedding a culture of collaboration. Training should also 
cover practical application, responsible uses, and how to address 
cybersecurity risks, including access control of AI systems. From 
managing data pipelines to prompting large language models, 
operators need confidence that AI tools save time and sharpen 
decision-making rather than add complexity.32 Building trust 
between humans and machines will be just as important as the 
technical performance of the systems themselves.

Finally, procurement choices should reinforce DND/CAF’s 
resilience and allied cohesion. Short-term savings on low-cost 
technologies that cannot be integrated or trusted may appear 
attractive, but they ultimately undermine sovereignty and inter-
operability.33 This lesson applies not only to hardware but to 
software models as well. Closed or opaque systems developed 
by non-allied suppliers can introduce hidden vulnerabilities or 
restrict DND/CAF’s ability to update and certify tools. Prioritizing 
Canadian and allied sources of hardware and software, supported 
by open standards and transparent development practices, helps 
ensure both security and interoperability. It also strengthens 
Canada’s defence-industrial base, giving domestic firms a clearer 
role in NATO supply chains.

DND/CAF’s role is not simply to buy equipment faster, but to 
shape the market around the principles of openness, resilience, 
and trust. By joining joint procurement initiatives with allies, 
pooling demand for secure cloud infrastructure, and leveraging 
its natural advantage in rare-earth elements, DND/CAF can 
amplify its influence far beyond what its budget size might 
suggest. In this way, procurement becomes a tool of strategy as 
much as of logistics—aligning domestic industry, allied standards, 
and operational needs in one coherent framework.

Taken together, these steps will allow DND/CAF to balance 
fiscal discipline with the need for speed and trust. They will 
also ensure that the CAF can integrate AI into new platforms, 
such as the F-35, River-class destroyers, and NORAD moderniz-
ation systems, in ways that are adaptable, resilient, and fully 
interoperable. Procurement, in this context, is no longer just 
about acquiring material. It is about embedding interoperability, 
resilience, and strategic relevance into every decision. By doing 
so, DND/CAF not only strengthens its national defence but also 
reinforces NATO’s ability to act collectively, ensuring that its voice 
as a trusted partner remains strong in the alliance.

Conclusion

AI adoption will shape the future of defence, and its success will 
depend on how well allies move together. For NATO and DND/CAF, 
the opportunity is not simply to acquire new technologies, but to 
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Acknowledgement: This paper is firmly focused on AI disruption in military decision-making processes. Other AI implications in the mil-
itary, such as the integration of AI with robotics, are important but separate considerations that are not addressed in this paper. Readers 
should treat this paper as a snapshot of AI development as of mid-2025, which may have changed in key areas.

Canada’s largest national security institutions, the joint Department of National Defence and Canadian Armed 
Forces (DND/CAF), face an institutional imperative: become AI-enabled by 2030 or risk strategic irrelevance. Yet 
AI integration introduces hazards—cognitive deskilling, accountability dilution, automation bias—that remain poorly 
understood in high-stakes military environments. The rapidly evolving global threat environment—characterized 
by strategic competition, regional instabilities, and non-state disruption—intensifies this challenge, demanding 
rapid adoption while effectively managing operational risks.2,3

The DND/CAF Artificial Intelligence Strategy (DCAIS) articulates 
this ambition through five interrelated lines of effort (LoEs): (1) 
Fielding and Employing AI Capabilities, (2) Change Management, 
(3) Ethics Safety and Trust, (4) Talent and Training, and (5) 
Partnerships.4 While the 2030 timeline appears distant, it rep-
resents an immediate challenge in defence procurement terms, 
requiring organizational and cultural transformation that bridges 
technical expertise with institutional knowledge.5

Figure 1: DND/CAF AI Strategy’s Lines of Effort6 

This paper explores AI integration using the metaphor of 
navigating by sextant and astrocompass—emphasizing the 
importance of grounding innovation in established professional 
frameworks. Drawing on the CAF’s cognitive hierarchy, the author-
ity, responsibility, accountability (ARA) model, and institutional 
risk assessment language, the analysis treats AI not as a solution 
but as a suite of powerful yet incomplete tools that must remain 
subordinate to professional judgment, institutional logic, and the 
realities of military decision-making.

The paper argues that meaningful AI adoption requires delib-
erate, risk-informed action and dual fluency: the ability to operate 
effectively in both AI-enabled and technology-denied environ-
ments. Using the DCAIS as a framing document for understanding 
DND/CAF’s plans for AI integration, it examines how established 
CAF decision-making frameworks can guide responsible inte-
gration, concluding with policy recommendations to support 
informed advancement within existing institutional logic.

Guiding Stars for AI Integration

Like celestial navigation on the ocean, AI integration within DND/
CAF requires fixed reference points to maintain course and bear-
ing. The sextant measures angles between known celestial bodies 
and the horizon; the astrocompass helps to determine true north. 
For AI adoption within the defence enterprise, three institutional 
constants should serve as guiding stars: the CAF cognitive hier-
archy model; the ARA framework; and the structuring logic of 
risk that runs through all levels of DND/CAF. While not AI-specific, 
these frameworks govern how CAF members engage with and 
make use of information across all contexts—making them essen-
tial for understanding how AI, a fundamentally information-based 
suite of technologies, will integrate within existing and emerging 
DND/CAF systems.

As AI systems begin to influence decision environments 
across DND/CAF, these foundational decision-making and 
knowledge production models continue to serve as essential navi-
gation aids. They ensure that technological innovation remains 
rooted in proven institutional logic and professional judgment.

Cognitive Hierarchy

The CAF’s cognitive hierarchy model (Figure 2) offers a structured 
framework for transforming raw data into actionable understanding. 
The model is based on four ascending stages: data, information, 
knowledge, and understanding, each representing a qualitative leap 
in cognitive processing. While AI can augment this hierarchy, it can-
not replace the foundational role of human judgment. 
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Vision: By 2030, DND/CAF will be an AI-enabled organization, with ethical, inclusive, and trusted AI for 
interoperability and advantage in the battle space and improved stewardship in the corporate space, 

through a culture of innovation, a diverse AI-ready workforce, and secure partnerships.
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Figure 2: The Cognitive Hierarchy7

Cognitive Hierarchy

Analysis is primarily a human process in which 
collected information is evaluated and 
integrated with existing information.

Judgment Applied

Processed

Information

Data

Knowledge

Understanding
Judgment is a purely human skill. It is based on 
experience, training, and intuition.

Processing includes filtering, 
fusing, formatting, organizing, 
collating,  correlating, plotting, 
translating, categorizing and 
arranging data in such a way as to 
give it meaning.

Understanding is synthesized knowledge that has had judgment 
applied to it for a specific situation and allows for deeper 
understanding of interrelationship and future implications.

Analyzed

Decision

(The “What”)

(The “So What?”)

(“Which Means…”)

(“Therefore…”)

Information is processed data that reduces 
uncertainty and is useful to avoid threats, acquire 
targets or initiate other immediate actions. 
Relevant information forms the basis of the 
common operating picture.

Knowledge is analyzed information that provides meaning and value 
and identifies the degree of uncertainty, and thus risk, within which 
decisions must be made.

Data consists of unprocessed observations, inputs or raw signals from the operational environment. These include incoming combat orders and signals detected by a sensor or 
collector of any type (human, mechanical, or electronic).

Through this model the military comprehends the 
command-centric nature of a headquarters, and the 
staff comprehends its role in the analysis, processing 
and production of data, information and knowledge 
for a commander.

Recall: The primary function of the staff is to 
manage and exploit relevant information for 

the commander!

AI tools can significantly enhance this hierarchy through 
assisting in cleaning and tagging data, automating cross-cueing,8 
and extracting relevant information to support data collection 
and processing. More advanced systems may support analysis to 
generate knowledge and even offer structured inputs that inform 
human judgment in pursuit of shared understanding. Nonetheless, 
judgment remains a distinctly human function shaped by experi-
ence, intuition, and ethical discernment. In a command-centric 
environment, where staff serve to manage and interpret relevant 
information on behalf of commanders, the cognitive hierarchy 
reinforces the mission command philosophy of the CAF, empha-
sizing decentralized decision-making and trust. Any AI-enabled 
decision support must therefore be subordinate to, and anchored 
in, expert and ethical human judgment.

The ARA framework in DND/CAF

The triad of accountability, responsibility, and authority is the 
decision-making backbone of DND/CAF, applying across both 
military and civilian components of the joint institution.9 Just as 
the relationship between true north and celestial bodies remains 
fixed, these concepts maintain constant relative positions even as 
contexts change.

Accountability, the obligation to answer for responsibilities car-
ried out, is non-delegable, residing within the legal and institutional 
structures of one’s home organization. Responsibility is the obliga-
tion to perform assigned duties, which may be delegated but never 

wholly relinquished. Authority denotes the right to make decisions, 
to give formal orders or instructions, and to direct actions—
whether in a command, administrative, or functional capacity. 

ARA takes on a unique character in the appointment to com-
mand, where each element is indivisibly vested in a single person 
exercising legal authority to direct military operations. Command 
appointments carry the exclusive legal and moral burden of deci-
sion-making; the commander holds personal accountability for 
mission success or failure. All other participants—staff members, 
headquarters personnel, supporting organizations—derive their 
authority through delegation bounded by parameters established 
by the accountability holder.

This hierarchical structure ensures unity of command and 
clarity of accountability, reinforced by DND/CAF’s dual structure, 
where CAF members and DND employees operate under separate 
chains with distinct legal authorities, where legal accountability 
rests with one’s institution, thereby ensuring clear delineation of 
responsibility.10 

AI systems will primarily interface at the staff and command 
post levels, where information is processed, fused, and converted 
into actionable insights. These layers manage inputs, conduct 
analysis, and generate recommendations. The introduction of AI 
raises important questions—especially in the higher tiers of the 
CAF’s cognitive hierarchy—about the potential dilution or dis-
placement of human judgment. These questions are taken up and 
explored in greater depth in the section “Hazards of AI Integration.”
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Risk as a Structuring Logic in DND/CAF

Risk is a fundamental logic across operational and institutional 
domains of DND/CAF. Two complementary frameworks guide its 
application: Risk Management for CF Operations provides the doc-
trinal underpinning for military risk in tactical and operational 
contexts, while the Defence Enterprise Risk Management Guideline 
governs enterprise-level considerations.11 Though distinct in 
emphasis, both frameworks reinforce a common logic: risk is not 
simply a calculation—it is a discipline of professional judgment 
anchored in context, authority, and responsibility.

In the military, commanders use risk to navigate deci-
sion-making. Staff play a critical advisory role in identifying 
hazards, proposing mitigations, and framing risk trade-offs. Risk 
is characterized not only by probability and severity, but also 
by factors such as urgency and controllability. Risk can only be 
accepted by individuals who both possess delegated authority 
over the proposed mitigations and operate within their defined 
residual risk acceptance authority.

Risk accountability in DND/CAF is personal, not procedural, 
representing more than a bureaucratic safeguard. Processes can-
not be held accountable; only people can. The enduring principle is 
that accountability attaches to the individual who accepts the risk. 
This raises important institutional questions: When risk accepted 
in the past materializes in the present, who bears accountability? 
Is that accountability transferred to successors and, if so, are 
those individuals fully aware of the risks they now hold?

DND/CAF would benefit from treating risk as a shared cur-
rency of communication, promoting common language across 
operational and institutional functions to enhance coherence 
and decision clarity. Not all members of DND/CAF use risk frame-
works in this way, but consistent risk language use could help to 
standardize and align risk awareness around AI across contexts.12 
The greater challenge lies in recognizing that seemingly discrete, 
low-stakes risks can accumulate across systems and, through 
compounding effects, create aggregate risk profiles that exceed 
the sum of their parts, remaining invisible to any single risk man-
ager but capable of placing the entire enterprise in jeopardy.13

These guiding stars help orient the institution in uncharted 
space, but they do not eliminate uncertainty. With these reference 
points fixed, attention can now turn toward the hazards ahead—
not along a predetermined route, but with the navigational 
discipline that sextants and astrocompasses once demanded: 
observation, calculation and orientation before movement.14

Hazards of AI Integration 

As in any journey, navigating AI integration in DND/CAF has a 
roughly charted destination as defined in the DCAIS, but the 
actual process of navigation must be agile and adaptable to 
known and emerging risks, able to shift course as needed but still 
find the way.

Firstly, it is essential to recognize that AI—particularly gen-
erative models—does not understand anything in the human 
sense. These systems operate as highly sophisticated pattern 
recognition engines, capable of generating plausible outputs 
based on statistical regularities in training data.15 While they can 
achieve superhuman accuracy in well-defined contexts, their 
reliability degrades sharply when confronted with edge cases—
so-called 1% problems—where atypical inputs fall outside learned 
patterns.16 This limitation does not constitute a risk in itself, but 
becomes a factor that must be considered when assessing the 
suitability of AI tools for specific tasks or domains. 

The following hazards are grouped by cognitive and institu-
tional dynamics rather than technical domains, reflecting how AI 
integration will reshape decision-making processes across the 
defence enterprise.

Cognitive Offloading & Deskilling and the 
Erosion of Judgment

AI systems promise to reduce cognitive load by automating 
data-intensive tasks, theoretically allowing personnel to shift 
from production to evaluation mode—accelerating movement up 
the cognitive hierarchy toward understanding and judgment. This 
cognitive offloading mirrors familiar practices where humans 
delegate mental tasks to algorithmic systems.17

However, habitual reliance introduces a critical trade-off. 
When delegation becomes dependence, cognitive deskilling 
occurs—the gradual loss of independent reasoning ability—
distinct from offloading in that it risks long-term erosion of 
judgment.18 Persistent reliance on AI-enabled tools may erode 
individual and institutional judgment by denying exposure to the 
subjective, experience-based activities at lower levels of the cog-
nitive hierarchy. The result may be technically proficient leaders 
who lack the intuitive judgment required to navigate ambiguous 
or degraded environments.

In military contexts, this means personnel need to both excel 
at interpreting AI-generated intelligence summaries and have the 
experience necessary to recognize when source data has been 
compromised or patterns manipulated. But in a future where AI 
systems handle most processing and synthesis tasks, what hap-
pens when the human in the loop lacks the personal experience to 
verify the output? What happens when the volume of data exceeds 
a human operator’s capacity for meaningful review? Should 

It is essential to recognize that 
AI—particularly generative models—
does not understand anything in 
the human sense.” 
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the CAF deliberately retain non-AI-enabled, human-generated 
products—however inferior—to train personnel in independent 
judgment? And while such delegation may be acceptable in 
benign contexts, how should responsibility be assigned when 
an AI-enabled decision contributes to the unlawful application 
of lethal force: does accountability rest with the developer, the 
contracted programmer? Who gets charged with the war crime? 
A decision brief in 2035 might involve AI-generated outputs pre-
sented with high confidence, but if that data has been poisoned 
or the model sabotaged, and the attending human lacks depth of 
knowledge to challenge it, the outcome may not just be flawed—it 
may be undetectably wrong. In such environments, trust in auto-
mation must be matched by an equally strong commitment to 
developing judgment-capable leaders.

AI adoption in defence does not reduce the burden of 
professional development—it increases it. To operate in both 
technologically degraded and technologically enhanced environ-
ments, CAF personnel will require dual fluency in human-centred 
judgment and machine-assisted analysis. Like navigating the 
seas, the ability to recognize when something is off course 
depends less on upgrading the instruments than on remembering 
how to use them.19

Automation Bias and Algorithm Aversion

AI-enabled decision support introduces a dual hazard: uncritical 
reliance on algorithmic outputs (automation bias) and outright 
dismissal even when statistically superior (algorithm aversion).20 
Both exist on a continuum, with impact particularly acute under 
time pressure within action-oriented institutions.

Military decision-making has long depended on intermediar-
ies—staff officers, advisors, planning cells—who filter information 
and frame choices. AI support represents digital bureaucracy 
structured by rules and neural networks.21 However, commanders 
have always understood that staff bring implicit biases, interests, 
and analytical limitations. The distinctive risk with AI is algo-
rithmically induced bias: distortions embedded in training data, 
model assumptions, or environmental inputs, often obscured 
from end users and difficult to detect. Solutions to algorithmic 
bias are uncertain, but a clear solution in the interim is to ensure 
a system of checks and balances with humans in and on the loop 
to verify AI outputs. 

Traceability—the ability to understand how a recommendation 
was generated—has become a major concern in this context.22 
Yet this, too, has precedent. Expert human judgment is often 
grounded in tacit knowledge that resists formal articulation.

Within DND/CAF, the challenge lies not in eliminating bias 
or aversion, but managing them through sound processes and 
deliberate human oversight.23 If human oversight on AI recom-
mendations become mere checkboxes to enable speed, decision 
support utility is lost.24 Conversely, if skepticism leads to paraly-
sis, the advantage of AI is never realized. Success requires clearly 

defined authorities and accountabilities delineating who verifies 
outputs, when to pause for deeper analysis, and how to escalate 
when something appears wrong.

Moral Crumple Zones and the Illusion of 
Accountability

The concept of moral crumple zones introduced by Madeline Elish 
refers to the human tendency to absorb blame when autonomous 
systems fail—regardless of actual control or authorship.25 The 
person “in the loop” verifying an automated system’s outputs 
becomes the face of accountability, even when decision-making 
has been substantially delegated to an opaque and distributed 
system. This illusion of accountability becomes increasingly prob-
lematic as system complexity grows and explanation becomes 
less accessible.26

Looking ahead to a 2030 AI-enabled DND/CAF, this concern 
shifts from theoretical to real. If future AI tools continue to 
function as black boxes, producing outputs without transparent 
or interpretable reasoning, accountability structures must be 
re-evaluated. Rapid AI development, increasing complexity and 
autonomy of systems, and potential for recursive improvement 
and self-modification of AI systems threaten to push these 
systems beyond human comprehension.27 As the line between 
authority and responsibility blurs in increasingly automated 
systems, the burden of accountability remains sharply focused—
often disproportionately—on the closest human.

This raises pressing questions for human-machine teaming: 
who is accountable when something goes wrong?28 The operator, 
tactical commander, project manager, contracted company, or 
model training team? While failures may be infrequent, their 
severity can be significant for both affected people and institu-
tional trust.

In practice, it is highly likely that some person will be blamed 
for AI-related failures, but the downstream consequences of that 
blame merit attention. If DND/CAF intends to remain ethically 
grounded while scaling AI integration, it must equip all relevant 
personnel not only with tools to make decisions, but with frame-
works to share accountability and process moral complexity.

Institutional Ownership and Generative 
Intellectual Property

The 2019 Lukits v. DND ruling by the Federal Public Sector Labour 
Relations and Employment Board upheld a Royal Military College 
professor’s right to retain ownership of handwritten lecture 
notes.29 While the Lukits ruling appropriately upheld academic 
freedom,30 it also reveals institutional vulnerability in how the 
Crown asserts ownership over knowledge produced by its work-
force. How well is DND/CAF positioned to manage intellectual 
property in an era of AI?
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Generative AI tools complicate this further. Unlike handwrit-
ten lecture notes, Generative AI outputs are shaped by statistical 
prediction, informed by user prompts, and processed through 
commercial infrastructure. The resulting products—text, images, 
code, design concepts—may be refined by the user, but are not 
easily traceable in terms of authorship or custody. Treasury 
Board guidance for employees to consult legal services, review 
licensing terms, and stay informed about evolving AI law,31 is 
well-intentioned but impractical. Not all DND/CAF personnel are 
intellectual property specialists, and no capacity has been allo-
cated to ensure the average DND/CAF user of AI is able to manage 
this burden. Responsibility for managing intellectual property risk 
should not be downloaded onto individual users.

Crown ownership over co-developed Generative AI outputs 
cannot be assumed. If data or design artifacts generated within 
DND/CAF are absorbed or monetized by commercial vendors 
through unclear licensing arrangements,32 the resulting impact 
could be significant. The issue is not a lack of policy but a failure 
to deliver clear, unambiguous direction. 

A designated authority—such as the DND/CAF AI Centre—
should be empowered to issue enforceable guidance on 
ownership, licensing, and data use across all adopted AI tools. 
This is an immediate requirement, not a matter for further study. 
Expecting military or civilian personnel to self-manage legal 
compliance is unreasonable, risks losing institutional control over 
mission-critical knowledge, and opens the door to the erosion of 
information integrity.

Valuation of Data: Contextual Significance 
and System Blindness

AI systems infer value statistically, but military planning often 
relies on sparse, context-specific information.33 This becomes 
complex as models are trained on large volumes of unstructured, 
inconsistently governed data.34 An operations order’s intent 
paragraph may appear once while administrative details repeat 
throughout—yet AI may overvalue repetition over judgment-critical 
content. Without enterprise capability to signal authoritative 
inputs, systems cannot distinguish between delegated authority 
and administrative noise, substantially increasing risk.

It remains unclear whether current DND/CAF enterprise 
capability exists to signal that certain inputs should be treated 
as more authoritative than others. How does the CAF ensure a 
revised Chief of Defence Staff Directive or an order that changes 
the rules of engagement for a deployed task force registers as 
a meaningful shift rather than just another document? How is 
superseded content prevented from continuing to shape outputs 
simply because it appears more frequently in datasets? 

Data significance is contextual and changes over time, while 
AI models optimize for patterns, not meaning. The same data 
point may be critical in one context, irrelevant in another, and 
misleading in a third.35 DND/CAF must either develop mechanisms 

that recognize and preserve shifting context over time or for-
malize human-in-the-loop roles specifically aimed at preserving 
contextual meaning within AI-enabled processes.36

Pressing Forward Despite Uncertainty37

DND/CAF should treat AI as a general-purpose technology requir-
ing immediate preparation. The trajectory of AI development and 
its convergence with key military domains strongly suggests that 
it will reshape both the battlespace and the institutional environ-
ment in which DND/CAF operates. This warrants a deliberate 
shift toward AI-readiness: institutional, procedural, and cultural. 
Preparing now lays essential groundwork for confronting future 
disruptions from other emerging technologies, including quan-
tum-era threats.

Sovereignty concerns should be viewed as a constraint to 
manage, not a barrier to overcome. The scale of infrastructure 
required for current and future AI models is vast and not likely to 
be possible for Canada to develop a “sovereign AI stack” within 
the short term.38 Some degree of reliance on existing private 
and foreign cloud and data infrastructure will continue to be 
necessary. However, not all data or processes require maximum 
classification or control.39 For those that do, secure sovereign 
data centres may already exist, or else such centres can be built. 
For those in the grey zone in between, DND/CAF can make use of 
privacy-enhancing technologies (PETs), data enclaves, and other 
tools to maximize sovereignty and data protection while continu-
ing to make use of high-quality private infrastructure hosted in 
allied nations.40 So long as there is clarity on what must remain 
sovereign and what can be responsibly externalized with safe-
guards, a reasonable degree of protection can be ensured.41

Digital interoperability is now strategic. In an environment 
where allies rapidly integrate AI into operations, Canada must 
keep pace to retain influence and credibility.42 A country that 
lags risks becoming a standards taker rather than shaper. If 
Canada intends to shape how AI is used ethically and oper-
ationally, DND/CAF must maintain credible presence in those 
conversations through meaningful capability and demonstrated 
experimentation.

If Canada intends to shape how 
AI is used ethically and 
operationally, DND/CAF must 
maintain credible presence in those 
conversations.” 
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batical (August 2024–May 2025) while a Visiting Fellow 
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the Centre for International and Defence Policy (CIDP), 
Queen’s University, 2025.

2	 Canadian Security Intelligence Service, CSIS Public 
Report 2023, 2024. Originally found at: https://www.
canada.ca/en/security-intelligence-service/corporate/
publications/csis-public-report-2023.html; Department 
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News, January 28, 2025. Originally found at: https://
www.bbc.com/news/articles/cd643wx888qo.
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Digital Ambition,” Canadian Global Affairs Institute, 

2024. Originally found at: https://www.cgai.ca/
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nance_to_realizing_our_digital_ambition. 

4	 Department of National Defence (DND), The 
Department of National Defence and Canadian 
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2024. Originally found at: https://www.canada.ca/
en/department-national-defence/corporate/reports-
publications/dnd-caf-artificial-intelligence-strategy.
html.

5	 Inspired by the Canada School of Public Service’s 
curation of Stewart-Weeks, M., and Cooper, S. (2019) 
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– but Do They Understand Government?” Apolitical, 
August 13. Originally found at: https://apolitical.co/
solution-articles/en/why-were-missing-the-point-in-
digital-government.

6	 Reproduction of an image from DND, The DCAIS, 2024, 
pg. 1. 

7	 Author-adapted representation inspired by the U.S. 
Army’s Mission Command Training Program. This rep-
resentation aligns with the CAF’s Cognitive Hierarchy 
explanations in DND, B-GL-300-003/FP-001 Command 
in Land Operations, 2007; DND, B-GL-331-001/FP-001 
Command Support in Land Operations, 2008; and 
DND, Canadian Forces Joint Publication 01: Canadian 
Military Doctrine, 2nd ed. 2024. The source image can 
be found in U.S. Army, FY 24 Mission Command Training 
Program Key Observations. Center for Army Lessons 
Learned, 2025. Figure 2-1, “Cognitive Hierarchy,” 10. 
Originally found at: https://api.army.mil/e2/c/down-
loads/2025/02/24/aea2698e/25-04-946-fy-24-mctp-key-
observations-feb-25.pdf.

8	 Cross-cueing “entails one sensor passing detection, 
geolocation and targeting information to another sen-
sor, which improves efficiency.” DND. Royal Canadian 
Air Force Doctrine: Intelligence, Surveillance and 
Reconnaissance, 2017, p. 2-2.

Canada’s domestic AI ecosystem is a national advantage.43 
Academic expertise, innovation capacity, and industry already 
exist. The DCAIS LoE5 calls for the development of trust-based 
partnerships that serve both mission assurance and Canadian 
national interests. 

Policy Recommendations

The following recommendations chart a deliberate course toward 
responsible AI integration in DND/CAF, reflecting the integrated 
LoEs outlined in the DCAIS and guided by enduring institutional 
reference points:
1.	 �Treat AI as a general-purpose technology for planning pur-

poses and begin structured implementation accordingly. 
2.	 �Treat the CAF Digital Campaign Plan and the DCAIS as enter-

prise reinvention guides, not as discrete initiatives. 
3.	 �Institutionalize risk as a shared language across operational 

and institutional spheres, improving the ability to track and 
manage aggregate risk accumulation, particularly where AI 
introduces distributed decision-making. 

4.	 �Develop dual capability: personnel must operate effectively in 
both AI-enabled and technology-denied environments.

5.	 �Distinguish sovereignty requirements pragmatically between 
data/processes requiring full government control and those 
enabling secure externalization. 

6.	 �Leverage interoperability as a strategic influence vector, not 
just technical compatibility, helping Canada shape emerging 
defence AI standards. 

7.	 �Integrate DND/CAF AI adoption within full-ecosystem planning, 
ensuring defence contexts inform broader governmental AI 
governance. 

Conclusion

These guiding stars—cognitive hierarchy, the ARA framework, 
and the structuring logic of risk—shine more brightly in an 
AI-enabled environment, not despite technological transforma-
tion, but precisely because of it. In a doctrinal Ends-Ways-Means 
framing, AI fundamentally shifts the means by which decisions 
are made through data-enabled models, probabilistic reasoning, 
and systems capable of exponentially more rapid adaptation. 
These new means demand new ways—revised processes, doctrinal 
adjustments, upskilling and digital literacy enabling personnel to 
interrogate the reliability, traceability, and mission relevance of 
AI-generated outputs. The ends—effective decision-making within 
volatile, uncertain, complex, and ambiguous environments—
remain consistent.

Canada’s strategic advantage lies in doing AI adoption 
well—in a way that is aligned with Canadian values and sensitive 
to national needs. Canada’s legitimacy stems from world-class 
research, professional military training, and strong partnerships, 
but fundamentally from respect for rights and values. Channeling 
these principles into AI frameworks creates superior tools and 
more desirable outcomes.

The metaphorical sextant and astrocompass remind us that 
while tools evolve, navigation discipline endures. Canada’s path 
forward demands deliberate progress guided by institutional 
wisdom and democratic values—navigation principles that chart a 
course through uncertain waters while maintaining true bearing.
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For example, in a North American Aerospace Defense Command 
(NORAD) aerospace incident, while forces track and respond to 
an unidentified aircraft, commanders and public affairs teams 
may also face a parallel hazard—AI-generated manipulated audio, 
video, and text, arriving at machine speed.1 

What once demanded studios, budgets, and weeks, can now be 
produced in minutes with widely available AI services and editing 
apps, and can quickly reach the public.

This operational reality points to a different kind of challenge 
based on trust. Generative artificial intelligence accelerates the 
manufacture of persuasive but false content, altering what people 
believe in the first moments of an incident, complicating crisis 
response at the most dangerous time. When trust slips, orders 
take longer to issue and follow, coordination slows, and the risk 
of serious consequences rises.

Against this backdrop, Canada faces the same pressures 
across multiple mission sets. We operate with allies abroad, where 
close coordination of messages and decisions is critical to main-
taining unity of effort in coalition operations. At home, the DND/
CAF supports Canadians in moments of crisis—wildfires, floods, 
search and rescue—often under intense scrutiny, where communi-
cation must be fast, accurate, and trusted. 

In the North, vast distance, harsh weather and modest infra-
structure shape how information moves and how communities 
experience danger. In every one of these settings, the ability to 
authenticate an official signal, to reassure calmly in the face of 
misleading claims, and to stay ahead in the information fight is 
essential to mission success.

The argument is straightforward. Canada, together with 
its allies, can effectively compete with adversaries in terms of 
technical sophistication and computational power and even 
outperform them in select emerging technologies thanks to its 
highly skilled and multicultural workforce and its collaborative 
approach to working with allies. What matters is proving that 
our signals are ours, verifying new information before we act on 
it, and addressing the public early when we encounter mis- and 
disinformation. By making these habits standard across policy, 
training, procurement, and leadership, the DND/CAF sustains its 
credibility and operational tempo against state actors, proxy 
groups, and opportunistic individuals who seek to exploit infor-
mation chaos for strategic advantage.

We do not need to out-code adversaries; however, it is impera-
tive that we be able to prove that our signals are ours, to verify 
new information before we act on it, and to address the public 
early when we encounter mis- and disinformation. 

The New Conditions of Deception

Generative systems learn from large collections of text, images 
and audio, then produce new material that fits those patterns. 
They do not reason like people.2 Because they are built to mimic 
style rather than check facts, they can produce fluent content 

that looks and sounds right even when it is wrong. When that out-
put carries familiar cues such as a known voice, official phrasing 
or a realistic image, people are inclined to treat it as credible. 

Canadian defence operations now contend with adversaries 
who can generate convincing imitations of official content in 
minutes, not weeks.3 A fabricated article, an altered image, or a 
cloned voice can be produced quickly and pushed across multiple 
platforms at a negligible cost. 

For Defence practitioners, these changes introduce three 
reinforcing pressures:
	• Speed. Adversaries can inject manipulated material into 

the information environment while events are still 
unfolding. A forged audio clip of an evacuation order can 
spread across social media before provincial authorities 
have even had time to draft the real message.4 In an 
operational setting, a fabricated command fragment can 
reach a unit before headquarters has confirmed the actual 
order. Speed is the adversary’s advantage, because even a 
short hesitation can interrupt tempo and sow doubt.

	• Cost. Generative tools are widely available, user-friendly, 
and inexpensive. What once demanded professional editing 
suites and trained operators can now be achieved with a 
laptop and a few dollars’ worth of subscription software. 
This means that hostile states, proxy groups, or even lone 
actors can all play at scale. Defence therefore faces not 
only state-sponsored disinformation but also opportunistic 
interference from actors with little to lose.5

	• Precision. Adversaries can test and refine messages in 
near real time, adapting to what gains traction in specific 
audiences. A manipulated clip that fails to resonate with 
one community can be quickly re-framed and re-released 
to another.6 This iterative precision allows adversaries to 
tailor content not just by language or region, but by 
exploiting the specific narratives or fears of targeted 
groups, including military families, diaspora communities, 
or allied partners.

For the DND/CAF, the consequence is an operational environ-
ment where uncertainty can be manufactured faster, cheaper, and 
more accurately than ever before. An order delayed, a message 
clouded by doubt, or an instruction competing with a convincing 
imitation all erode trust. Adversaries no longer need to deceive 

Generative artificial 
intelligence accelerates the 
manufacture of persuasive but 
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everyone; they merely need to create hesitation in enough peo-
ple, at enough key moments, to disrupt coordination.

To counter this, authentication must become a routine feature 
of military communications, reinforced by training and leadership 
until it is second nature. Authentication here refers to verifying 
the origin and integrity of a message within the chain of com-
mand. The broader perception of authenticity—how audiences 
assign trust to official communications—remains critical but is 
distinct from technical safeguards.

When authentication is habitual, whether in confirming orders 
within the chain of command, embedding markers in public 
updates, or rehearsing verification in exercises, tempo and cred-
ibility stay with the institution rather than with those who seek to 
disrupt it.7 In this way, it is not simply a communications practice 
but a form of operational security—it protects speed, safeguards 
unity, and preserves decision advantage.

Truth Under Pressure in a Democracy

The same dynamics that complicate operational decision-making 
do not stop at the tactical level. They reach into the broader 
environment where the DND/CAF must explain decisions to 
Canadians, uphold accountability before Parliament, and coordin-
ate with allies. When synthetic material blurs what is real, the 
consequences go well beyond a temporary disruption in the field. 
It corrodes public confidence in the institutions that protect 
Canadians.8 It weakens the credibility of leaders when their words 
and actions can be plausibly dismissed as fabrications. And it 
injects friction into allied cooperation, where even fleeting doubt 
can slow collective decisions or distort perceptions of Canada’s 
reliability. In this sense, synthetic manipulation is not simply a 
battlefield nuisance but a strategic threat that targets the very 
foundations of trust that democratic defence requires.9

Generative systems complicate trust by producing convincing 
imitations of official material. The deeper problem is that once 
the public knows such forgeries exist, genuine records can also 
be doubted. A video that actually shows misconduct, a document 
that really records a breach, or an audio clip that captures an 
ill-judged remark can all be dismissed as fabrications. This is 
what scholars call the “liar’s dividend—the ability of bad actors 

to escape accountability by claiming that authentic evidence has 
been manipulated”.10 

Addressing this challenge requires more than technical veri-
fication. Institutions must build resilience through consistent 
communication practices, transparent correction of errors, and 
public education about what authentic updates look like and 
through which channels they will appear. When the DND/CAF 
openly and promptly corrects errors and explains processes, it 
shows that credibility comes from transparency and account-
ability, not from projecting a false image of perfection. When it 
explains in advance how official communications will be marked 
and distributed, it equips Canadians to recognize imposters. 
These practices do not eliminate the liar’s dividend entirely; 
they help reduce its impact by making authenticity a consistent 
expectation rather than an afterthought.

Canada’s Distinct Information  
Environment

The challenge of generative systems is more than a technical 
issue. It is a question of trust that affects how we operate in con-
texts that are uniquely Canadian.

Defence faces these pressures in ways shaped by our geog-
raphy and our institutions. As a result of Canada’s geography, we 
have to contend with large distances, harsh weather, and limited 
infrastructure, especially in the North. Institutions add their own 
complexity, as Canada is a federation where responsibilities are 
shared across levels of government, where Indigenous leadership 
holds recognized authority, and where continental defence is 
conducted through binational arrangements like NORAD. These 
features shape how information moves, who speaks with author-
ity, and how trust is earned. 

Unlike more centralized states, Canada’s layered system of 
governance means that no single institution controls the nar-
rative in a crisis. A wildfire evacuation order may come from a 
municipality, be reinforced by a province, and receive support 
from the Canadian Armed Forces. In these conditions, clarity 
is essential because adversaries can exploit even small gaps 
between jurisdictions to inject doubt. 

Domestic crises reveal how pressures multiply when larger 
populations and multiple jurisdictions are involved. Wildfires, 
floods, and public health emergencies require responses that 
cross municipal, provincial, territorial, and federal boundaries. In 
these moments, a false alert that looks official or a rescindment 
of an evacuation order can spread rapidly across social media.11 
Even a few minutes of hesitation can make evacuation routes 
more dangerous or emergency services harder to coordinate.

Domestic crises also expose the fragility of the systems 
Canadians rely on. Wildfires can damage cell towers, floods can 
cut power, and surges in demand can overwhelm local networks. 
For the DND/CAF, supporting civil authorities means preparing 
for both physical disruption and the possibility of synthetic 
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interference arriving at the same time. In Canada’s North, con-
ditions for communication are different and the consequences 
of confusion can be immediate. Towns are small, close-knit, and 
often distant from large centres. Infrastructure is modest, and 
communications can be disrupted by weather, geography, or lim-
ited bandwidth.12

In many communities, word-of-mouth, local radio, and com-
munity Facebook pages are still go-to communication channels.13 
That closeness is a strength, but it also makes northern com-
munities vulnerable. Rumours spread quickly because people 
care deeply for one another and act fast when they believe 
neighbours may be at risk. A fabricated message about a missing 
person, a hazardous spill, or an evacuation order can travel 
at the speed of conversation, long before an official update is 
noticed or believed.

For the DND/CAF, this means credibility in the North cannot 
rest only on technical fixes. It depends on human relationships 
that are built long before an emergency. Indigenous elders, local 
broadcasters, and community leaders often carry more authority 
in practice than distant officials.14 When the DND/CAF works with 
these actors to model authentic communication and demon-
strates it during routine patrols, training exercises, and seasonal 
operations, it invests in a network of trust that is uniquely 
Canadian. These networks do not just pass along information, 
they translate it into the cultural and linguistic context of the 
community, making it both recognizable and actionable.15

The strength of this approach comes not just from visual 
cues like logos or branding—which can be copied—but from 
the trusted individuals who share information with established 
credibility and who are well-regarded. This includes trusted 
knowledge bearers who may have specialized knowledge and 
best understand how to reach the greatest number of individuals 
in their respective communities. 

When residents know what an official message looks like 
and where it will appear, and when they have seen that practice 
tested in calmer conditions, they are more likely to disregard 
screenshots or forwarded messages. For the DND/CAF, this is not 
only a matter of communication technique, it’s about respect for 
northern communities, recognition of Indigenous leadership, and 
partnership with local organizations that hold trust beyond what 
federal authorities can achieve on their own.

The North American and Allied Lens

In binational aerospace defence, the ability to issue trusted 
updates in near real time is integral. When a balloon or aircraft, 
for example, attracts public interest, Canadians and Americans 
will look for immediate reassurance. 

NORAD rests on the premise that Canada and the United 
States respond as one, and that confidence in that unity is visible 
to citizens, political leaders, and adversaries alike. Timely, cred-
ible communication is therefore not an accessory to continental 
defence, it is one of its systems.16 Just as radar networks provide 
a shared view of the skies, consistent and authoritative updates 
provide a shared view of events. 

The same logic applies to Canada’s broader alliances. 
Coalition exercises and deployments are particularly vulnerable 
because they demand high levels of trust and synchronization 
among diverse partners. Adversaries understand this.17 A single 
synthetic provocation, a forged after-action report suggesting a 
capability failure, a fabricated image implying misconduct, or a 
falsified message hinting at disunity among commanders, can be 
timed to coincide with a critical decision point. Even if debunked 
within hours, such incidents consume valuable bandwidth, delay 
coordination, and erode confidence within the coalition.

These disruptions rarely break alliances outright, but their 
cumulative effect narrows the margin for error and makes col-
lective action harder. Differences in national priorities are natural 
within coalitions, but synthetic manipulation weaponizes those 
differences, magnifying suspicion and slowing unity of effort.18

When Canada and the United States employ recognizable 
methods of authentication—consistent visual markers on updates, 
cryptographic signatures embedded in imagery and video, and 
habitual use of official channels—the public learns what to look 
for and journalists can report with greater confidence under pres-
sure.19 In this way, authentication becomes not only a safeguard 
against confusion but a strategic asset that underpins the cred-
ibility of continental defence.

For Canada, credibility in allied operations depends not only 
on the professional conduct of our forces but also on the speed 
and clarity with which that conduct is represented to partners 
and the public alike. Authentication in this sense becomes opera-
tional currency; it buys tempo, steadies confidence, and denies 
adversaries the space to turn doubt into delay. Whether in contin-
ental defence, northern communities, or international operations, 

A Flight Engineer with 440 Transport Squadron based in Yellowknife, 
Northwest Territories, helps ground guide the CC-138 Twin Otter aircraft 
for landing at Tuktoyaktuk Airport as part of Operation NANOOK-
NUNALIVUT on March 3, 2026.

Photo: Corporal Borden Webb-Brown, Imagery Technician, 14 Wing Greenwood        
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the CAF requires habits of disciplined communication that are 
routine long before a crisis begins.

Public Affairs and the Canadian Voice  
of Credibility

The habits of verification that protect the chain of command must 
also extend to how the DND/CAF speaks to the public. Culture is 
expressed in the tone, timing, and clarity of how we communicate. 
Public Affairs therefore begins well before a crisis. If the DND/
CAF explains in plain language that convincing fakes are now part 
of the information environment, demonstrates how authentic 
updates will appear, and makes a habit of steady communication 
when the stakes are low, the public learns what to expect when 
the stakes are high.20 In a crisis, Canadians respond best to clarity 
about process: what steps are being taken to verify, when the 
next update will arrive, and how to avoid spreading harm while 
the facts are gathered.21

Canada’s public voice must also reflect who we are. Canadians 
value fairness and straightforward speech. A short video from a 
commanding officer, posted quickly on an official channel, car-
ries moral weight because it is both personal and institutional. 
A statement that sets out what information will be released and 
when earns credibility, because it commits the DND/CAF to a clear 
timeline and shows the public what to expect. In bilingual com-
munications, speaking with equal clarity in both official languages 
signals care and strengthens trust. Where Indigenous communities 
are involved, direct engagement with community leadership in 
culturally appropriate ways, and through trusted intermediaries, 
reinforces legitimacy and helps verification habits spread.

Verification in the Chain of Command

Synthetic interference does not need to deceive an entire forma-
tion to have effect. When many elements must move together, 
hesitation by a single unit is enough to erode momentum, 
introduce risk, and give an adversary room to manoeuvre. The 
danger lies not in mass deception, but in the small fractures of 
confidence that can ripple through a formation when information 
cannot immediately be trusted.

This risk is not new. Armed forces have always needed ways 
to ensure that orders are genuine. Historically, units relied on 
call-signs, code phrases, or even physical couriers to verify 
instructions. During the Second World War, for example, chal-
lenge-and-response codes were a routine safeguard, and even 
in modern operations radio checks remain a basic discipline.22 
The principle has always been the same; no matter how urgent 
the moment, units must be sure that what they are acting on is 
authentic. Modern communications have increased speed, but 
they have also multiplied the points where a false or manipu-
lated message could enter the system. What changes in the age 

of synthetic content is how convincing a forged instruction can 
appear, and how little time there may be to question it.23

An unexpected order received during a manoeuvre illustrates 
the problem. The message may look or sound authentic, but if 
its timing raises doubts and there is no agreed way to check, the 
safest choice is often to pause until higher authority can con-
firm.24 If the order was genuine, that pause has already cost time 
in a critical window. If it was false, the unit may have avoided a 
mistake—but only by slowing down and surrendering their initia-
tive. Either way, uncertainty extracts a price. In a high-tempo 
environment, even seconds of hesitation can alter the outcome of 
an engagement, shift the balance of initiative, or create openings 
for an adversary to exploit.

Defence practice must therefore emphasize simple, rapid 
methods of confirmation. A pre-arranged signal, a short exchange 
over an alternate channel, or another agreed procedure can 
resolve doubt in seconds. These safeguards are not new—radio 
checks, challenge-and-response protocols, and confirmation 
through alternate channels have long been standard practice. 
What has changed is the operational context: synthetic audio that 
mimics a commander’s voice with high fidelity, fabricated video 
that appears to show orders being issued, or text messages that 
replicate the style and format of legitimate communications with 
precision.

Current DND/CAF procedures assume that most communica-
tions can be trusted unless there is specific reason for doubt. In 
an environment where convincing forgeries can be produced at 
scale and speed, this assumption no longer holds. The gap is not 
that verification procedures do not exist, but that they are not 
consistently applied when information arrives through familiar 
channels. Training often focuses on verifying orders that are 
obviously suspicious—those that arrive through unusual means 
or contradict known plans—but does not routinely rehearse veri-
fication of plausible-seeming instructions that may have been 
subtly manipulated.

Moreover, operational constraints can limit the effectiveness 
of existing procedures. During domestic emergencies such as 
floods or wildfires, infrastructure disruption may degrade alter-
nate communication channels, making it harder to confirm orders 
through independent means. Similarly, generative-AI-enabled 
manipulation may spread misinformation that undermines CAF 
operations, such as fake alerts about disasters, slowing response 
efforts.25 In coalition operations, differences in national proced-
ures or language barriers can slow verification when speed is 
most needed. And in high-tempo combat scenarios, the pressure 
to act quickly can override the instinct to verify, especially when 
an order appears to come from a trusted source.

What is required is not the invention of new procedures but 
the consistent integration of existing ones into routine practice, 
adapted to account for synthetic threats. This means rehearsing 
verification drills not only for obviously suspicious orders but for 
routine-seeming instructions that arrive during exercises. It means 
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ensuring that alternate communication channels are tested and 
maintained as rigorously as primary ones. And it means training 
personnel to recognize that in the current environment, verifica-
tion is not a sign of hesitation but of professionalism—a discipline 
as fundamental as weapons handling or navigation.

Leadership is central to this discipline. Commanders set the 
expectation that surprising instructions are always checked, and 
that verification under pressure is not a sign of weakness but of 
professionalism.26 Units that rehearse these drills in exercises 
will find them instinctive in operations. When leaders consistently 
reinforce that verification is expected, and when they acknow-
ledge it as sound judgement rather than hesitation, the culture 
of an entire formation begins to shift. The result is not only to 
prevent mistakes, but to preserve confidence inside the chain of 
command when adversaries attempt to sow confusion.

Embedding Trust in Policy, Training,  
and Leadership

Credibility cannot rely on technology alone. It must be reinforced 
through the full machinery of Defence in policy, in training, and in 
leadership practice. Law and policy need not chase every technical 
novelty to be useful. They need to give clarity and confidence to 
those responsible for speaking and deciding. For the DND/CAF, 
this means that doctrine, guidance, and standard operating pro-
cedures must all reflect the reality that synthetic content is not 
an anomaly but a persistent feature of the environment. Policy 
alone is not sufficient. Training is where principles become second 
nature. Just as soldiers learn to conduct radio checks or execute 
standard drills, DND/CAF personnel can learn to handle ambiguous 
information without hesitation. A watch officer who encounters a 
suspicious clip should know immediately whom to call and what to 
say. A commander who receives an unusual order should be pre-
pared to seek confirmation through an alternate channel. 

The challenge is not that this knowledge is absent, but that 
it is not routinely practiced under realistic conditions. Current 
training often treats information verification as a secondary 
concern, addressed in classroom settings rather than integrated 
into field exercises. Personnel may know in principle whom to 
contact when they encounter suspicious material, but without 
regular rehearsal under stress, that knowledge does not translate 
into instinctive action. After-action reports from recent exercises 
have noted instances where units hesitated or acted on unveri-
fied information because verification procedures, though known, 
were not habitual.27

These moments should not be left to improvisation in the 
field. They need to be woven into exercises at every level, from 
basic training to large-scale joint exercises, so that CAF members 
instinctively practice verification in the same way they already 
practice battle drills, navigation, or radio discipline.

Public Affairs officers should have language pre-cleared that 
allows them to act quickly when false or misleading material is 

circulating. This means they are not waiting for legal or policy 
approval in the middle of a crisis, but can immediately acknow-
ledge that contested material exists, caution the public that it has 
not been verified, and point directly to trusted official sources 
where updates will appear. Having this language prepared in 
advance prevents silence from being mistaken for confirmation, 
and ensures that the first word from the DND/CAF is one of 
clarity and direction. Moves like these may seem minor on their 
own, but together they create a posture of readiness that allows 
operations and communications to continue steadily even when 
adversaries try to inject confusion. Exercises that test these 
communications drills, complete with simulated forgeries and 
fabricated clips, would make verification as routine for Public 
Affairs as weapons handling is for infantry.

Leadership is the hinge that turns principles into habits. When 
senior officers and officials model disciplined verification under 
pressure, subordinates see it not as hesitation but as profession-
alism. A commander who insists on a quick confirmation before 
acting on an unusual order sets a tone that spreads through the 
formation. A Public Affairs leader who corrects an earlier state-
ment with the same speed and visibility as the first release shows 
that credibility is built on candour. These examples travel quickly 
inside a military culture where tone and timing at the top shape 
behaviour across the ranks.

Ultimately, trust must be embedded across all levels of 
Defence—written into doctrine, reinforced through routine train-
ing, and modelled by leaders in both calm and crisis. These three 
pillars—policy, training, and leadership—work together to ensure 
that the CAF does not face synthetic interference as an improvised 
challenge but as an environment for which it is fully prepared.

An Observer, Controller, Trainer (OCT) responsible for the evaluation of ex 
GLOBAL RESOLVE, tracks and updates troop movements in the training 
area with a Tactical Assault Kit (TAK) tablet, allowing real-time communica-
tion between different OCT elements in the field. Image taken in the Yukon 
Training Area near Fairbanks, Alaska, on February 17, 2026.  

Photo: Cpl Dustin LeVasseur Pearce        
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Measuring a Canadian Standard of Success

Defence is experienced at measuring readiness, and the same 
discipline applies in the information environment.28 The most 
important measure is time. The institution must track how long 
it takes to classify suspicious material, provide internal guidance 
on confidence, and issue a trusted public update. It must also rec-
ord how quickly units confirm or dismiss unusual orders through 
established procedures, and how often these drills are rehearsed 
in exercises. Just as operational readiness reports measure ammu-
nition stocks, equipment serviceability, or personnel strength, the 
DND/CAF can measure information readiness by how quickly and 
reliably the system can validate or reject contested material.29

Performance must show steady improvement, just as in other 
areas of readiness.

For example, if a formation currently requires twenty min-
utes to escalate and resolve a suspicious order, exercises should 
aim to reduce that to ten minutes, then five, without sacrificing 
accuracy or safety. If Public Affairs teams need an hour to 
coordinate a first statement during a domestic emergency, 
the goal should be to bring that down to minutes through pre-
cleared language, distributed authorities, and clear escalation 
channels. Each iteration becomes an opportunity to shorten the 
cycle while strengthening trust.

Surveys and feedback loops can add further texture. 
Canadians should be asked whether they know where to find 
authentic DND/CAF updates and whether they can describe what 
those updates look like. Journalists and civil society partners 
can be consulted on whether verification tools are accessible 
and reliable. Allies can be surveyed on whether Canadian meth-
ods are interoperable with theirs, and whether our signals can 
be trusted instantly in multinational settings. These forms of 
measurement, though qualitative, are as critical to resilience as 
quantitative metrics. Scholars researching institutional trust and 
trustworthiness have created useful frameworks for assessing 
these dimensions.30

They will continue to appear, and adversaries will continue to 
innovate. Success will mean that Canada responds calmly, speaks 
quickly, and retains trust when they appear. In practice, this 

translates to fewer pauses in operations because of unauthen-
ticated instructions, fewer instances where false alerts outpace 
real ones during domestic emergencies, and fewer occasions 
where fabricated narratives distract from the purpose of allied 
exercises or deployments. When measured consistently, these 
benchmarks allow Defence to know not only whether it is pre-
pared, but whether Canadians and allies share confidence in that 
preparation.

Conclusion

Generative artificial intelligence has transformed the conditions 
under which truth must compete for attention; it has made 
falsehood cheap, fast, and convincing. That reality touches the 
heart of military effectiveness.31 If a forged message can slow 
a decision, if a fabricated video can fracture allied unity, or if a 
false alert can pull Canadians into danger, then adversaries have 
succeeded without firing a shot. This is the contest in which the 
Canadian Armed Forces now operate.

Canada is not powerless in this fight. Defence does not need 
to eliminate every forgery; it needs to prove what is real faster 
than falsehoods can spread. That means commanders who expect 
verification before manoeuvre, Public Affairs teams who speak 
early with candour, policies and tools that make authentication 
ordinary, and leaders who practice discipline in communication 
as rigorously as they do in operations. It means making the DND/
CAF voice recognizable across every setting—whether in NORAD’s 
command posts, in northern communities, during domestic crises, 
or on coalition operations abroad.

The DND/CAF has always defined itself by professionalism, 
integrity, and the ability to act under pressure.32 In the infor-
mation battles now unfolding, those same qualities are the 
foundation of advantage. By proving authenticity, protecting 
tempo, and speaking with a voice that reflects Canadian values 
of honesty and respect, the DND/CAF needs to shield itself from 
deception and protect the democracy it serves.
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A pilot from 408 Tactical Helicopter Squadron does the 
last of his pre-flight checks before taking flight in a 
CH-146 Griffon helicopter, near the training area of 
Wainwright, Alberta during Exercise INTREPID BEAR 22 
on May 4, 2022.  
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In their novel 2034 (published in 2021), authors Elliot Ackerman and former United States (US) Admiral James 
G. Stavridis imagine a major future conflict between the United States and China.1 The first pages open with an 
incident in which an American F-35 fighter is suddenly captured by Iran, after a cyber attack has enabled them to 
remotely take control of the aircraft. Later in the book, faced with a desperate situation, the US Navy decides to 
retire its F-35 fleet and reactivate its old F-18s, which are stripped of most of their on-board electronics in the 
process. As its adversaries have managed to compromise its high-tech aircraft, the United States is forced to rely 
on its technological ancestors, assumed to be digitally safer.

Although an intriguing and fictional situation,2 the scenario nar-
rated in 2034 relates to an idea gaining traction in the strategic 
literature: namely, that the current approaches to technological 
superiority that have been the hallmark of Western militaries 
for almost 40 years may now represent a vulnerability.3 As 
cyber-warfare capabilities expand, it now seems possible for 
adversaries to take advantage of the emerging dependencies 
and possible vulnerabilities associated with highly connected 
technologies. Additionally, varying collective risk management 
practices, as well as legacy systems and an enlarged attack 
surface, increase exposure to sophisticated cyber attacks and 
potentially compromisable electronic components, systems, pro-
cesses, technologies and people. We can observe this blending 
and complexity materializing in current geopolitical conflicts. 
For example, in the face of the ongoing Russian invasion, the 
Ukrainian military is reusing old field telephones along the 
frontline, fearing that its modern transmission systems may be 
compromised by its adversary.4 

In this paper, we take an expansive view of cyber-warfare and 
connected technologies, encompassing both cyber and electronic 
warfare. Although operations in the cyber domain and electro-
magnetic sphere can have distinct characteristics (especially with 
regard to the units, capabilities and know-how involved), we focus 
on the implications of the associated human and technological 
vulnerabilities, capabilities and activities. Broadly, we context-
ualize this situation as part of a holistic cyber concept where 
electromagnetic tools, such as radio frequency jamming, and 
cyber tactics, such as hacking, comprise a dynamic space where 
humans and technologies interact in a digital-physical environ-
ment.5 This environment poses challenges for operations and 
activities in all domains, and we thus argue for solutions to both 
human and technical vulnerabilities.

The problem of interconnected technologies and threats 
proves especially meaningful to the aviation sector, in which air-
craft, drones, helicopters,6 and the digital-physical infrastructure 
that supports them are now highly digitized and connected. In 
a scenario that may well have inspired Ackerman and Stavridis, 
in 2011, the United States lost an observation drone after Iran 
hacked into its GPS system to land the drone on an Iranian 
base.7 Drones are no longer considered part of a “poor man’s 
air force,”8 especially when paired with new cyber tactics,9 pro-
cedures,10 and increasingly available commercial technologies.11 
Others have also detailed how the F-35, which is deployed by a 

growing number of Western armies, represents the epitome of a 
weapon system that is highly vulnerable to cyber threats.12 Cyber 
threats are no longer a hypothetical danger: they are a reality for 
modern air forces to constantly be aware of, act upon, mitigate, 
and understand in terms of their connections in digital-physical 
spaces. The challenge before the forces is clear: identify how to 
deal with these threats, without renouncing their cutting-edge 
technologies. 

One of the major issues is that the military “techno-solu-
tionism,” inherited from the 1990-2000s,13 may be replaced by a 
“techno-pessimism,” in which armed forces in general (and air 
forces in particular) may have declining confidence in their high 
technologies and devices and end up discarding some of them, as 
in 2034. Indeed, one of the great strengths of cyber capabilities is 
not only that they may undermine the availability and usability of 
military technologies, but also that they reduce the trust placed 
in them by a decision maker. By simply instilling doubt about the 
integrity of a system, cyber attacks may dissuade an actor from 
using a wider set of capabilities, thus producing a result dispro-
portionate to their actual effects. Some, such as Christopher 
Coker,14 have surmised that this could be the future strategy of 
foreign powers like China. A state could attempt not to match a 
technologically superior competitor, but instead force a reduction 
in the use of certain technologies by persuading the adversary 
that these have been compromised or rendered inept.

Consequently, cultivating and securing the confidence of 
Western militaries in the technologies they employ, and in which 
they have invested considerable resources, appears to be a cru-
cial issue of strategic importance.15 This may prove all the more 
important in a crisis context, where quick and difficult decisions 
may have to be made about the reliability of information technol-
ogies. The aim of this article is to present possible solutions to 
this challenge. We propose an approach that puts people at the 
heart of securing air power against cyber threats. This involves 

Cyber threats are no longer a 
hypothetical danger: they are a 
reality for modern air forces.” 



66

cultivating the human capital and organizational structures 
needed to maintain a high degree of trust and technological 
resilience within an air force. As the Royal Canadian Air Force 
celebrates its centennial, adapts to defend and protect Canada, 
and continues to support the defence of North America with the 
United States, there is an opportunity to explore the increasing 
connectivity between domains, technologies, and the continued 
importance of people in a dynamic environment.

Boyd 2.0: Reinventing the Loop

To fully understand the issue at hand, we must first go back to 
the origins of the techno-solutionist paradigm and especially to 
one of its key concepts: the famous “OODA loop” (for Observe, 
Orient, Decide, Act), theorized by US Air Force Colonel John Boyd 
in the 1980s.16 Intended to describe the process by which an actor 
perceives a situation, analyzes it, deliberates, and acts accord-
ingly, the OODA loop has since acquired much celebrity and—for 
better or worse—has been applied to a variety of non-military 
purposes, from business to sport. In the military domain, the 
OODA loop concept gradually gave rise to a full-fledged theory of 
victory, embraced by several major Western armed forces,17 such 
as the United States, the United Kingdom and France.18 In short, 
the core concept is that an actor who manages to complete the 
OODA cycle in the shortest possible time acquires an advantage 
over their adversary. Among other advantages, a rapid comple-
tion of the OODA loop is assumed to provide an actor with better 
situational awareness, ultimately enabling them to control the 
tempo of operations.19 Over the course of the 1990s, this logic 
led militaries to acquire increasingly sophisticated Command, 
Control, Communications, Computers, Intelligence, Surveillance, 
and Reconnaissance (C4ISR) technologies, to rapidly complete the 
OODA loop.

The OODA loop paradigm may now appear undermined by 
the increasing complexity and development of electronic and 
cyber-warfare capabilities. As cyber means have the potential to 
compromise the information technologies upon which the fluidity 
of the OODA loop heavily depends, they seem to threaten the 
viability of a way of war largely based on technological and infor-
mation superiority.20 Some approaches to contextualizing cyber 
operations demonstrate that an adversary can be restrained in 
the context of open warfare by hacking their information col-
lection capabilities or communications systems.21 In this regard, 
cyber threats appear of particular importance in the air domain, 
where digital technologies are not only omnipresent and critical 
to mission completion, but also represent potential attack vec-
tors. Indeed, air forces around the world must now contend with 
cyber-related threats, the risks enmeshed within the usage of and 
connection to complex technologies, and varying human actions, 
such as GPS spoofing,22 onboard software hacking,23 or comprom-
ised data links,24 in addition to threats relating to ground bases 
and physical installations. For instance, during the 2019 Gulf of 

Oman crisis, the US military hacked a database operated by the 
Islamic Revolutionary Guards in order to cripple Iran’s targeting 
capabilities (including through the use of attack drones).25 The 
above-mentioned vulnerabilities, if exploited, may considerably 
slow down or even paralyze the completion of the OODA loop.

In spite of its many uses and misuses throughout the years, 
the OODA loop remains a useful thinking framework for our 
purpose, as it helps emphasize two crucial aspects related to 
the management of cyber threats. First, the principle of the 
OODA loop is applicable to situations relating to cyber attacks, 
posture and planning. When faced with a cyber incident, for 
example, a military must ultimately be able to Observe the 
impact of hacking activities, Orient itself amidst the impacts 
caused by the attack, Decide with confidence which capabilities 
are compromised and which remain serviceable, and finally Act 
on the basis of this analysis. The OODA loop concept can thus be 
applied to understanding the impact of an attack and the appro-
priate resulting actions. To be sure, the OODA loop is not used 
for reacting to a cyber incident; however, it is a useful concept 
to develop confidence in both people and technologies, as we 
will further demonstrate.26

Second, although information technologies appear to be 
important enablers and accelerators of the OODA loop, they 
are by no means its only components. The processes by which 
a military gathers and processes information include crucial 
human and organizational components, which are as important 
as the technologies themselves.27 As others have shown, modern 
militaries may display a less-than-optimal use of cutting-edge 
technologies due to poor management of human and organiza-
tional issues.28 Of course, an increase in the speed of completion 
of the OODA loop is not the only factor in achieving mission 
success in modern warfare. Nevertheless, human and organiz-
ational components are involved in the process and must be 
further developed to ensure its rapid completion. The challenge 
then becomes trying to determine how to make the best use of 
available human and organizational resources to maintain or 
re-establish the fluidity of the OODA loop in a context where tech-
nologies are (or appear to be) degraded. 

In the sections that follow, we provide examples drawn from 
Canada’s international allies, as well as suggestions to further 
develop resilience in digital and physical contexts of conflict. We 
conclude by drawing together our discussion and recommenda-
tions in the context of  NORAD modernization and cooperation, 
as emphasized in the recently released defence policy update, 
Our North, Strong and Free: A Renewed Vision for Canada’s 
Defence. In doing so, we make connections between cyber, air, 
and people power.
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Train and Plan: Preparing for  
Crisis Scenarios

There are several measures that militaries can take to anticipate 
and prepare for major cyber attacks. These measures may include 
conducting exercises that simulate military systems being com-
promised. As early as 1997, the US Department of Defense (DoD) 
conducted their first such exercise, Eligible Receiver 97, in which 
a National Security Agency (NSA) red team attempted to infiltrate 
the US Indo-Pacific Command’s networks.29 Although the results 
proved catastrophic for the defenders, the exercise nevertheless 
helped identify various areas of cyber vulnerability within the 
DoD and demonstrated several ways to harden their defences. 
Such practices have since become increasingly common,30 and 
take on a variety of forms.

These exercises are frequently practiced on an annual basis, 
and can include multinational cooperation, bring together mainly 
cyber specialists, and aim to simulate the active defence of a net-
work against hypothetical hostile actors. Other types of exercises 
involve “traditional” forces who practice their ability to operate 
in the context of cyber attacks, with the goal of cultivating a 
conventional unit’s digital resilience. France, for instance, is 
increasingly conducting such training in “digitally degraded con-
ditions” to better prepare units to carry out a mission even when 
certain technologies are rendered unavailable or unusable.31

Exercises combining digital and traditional approaches can be 
particularly useful because they bring together cyber specialists 
and conventional forces personnel, and train units to synchron-
ize their operations with cyber protection and remediation 
efforts. Several authors define this kind of synergy as “mission 
assurance,” whereby an organization’s mission capability is safe-
guarded by specific processes in the event of a system failure.32 
For example, in early 2024, the French Air Force simulated a cyber 
attack (and the restoration) on a Phénix refueling and transport 
aircraft’s onboard system,33 bringing together aviators and cyber 
defence personnel as part of the major annual DEFNET exercise.34 
In such cases, the aim is not only to train a command to switch 
back to legacy technologies (in the manner of 2034), but also to 
practice confidently identifying the systems that remain trust-
worthy and those that seem compromised, and assessing the 
viability and speed of their restoration to operational status.35 In 
other words, such exercises create opportunities to simulate and 
train in the Observe and Orient phases of the OODA loop in the 
context of cyber attacks.

Additionally, these types of exercises can help a military 
develop another important tool of resilience: contingency plans. 
Pre-established procedures can stipulate the appropriate actions 
in a crisis scenario where technological capabilities are degraded. 
In the air domain, the US Air Force is currently testing naviga-
tion methods based on the analysis of anomalies in the earth’s 
magnetic field to help its pilots find their way even if their GPS is 
neutralized.36 These are only a few examples of procedures that 

can be devised and deployed in the event of a cyber attack. These 
types of responses, however, should be a part of comprehensive 
contingency plans, including ensuring that personnel have a min-
imum level of training in using alternative or “low tech” methods. 
When properly designed and disseminated, such plans can facili-
tate the Decide and Act phases of the OODA loop. These plans can 
serve to provide tested and potentially viable options for com-
manders and ensure that tasked personnel have the necessary 
information for implementation.

Organize: Keeping Your Friends Close

Another set of measures that can increase an air force’s resiliency 
to cyber threats relates to its organizational and bureaucratic 
structure: specifically, to the place occupied by cyber defence per-
sonnel within that structure. Like a jigsaw puzzle, the coherence of 
a military organization depends not only on the presence of all the 
pieces, but also on their appropriate position within the ensemble. 
The challenge in this case is to ensure that the “cyber pieces” 
of an air force are arranged in such a way as to be able to react 
effectively and efficiently in the event of a crisis.

As in many organizations, a major challenge lies in the fact 
that cyber defence specialists and units often remain a periph-
eral support element of military organizations, isolated from 
decision-making centres. Field commanders and cyber defence 
specialists do not often collaborate and may not really know each 
other professionally. To make matters more complicated, the two 
groups may have different educational backgrounds and ways of 
communicating about operational problems, and thus may not 
understand each other. As Michael Hayden, former US Air Force 
General and later NSA Director, laments: “After a few sentences, 
the cyber briefer often sounds vaguely like Rain Man to many of 
the seniors in the room. With a few more sentences, most are con-
vinced that he is.”37 Speaking the same language and being able 
to switch between languages may prove useful in bridging gaps in 
strategic and operational planning.

This gap is especially problematic because cyber threats 
can produce major effects on the trust that militaries place 
in technologies without nuance about the interconnections 

Like a jigsaw puzzle, the 
coherence of a military 
organization depends not only on 
the presence of all the pieces, but 
also on their appropriate position 
within the ensemble.” 
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and complexities embedded within digital-physical systems. 
A component of this trust is based in part on the confidence 
that “traditional” military personnel place in the cyber special-
ists tasked with securing their systems.38 To be sure, securing 
systems is not a function for cyber specialists alone – there is 
a broader role for commanders and their staff to play. In the 
military world, as in other contexts, it is easier to trust some-
one you know, and whose expertise you have already seen and 
experienced. More meaningful integration and interaction of an 
air force’s cyber personnel into its overall operations could be 
an organizational priority to consider, in addition to fostering 
mutually trusting relationships where commanders understand 
their dependence on cyberspace. Commanders would need to 
ensure that they and their staff (including the cyber specialists) 
play a role in the defence of systems. This cultivation of trust and 
expertise is especially important as many cyber attacks exploit 
human and technical vulnerabilities.

For instance, meaningful integration may involve setting up 
reciprocal learning mechanisms that enable personnel to better 
understand what cyber specialists do, how they think and work, 
and how this work fits into the strategic, operational, and organ-
izational functioning of an air force. Other efforts may involve 
simply bringing cyber specialists physically closer to certain 
areas of operation. In the current war in Ukraine, for instance, 

Ukrainian and Russian forces have reportedly started to position 
cyber teams closer to the frontline, to better coordinate with 
forward-deployed troops (this decision may be due in part to the 
importance of ensuring the effective operation of drones).39 In 
addition to shortening the communication chain, bringing diverse 
teams together may help both cyber operators and traditional per-
sonnel to better understand each other’s needs and foster greater 
synergies.40 Introducing this proximity or familiarity may thus con-
tribute to streamlining the efficiency of the OODA loop process. 

Inspire: Creating the Right Incentives

The isolation of cyber specialists is not only due to their position 
in the organizational chart, but is also rooted in organizational 
cultures that influence the way they are viewed by the military 
community. Whether army, navy or air force, military organiz-
ations maintain certain norms, ideas and traditions that they 
perpetuate over time.41 These specific cultures have a direct 
impact on the way organizations work; however, they can also 
contribute to issues relating to operational posture.

In an article, Rebecca Slayton explores how the persistence 
of the cult of the “warrior figure” directly contributes to the 
ostracization of cyber specialists in the US military.42 The war-
rior figure paradigm refers to an institutional reverence for 

Tactical Air Control Party (TACP) personelle coordinates information between the aircrafts and Joint Terminal Attack Controller (JTAC) to make a successful 
air drop, taken on June 23, 2026 at Primrose lake, Alberta.    

Photo: Corporal Connie Valin, Canadian Armed Forces photo    
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individuals from certain services, such as special forces or combat 
arms personnel, whose functions are perceived as more noble 
because they are closer to the martial ideal of the traditional sol-
dier.43 In the aviation domain, this logic applies particularly to the 
pilot figure, which is associated with an image of authority largely 
cultivated in popular culture.44 As a result, these positions are 
often perceived to hold greater credibility in the military estab-
lishment to the detriment of branches seen as “less combative” 
and secondary, such as logistics or communications. There are 
practical implications of the cult of the warrior figure: for example, 
functions considered more prestigious are often guaranteed 
privileged access to certain positions or commands,45 potentially 
making certain career choices more attractive than others.

Cyber specialists, who are not typically perceived as “real 
warriors,” may be negatively impacted by the perpetuation 
of the cult of the warrior figure. These negative impacts can 
include being more confined to menial roles, slowly climbing the 
institutional hierarchy, and being less likely to obtain certain 
prestigious commands.46 Inevitably, this reality pushes many 
potential recruits towards other military functions or encour-
ages experienced cyber specialists to join the civilian sector 
(where there are considerable opportunities in this domain).47 
In the United States, the US Air Force remains the service whose 
organizational culture has historically proved most welcoming 
to cyber specialists, perhaps due to a long standing “vic-
tory-through-technology” institutional mindset.48 Yet, even in 
this seemingly successful case, the cyber-warrior status remains 
largely supplanted by the pilot as the ideal warrior figure. In a 
2019 study, the RAND Corporation found that fighter pilots, fol-
lowed by bomber pilots, remained by far the two most promising 
career paths for those wishing to climb the US Air Force hier-
archy among the US military services.49

If an air force aims to effectively deal with cyber threats in 
the future, then the status of cyber specialists needs to be ele-
vated and paired with greater incentives to encourage members 
to embrace this vocation. This may involve reforming established 
recruitment, training, and retention mechanisms, or as Nicholas 
Romanow terms it, the “Cyber Talent Management Triad.”50 
Romanow argues that although military leaders understand the 
importance of cyber operations, there is a shortage of personnel 
to fill associated roles, and this may be because of workforce 
competition with the private sector and a military culture that 
is not attractive to the cyber community. One way to rectify 
this problem is to invest in developing strong cyber leaders and 
drawing on the military’s established service culture.51 The US 
Air Force recently launched a program aimed at accelerating 
the commissioning of cyber specialists.52 With a view to revising 
the traditional military career pipeline, one of the aims of this 
program is to reward cyber-related skills (relative to other con-
ventional military experiences). Another is to make it easier for 
cyber professionals to attain a rank and pay that is comparable to 
related positions within the civilian sector. 

As authors such as Max Smeets have shown, developing a 
military’s cyber capabilities requires properly combining a wide 
range of skills and people—and this goes beyond strictly technical 
personnel.53 If human capital is important in maintaining the 
confidence of militaries in their technologies, and if human assets 
are deemed critical to the effective completion of the OODA loop 
process, then cyber personnel should feel encouraged and mean-
ingfully engaged in this endeavour. In this case, the training and 
education of cyber personnel could be expanded to include cyber 
specialists, leaders and generalists. The bottom line is that all mil-
itary personnel—particularly those in command positions—need to 
have the skills to understand their mission dependence on cyber-
space and play their role in addressing cyber mission risk.  

Conclusion

Maintaining confidence in digital technologies in the face of 
cyber threats must be paired with confidence in humans and 
their ability to work together. As we have shown, actively prac-
ticing cyber attack scenarios and developing contingency plans 
to deal with such situations help build and maintain confidence. 
Another approach is to focus on organizational structures with 
the aim of better integrating cyber specialists and establishing 
greater familiarity and synergy with other personnel. Shifts in 
organizational culture may also play an important role in confi-
dence-building by creating greater incentives for individuals to 
embrace cyber-related functions. 

In the recent defence policy update, the Department of 
National Defence details plans for implementing several techno-
logical innovations within NORAD, including in the domain of 
information and communication, stressing the need for command 
and control “to be digitalized to operate at machine speed.”54 
In this regard, Canada has begun adopting and integrating 
cloud-based command and control systems for Canada-based 
NORAD installations.55 Although these new technologies provide 
opportunities for increased information flow, data collection, and 
analysis for enhanced situational awareness, they must be con-
sidered as a part of a system—or embedded within the loop with 
humans. Another important aspect to consider is that NORAD is a 

Maintaining confidence in 
digital technologies in the face of 
cyber threats must be paired with 
confidence in humans and their 
ability to work together.” 
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Countries are fast developing and fielding Lethal Autonomous Weapons System (LAWS). These weapons are debated 
in academic, legal, and policy realms where many raise ethical objections due to a perceived “accountability gap.” 
Such a gap could hinder prosecution of war criminals, threaten the moral conduct of war, and reduce respect for 
the Law of Armed Conflict.1 Many focus on keeping LAWS under human control, but with no consensus on how this 
control is defined and how it can be exercised. The HEC, an increasingly popular view in contemporary cognitive 
science, provides a useful way to understand human control of LAWS. I first explore the ongoing LAWS debate and its 
failure to define human control. I then summarize the HEC and its application to human control of LAWS, looking at 
how humans interact with cognitive technologies generally, considering LAWS as cognitive artifacts, and comparing 
control of LAWS and human subordinates. I conclude that LAWS can extend cognition and be under human control 
even without immediate, conscious human intervention. Therefore, military processes such as training and issuing 
orders might allow commanders to exercise control of LAWS in ways that parallel control of human subordinates.

A sailor downloads data from a REMUS autonomous underwater vehicle for analysis while deployed on Operation OPEN SPIRIT with Fleet Dive Unit (Atlantic) 
in Lithuania, on May 14, 2025. 
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Vague Notions of Control 

Academics have debated the ethical implications of LAWS for over 
a decade. Surveying this debate, most of them take positions 
that are skeptical of LAWS, if not outright opposed to their use. A 
common concern is the lack of human accountability for LAWS.2 A 
minority of authors, such as Simpson and Muller, take a different 
view.3 They argue that responsibility rests with the commanders 
who armed and deployed the LAWS, and LAWS behaving unpredict-
ably does not preclude their use. The debate is not merely 
academic but leads to calls for bans or limitations on LAWS based 
on a lack of human control.4

Various non-governmental organizations have taken strong 
positions on LAWS. The International Committee for Robot 
Arms Control advocates that we must act against the “pressing 
dangers that [LAWS] pose to peace and international security 
and to civilians in war.”5 The International Committee of the 
Red Cross (ICRC) made a submission to a meeting of the High 
Contracting Parties and Signatories to the Convention on Certain 
Conventional Weapons (CCW) focused on human control of 
LAWS stating that “it is essential that States develop common 
understandings on the elements and criteria of human con-
trol.”6 Even organizations peripherally interested in LAWS such 
as the Institute of Electrical and Electronics Engineers (IEEE) 
recommend that measures be taken to “help ensure there is 
meaningful human control of weapons systems.”7 

States too have commented on the legal and ethical 
implications of LAWS, although stated positions may not be com-
prehensive nor aligned with actual state actions.8 Many of the 
articulated positions focus on human control of LAWS, but there 
is no consensus on what human control really means.9 The Chair 
of the Group of Governmental Experts proposed a working char-
acterization of LAWS in 2025, but the ensuing debate shows that 
the issue of human control remains unresolved. Some parties still 
sought the qualification of “human control” with phrases such as 
“contextappropriate” or “meaningful,” but there was no agree-
ment as “delegations reiterated their diverse positions shared 
during the [previous] exchanges.” 10 

Discussions of human control often reference a deci-
sion-action cycle or “loop.” Canada uses the “loop” terminology 
in official documents on LAWS, saying in the Canadian Army 
modernization strategy that “the requirement for a human in or 
on “the loop” will remain for any application of lethal force.”11 In 
2013, Human Rights Watch articulated the following definitions:
	• Human-in-the-Loop Weapons: Robots that can select targets 

and deliver force only with a human command; 
	• Human-on-the-Loop Weapons: Robots that can select 

targets and deliver force under the oversight of a human 
operator who can override the robots’ actions; and 

	• Human-out-of-the-Loop Weapons: Robots that are capable 
of selecting targets and delivering force without any 
human input or interaction.12

What constitutes “human command” or “oversight” in terms 
of time, space, and specificity? What about an autonomous 
weapon “commanded” to seek and destroy the largest target in 
a given area? Must human oversight be constant and real-time? 
Attempting to define human control by appealing to concepts such 
as “command” and “oversight” merely pushes the explanatory 
burden onto new terms. Some technical experts contend that 
the debate around LAWS remains “filled with a lack of technical 
literacy and emotional rhetoric.”13 Additionally, human oversight 
risks producing “automation bias” that Cummings argues can lead 
to new errors if human cognitive abilities are not considered.14 

The ill-defined notion of human control frustrates progress in 
legal and ethical debates over LAWS. The ICRC notes that “there is 
general agreement among States that human control—be it quali-
fied as ‘meaningful,’ ‘substantive,’ ‘appropriate,’ ‘sufficient’ or 
‘effective,’ or ‘appropriate levels of human judgement,’ or ‘human 
involvement’—must be retained over weapon systems and the 
use of force.”15 This proliferation of adjectives reveals a lack of 
consensus and clarity. Bode and Heulss make the point that “[m]
ultiple understandings of what meaningful human control implies 
present a complication.”16 Nations favourable to the development 
of LAWS thus question whether and how human control can be 
usefully defined, arguing that “it is doubtful whether criteria to 
determine a due level of ‘significance’ of human control over the 
machine could be developed.”17 Regulatory measures would seem 
impossible to implement based on a vague notion of control, let 
alone ones that can practically be applied in military operations.

To further complicate human control, LAWS can be autono-
mous in different ways and to different degrees.18 Retired U.S. 
Army officer Brian Cox proposes that we understand LAWS 
in terms of the degree of autonomy, what contribution that 
autonomy makes to their overall function, and their method of 
programming.19 Even in 2012, before many advancements in AI, 
the US DoD noted that “system autonomy is a continuum from 
complete human control of all decisions to situations where many 
functions are delegated to the computer. 20 A 2017 report explores 
definitions of autonomy and describes weapon autonomy in 
terms of the capability accomplished autonomously.21 They find 
that a variety of systems (air defence, active protection, loitering 
munitions, etc.) can be autonomous in a variety of functions 
(mobility, targeting, health management, etc.). 22 

It is useful, in light of the wide variety of LAWS, to focus my 
analysis on a particular type. Unpiloted aerial systems (UAS) or 
“drones” that are autonomous in the selection and prosecution 
of targets are the archetypal “killer robots” at the centre of LAWS 
debate. Discussion of such systems is not just hypothetical—a 
United Nations report indicates a possible first use of such LAWS 
in Libya in March 2020.23 Ukraine has used UASs extensively in 
their ongoing war with Russia.24 Some are carrying out attacks 
autonomously.25 It is this type of system, with this high degree 
of autonomy in targeting, that I will consider in exploring how 
human control of LAWS might be understood through the HEC. 
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The Hypothesis of Extended Cognition 
(HEC)

Cognitive science and the philosophy of cognition offer a useful 
way to understand meaningful human control of LAWS. Examining 
how LAWS might extend cognition intersects an existing body of 
thought about AI, cognitive artifacts, and the HEC. LAWS make 
for a particularly interesting and ethically charged example 
of extended cognition that seems yet unexplored. None of the 
extant LAWS literature considers LAWS through the HEC. Suchman 
and Weber make a tantalizing reference to Knorr-Cetina’s sem-
inal Epistemic Cultures, and its implications for subject/object 
relations,26 but go no further in exploring how LAWS and soldiers 
might be part of a cognitive system.27 This is the gap I attempt to 
resolve. Before looking at LAWS specifically, it will help to give an 
overview of the HEC.

The HEC has an intellectual heritage going back decades. 
Clark and Chalmers argue that the human mind can and does 
extend into the physical, material world.28 Their theory rests on 
functional parity between the roles of internal (neural) and exter-
nal processes in cognition. They argue against attempts to bound 
the human mind based purely on where a cognitive process takes 
place. An alternative argument for the extended mind claim is 
that our tools often complement, rather than mimic or replicate, 
the cognitive processes of the biological brain.29 Both arguments 
reach the same conclusion: that the mind resides not just in the 
brain. The physical machinery that realizes our cognitive pro-
cesses and, indeed, our minds, includes more than just our neural 
processes. Our minds can and do sometimes extend into the tools 
we use, our notebooks, telescopes, hammers, laptops and so on. 
Although the HEC remains controversial, it is gaining popularity in 
cognitive science. As Heersmink notes, “The paradigm shift from 
conceptualizing the mind as a purely internal affair to seeing it as 

embodied and shaped by and strongly connected to the environ-
ment is well under way.”30 I do not attempt to enter fully into the 
debate on the HEC; it is sufficient to have established that the 
HEC is a credible theory.

Under the HEC paradigm, LAWS could be understood as arti-
facts that can extend human cognition, or cognitive artifacts. 
Heersmink calls cognitive artifacts “human-made, material 
objects or structures that functionally contribute to performing a 
cognitive task.”31 Authors such as Sienknecht have considered the 
integration of cognitive artifacts into war where these artifacts 
provide inputs to biological cognitive processes (such as an AI 
system that analyzes enemy movements and recommends to a 
human commander a pre-emptive strike).32 A LAWS would instead 
extend biological cognition into action. If the mind extends into 
LAWS, as the HEC allows, perhaps this extension remains under 
human control.  

LAWS Extending Cognition 

LAWS, as cognitive artifacts, can take on some of the cognitive 
tasks required to effect the intentions of their designers and 
operators. To understand how, we need to consider intentions in 
more detail. Intentions can be hierarchical, existing at various 
levels of abstraction. A human commander might deploy LAWS 
with the more abstract, or higher order, intention to disrupt 
enemy communications. A LAWS could analyze enemy radio 
traffic, construct a representation of the enemy communications 
network, and locate and destroy key nodes in it. It might do this 
by targeting the radios themselves, re-broadcast antennas, or 
perhaps the fuel that supplies their generators. While operating 
autonomously in terms of the selection and prosecution of par-
ticular targets, such a LAWS is still effecting a human intention. 
LAWS merely allow humans to focus their conscious intentions 
and thought at a higher level of abstraction. This is exactly 
the kind of complementary delegation of cognitive tasks that 
Heersmink argues characterizes an extended cognitive system: 
“The human brain develops in an information-rich environment 
and has to learn how to complement its shortcomings by using 
the functionalities of artifacts to perform cognitive tasks in such 
a way that it does not waste expensive internal resources.”33 
Hernandez-Orallo and Vold speak of technologies that act as AI 
extenders, which exist “in a continuum between fully externalized 
systems, loosely coupled with humans, and fully internalized 
processes.”34 LAWS seem to fall on this spectrum, even without a 
human in or on “the loop.” 

An interesting property of advanced LAWS would be their 
transparency35 to the commander employing them. This lack of 
conscious awareness may even make a case for understanding 
LAWS as cognitive extenders. Heersmink comments: “The use of 
artifacts can be conceptualized along a spectrum of expertise. The 
first time we use an artifact, it requires a lot of conscious, cogni-
tive effort, but over time, we become better at using an artifact 

HMCS VILLE DE QUÉBEC’s CH-148 Cyclone, Avalanche, launches flares over 
the Atlantic Ocean while deployed on Op HORIZON, November 6, 2025.    

Photo: Sailor First Class Kyle Maguire, MARPAC Imaging Services, CFB Esquimalt   



T H E  H U M A N  E L E M E N T

C A N A D I A N  M I L I T A R Y  J O U R N A L  |  V o l .  2 6 ,  N o . 3  |  S u m m e r  2 0 2 6 75

and its use becomes more proceduralized.”36 Philosopher Michael 
Wheeler argues that such transparency can be an indication of 
cognitive extension, but also a cause for concern.37 If systems that 
extend our cognition become sufficiently transparent to us, we 
may no longer realize the ways in which their categorizations of 
the world do not match our own.38 Wheeler writes: 

“If a deep neural network application to which I am 
transparently coupled qualifies as part of my cognitive 
architecture and thus as part of me, then the classifi-
cations in question—classifications that unconsciously 
guide my behaviour—will be part of what I uncon-
sciously believe to be the case, and thus presumably 
will have the same status as my more familiar, inter-
nally realized unconscious beliefs.”39 

His objection is that these machines “may routinely classify 
the world in ways at potentially damaging epistemic variance 
with our technologically unaugmented practices.”40 This is espe-
cially concerning for LAWS employing AI that function as “black 
boxes” whose inner workings are unknowable to the user. He thus 
recommends that cognitive technologies be made deliberately 
non-transparent, similar to calls for keeping a human on the loop 
for LAWS. 

Concerns about cognitive technologies are not new. Socrates 
worried that writing, as a cognitive technology, acts outside of 
meaningful human control, claiming: “And once a thing is put in 
writing, the composition, whatever it may be, drifts all over the 
place, getting into the hands of not only those who understand it, 
but equally of those who have no business with it; it doesn’t know 
how to address the right people, and not to address the wrong.”41 
These words echo modern objections to LAWS interacting with the 
wrong people in unintended ways. If we accept that the intentions 
of an author are sufficiently embedded in a written composition 
that it does not need active human control as it propagates 
unsupervised into the world, there should be some parity in the 
degree and type of control we demand over LAWS. While the 
potential deadly effects of LAWS might limit direct comparison to 
civilian technology, LAWS are not the only technology whose fail-
ure poses a risk of death (i.e. bridges and automobiles).

The HEC, by allowing that the mind might extend into LAWS, 
calls into question any insistence that a biological brain must be 
“on the loop” for control. Increasingly, machine learning and AI 
will permit LAWS to effect not only a specific human intent, tak-
ing on a tiny share of cognition, but to effect a general or more 
abstracted human intent by taking on much more cognitive bur-
den. Thinking of control merely in terms of immediate and active 
involvement of a biological human brain ignores how we routinely 
extend cognition into physical artifacts without surrendering 
control. The ICRC argues that “a weapon system with autonomy 
in its critical functions prevents the human commander or opera-
tor from making the judgements required by IHL [international 

humanitarian law] [emphasis added].”42 The HEC allows, however, 
that the mind making these judgements extends into LAWS. Under 
the HEC, a military force could instantiate cognitive processes 
either in a biological human brain or the physical world, or some 
mix of the two. 

Whether a LAWS carries out human intent may be more 
important than whether it is under direct and immediate human 
supervision. The United States 2018 submission to the CCW 
advances that idea by stating the following: “The key issue for 
human-machine interaction in the development, deployment, and 
use of emerging technologies in the area of lethal autonomous 
weapons systems is ensuring that, when it is necessary to use 
force, such force is used to effectuate the intentions of com-
manders and operators.”43 Australia takes a similar view, stating 
that “the phrase ‘human control’ as used by some in the [Group of 
Governmental Experts] discussions does not adequately cover the 
plethora of practical controls or systems utilised by states and 
their militaries.”44 Rather than mandating a human on the loop, 
Australia instead articulates their own nine-stage system of con-
trol applicable to all weapons, human-operated and autonomous. 

Implications for Commanders

The autonomy of human subordinates does not entail that they 
are beyond the control of their commanders. Militaries do not 
require a commander on the loop watching a human subordinate 
and authorizing every specific action. James Kraska, of the US 
Naval War college, argues that there is no responsibility gap 
with LAWS, as commanders remain ultimately responsible for all 
the means of warfare that they employ in achievement of their 
military objectives.45 Granted, LAWS and human subordinates are 
not identical, with human subordinates having accountability and 
moral agency that LAWS do not.46 Despite that disparity, control 

A member of The Royal Canadian Dragoons participates in an urban village 
attack scenario as part of the Basic Tactical Aviation Course (BTAC) at CFB 
Petawawa on April 4, 2022.      

Photo: MCpl Laura Landry, Canadian Armed Forces   
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of human subordinates might still inform control of LAWS in at 
least two respects: orders and training.

Commanders give orders that direct the actions of their 
human subordinates. These orders can include both a task and 
a purpose. Orders typically refer to the higher commander’s 
intent, including contextual information that allows human sub-
ordinates to act in accordance with these intentions, even if the 
situation changes so drastically that their assigned task is no 
longer appropriate. A commander’s intentions can be effectuated 
in ways that are opaque to that commander without a loss of 
control. Even in modern, professional armies with advanced com-
munication, there are examples where subordinates have acted 
unexpectedly, with no oversight by superiors, to achieve a higher 
intention.47 Such military units are not considered out of control, 
so why should LAWS be? When appropriate, orders can contain a 
variety of formal constraints (rules of engagement, boundaries, 
timings, and reporting requirements) that could have direct 
analogies for LAWS. There is a growing body of literature that 
seeks to “assess the trustworthiness of humans and automated 
systems to decide whether to rely on a respective trustee to per-
form a certain task.”48 A human commander might have adequate 
instrumental trust in LAWS to apply a form of mission command 
and accept unpredicted actions that still achieve the intent. 

The analogy to training humans provides a way to look at 
human–LAWS interaction and control of LAWS employing AI or 
machine learning. LAWS using generative models are “trained” on 
a sample of inputs simulating what they might encounter in oper-
ations. This training would provide opportunities for confirmation 
and validation of LAWS very similar to what is done for (human) 
military units prior to deployment. Although Verbruggen argues 
that “there are no techniques in existence that can validate and 

verify AI, to ensure that the systems will function as specified 
and avoid unpredictable behaviour.”49 This understanding of 
validation, seeking full predictability, is much stricter than what 
is applied to human organizations. The Canadian Army (CA) 
defines confirmation as “an assessment of how well a tactical 
organization has mastered a particular [battle task standard].”50 
Validation serves to “verify that a [collective training] program 
has adequately prepared units or formations to perform the 
operational tasks to meet specified CA goals.”51 Both are a 
responsibility of commanders. 

A well-trained LAWS might be under control even if it 
operates outside of human conscious awareness and decision-
making similar to the unconscious human execution of drills. In 
certain military disciplines, reactions and behaviours requiring 
immediate response are drilled and trained to a point of near 
unconsciousness. With sufficient practice, this manipulation of a 
weapon for potentially lethal ends becomes almost transparent. 
Wheeler describes this as transparency of tool use, writing: 

“When we skillfully manipulate equipment in a hitch-
free manner, we have no conscious apprehension of 
the items of equipment in use as independent objects, 
that is, as something like identifiable bearers of deter-
minate states and properties. Thus, to use Heidegger’s 
most-quoted example, while engaged in trouble-free 
hammering, the skilled carpenter has no conscious rec-
ognition of the hammer, the nails, or the work-bench, in 
the way that one would if one stood back and thought 
about them.”52 

A weapon could be similar to the skilled carpenter’s ham-
mer. Being freed from the need to focus consciously on how to 
manipulate the weapon, the human consciousness can focus on 
more abstract cognitive tasks like what effect this manipulation 
aims to achieve (i.e. suppression of an enemy sniper). If the 
training of a human to respond unconsciously does not entail 
an abdication of meaningful control over lethal force, could the 
programming or training of an artificially intelligent LAWS also 
provide control, even if the LAWS operates outside human con-
scious awareness? Removed from individual decisions about the 
selection and prosecution of targets, a military commander is not 
divorced from the application of force, nor from responsibility, 
but rather is liberated to consider it at a higher level. 

Members of HMCS Charlottetown conduct a proficiency flight of the ships 
Sparrow Uncrewed Aerial System (UAS) during operational patrols in the 
Mediterranean Sea as Flagship of Standing NATO Maritime Group Two 
(SNMG2) while deployed on Operation REASSURANCE on July 8, 2024.    

Photo: Aviator Gregory Cole, Canadian Armed Forces Photo    
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