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For the Department of National Defence and Canadian Armed 
Forces (DND/CAF) and NATO, the central challenge is ensuring that 
AI adoption consistently strengthens interoperability, a core foun-
dation for effective joint operations. Allies face constant pressure 
from shortages of advanced semiconductors, shifting technology 
markets, rigid procurement processes, and differing AI rules 
and standards. These pressures make it even more important 
to reinforce interoperability. They impact how quickly allies can 
integrate new capabilities, how reliably systems communicate 
in the field, and how effectively AI-enabled tools support com-
manders during operations. The stakes are high, and with shared 
standards and resilient procurement strategies, AI can accelerate 
decision-making, deepen integration, and deliver a decisive edge 
in the battlespace.

NATO has declared AI a transformative capability, but realizing 
its full potential depends on secure NATO-standard cloud systems, 
seamless allied networks, and common data languages that let 
Canadian platforms connect directly with coalition systems. 
These foundations enable AI to compress decision cycles, produce 
clearer intelligence, and strengthen deterrence. Delivering this 
advantage requires common standards, joint testing and cer-
tification, and shared data architectures. AI’s operational value 
depends on preserving human judgment at critical moments, 
ensuring that commanders remain accountable for the use of 
force and that human oversight remains embedded across the 
decision cycle. By focusing on these enablers, DND/CAF and NATO 
can ensure that AI strengthens interoperability every day, turning 
technological progress into collective advantage. 

At the same time, several factors challenge allied operations. 
Volatile markets for chips, cloud capacity, and critical minerals 
strain readiness; persistent procurement friction slows the field-
ing of fast evolving AI capabilities; and emerging NATO standards 
and governance frameworks should mature to ensure trusted, 
interoperable systems. Together, these pressures shape Canada’s 
procurement posture and determine how effectively it can remain 
aligned with allies as AI accelerates the tempo of modern warfare. 

For Canada, a committed middle power and trusted voice in 
NATO, procurement and governance are front-line enablers of sec-
urity and will be essential to achieving the DND/CAF AI Strategy’s 
objective to become AI-enabled by 2030. When designed with 
interoperability in mind, they create the conditions for DND/
CAF to integrate seamlessly with allies, contribute distinctive 
strengths, and remain a credible partner in collective defence.  
By embedding modular procurement practices, championing open 
standards, and aligning governance frameworks with NATO prin-
ciples, DND/CAF can help ensure that new AI systems are trusted, 
agile, and rapidly deployable across the alliance. These choices 
turn AI into a true force multiplier, enhancing DND/CAF’s ability 
to contribute to deterrence, deepening allied collaboration, and 
safeguarding our relevance in tomorrow’s battlespace. 

Market Volatility and Readiness

The race to adopt AI in defence does not unfold in a vacuum. It is 
directly shaped by the volatility of global markets for the hard-
ware, infrastructure, and talent that make AI possible—without 
them, even the most ambitious defence strategies risk stalling. 

At the core of this challenge is the global chip supply chain. 
Training advanced AI models requires high-performance proces-
sors such as Nvidia’s H100, chips produced almost exclusively 
by a single company that controls more than 90 percent of 
the world’s leading-edge production.1 For allied militaries, this 
creates unequal access to computing power, which in turn risks 
fragmenting the pace at which nations can field interoperable 
AI-enabled capabilities. Exploding demand across civilian indus-
tries has driven up costs and strained availability.2 For militaries, 
delays in acquiring computing power translate directly into oper-
ational gaps. 

Cloud infrastructure is equally critical, since access to chips 
and cloud together determines whether a state can train, deploy, 
and scale AI systems. Data centres themselves have become 
national security assets, both indispensable and vulnerable to 
cyberattacks, insider threats and sabotage. Governments and 
industry are investing heavily to secure these facilities, recogniz-
ing that resilient computing ecosystems confer lasting advantages 
in domains such as cyber operations, autonomous systems, and 
space surveillance.3 Without secure and scalable cloud capacity, 
allies cannot train shared models, exchange operational data, or 
run AI-enabled tools across multinational missions.

Geopolitics further amplifies this volatility. Supply chains for 
critical minerals remain concentrated, and export restrictions 
have at times limited access to rare earths and other essential 
inputs. These disruptions drive up costs and delay infrastructure 
projects, underscoring the importance for DND/CAF and its allies 
to strengthen supply chain resilience, diversify sources, and 
invest in domestic and allied capacity to sustain long-term read-
iness.4 For Canada, which has limited domestic semiconductor 
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fabrication capacity, these disruptions pose a heightened risk 
compared to larger allies with more diversified industrial bases.

Within NATO, some members can buffer market shocks by 
sponsoring domestic semiconductor production, investing in 
AI start-ups, or stockpiling critical minerals.5 Others contribute 
by pooling resources, supporting multinational initiatives, or 
leveraging regional strengths.6 What matters is that these varied 
approaches reinforce one another, ensuring capability develop-
ment remains balanced and command-and-control integration 
is strengthened across the alliance. For Canada, the stakes are 
immediate. The country faces ongoing challenges in scaling 
secure cloud and AI infrastructure, has limited advanced hard-
ware manufacturing capacity, and relies on a small but steadily 
growing defence tech industry. As a middle power, it cannot 
rely on scale or spending alone but should secure its position 
through resilience and collaboration. While larger allies may 
absorb shocks through sheer investment, Canada should focus on 
resilience planning, stockpiling critical components, diversifying 
supply chains, and deepening allied compute partnerships. This 
effort is already underway. Since 2016, Canada has committed 
more than $4.4 billion to AI research and digital infrastructure, 
including the 2025 AI Sovereign Compute Strategy, which directs 
$2 billion toward building a sovereign cloud, expanding domestic 
computing capacity, and reducing reliance on foreign-owned plat-
forms.7 Canada also holds one of the world’s richest reserves of 
rare-earth elements—resources that, if managed responsibly, can 
support allied supply security well into the future.8

Advanced processors, resilient cloud infrastructure, and reli-
able supplies of critical minerals are as essential to defence as 
ships, aircraft, or satellites. They determine whether AI tools can 
function at scale and in coordination with allies. For Canada, this 
means using its middle-power leverage strategically—investing 
at home, collaborating abroad, and anticipating market cycles 
before they become crises. By reinforcing resilience in this way, 
DND/CAF can ensure that its AI adoption strengthens alliance 
cohesion and safeguards its role as a trusted and capable partner 
in NATO.

Procurement Friction 

Even when funding is available, procurement systems struggle to 
keep pace with AI’s rapid innovation cycle. Traditional defence pro-
curement was designed for ships and aircraft that take decades to 
develop, not for algorithms that can become obsolete in months. 
As a result, organizations may identify urgent needs but spend 
years moving from requirements-setting to contracts to delivery—
only to field systems that are outdated by the time they arrive.

The U.S. Department of Defense’s cloud modernization 
illustrates this vulnerability. First announced in 2017, the Joint 
Enterprise Defense Infrastructure (JEDI) aimed to consolidate 
cloud services under a single $10 billion contract with one 
company.9 Years of legal challenges followed, and by 2021 the 
contract was cancelled, obsolete before it was implemented. It 
was replaced in 2022 with the Joint Warfighter Cloud Capability 
(JWCC), a multi-vendor and more flexible model.10 The lesson was 
clear: fixed, single-vendor contracts risk locking militaries into 
rigid solutions that cannot keep pace with technological change.

The same pattern applies across other fast-evolving areas of 
AI. By the time a procurement process is completed, the models 
or sensors originally specified may already have been overtaken 
by more capable versions. In domains such as autonomous 
drones, cyber defence, and natural language processing, multi-
year acquisition cycles risk producing systems that are new for 
the warfighter but are already outmatched by new capabilities 
from adversaries that have faster acquisition cycles.11

Other states face fewer constraints. China’s centralized civil–
military fusion strategy moves AI rapidly from civilian research 
to military application, without public scrutiny or transparent 
competition. State-owned enterprises with direct ties to China’s 
People’s Liberation Army are awarded contracts, accelerating 
development in areas such as autonomous vehicles, electronic 
warfare, and automated target recognition.12 While DND/CAF and 
its allies rightly reject this approach on ethical and governance 
grounds, the pace at which adversaries can field AI highlights the 
urgency of modernizing procurement to remain competitive.

For DND/CAF, these dynamics translate into familiar but 
persistent challenges. Like many allies, procurement culture is 
risk-averse and layered with reviews and compliance checks that 
can extend timelines into decades.13 These systems were designed 
to manage accountability for major long-life platforms, but they 
do not align with the tempo of AI innovation. As a result, inte-
grating rapidly evolving capabilities at the same pace as partners 
experimenting with more agile approaches—and competitors able 
to field new systems quickly—can present ongoing challenges.

Agile procurement is vital not only to keep pace with AI 
innovation but also to ensure that every supplier complies with 
Defence cybersecurity standards. Legacy procurement operates 
through monolithic contracts that often deliver closed “black 
box” systems that accumulate technical debt over time: software 
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is hard to update, vulnerabilities linger, and opaque subcontract-
ing chains obscure supply-chain risk. By contrast, modular and 
open architectures enable continuous patching, component-level 
upgrades, and greater transparency in supplier evaluation. Rather 
than concentrating risk within a single proprietary ecosystem, 
these architectures distribute and manage it across interoperable 
components. In this way, agile procurement strengthens resili-
ence, ensures that all suppliers prioritize open-source solutions, 
and operate to the same cybersecurity baseline required by 
Defence. DND/CAF is actively supporting evolving procurement 
processes so that AI can be integrated at the speed required for 
modern operations. This involves testing more agile approaches 
and creating pathways for rapid prototyping and iteration so that 
new capabilities remain relevant over time, can be updated as 
technology advances, and are designed to interoperate with allied 
systems from the outset.

There are promising paths forward. DND/CAF has also begun 
experimenting through Innovation for Defence Excellence and 
Security (IDEaS), which uses contests, test drives, and sandboxes 
to accelerate innovation.14 These tools allow new ideas to be 
tested quickly and at low cost, without locking the CAF into long-
term commitments before technologies have proven their value. 

Some experts also point to flexible contracting mechanisms like 
the Other Transaction Authorities (OTAs) used by the U.S. Defence 
Innovation Unit, which enable rapid prototyping and bypass many 
of the bureaucratic hurdles of traditional procurement.15

Agile contracts and pilot projects should be tied directly to 
common data architectures, modular certification, and NATO 
assurance frameworks. In this way, procurement becomes a foun-
dation for cohesion, ensuring that new AI capabilities are not only 
delivered faster but also fielded in ways that strengthen alliance 
trust and interoperability.

NATO Standards and Cohesion 

NATO’s advantage rests on interoperability, on the ability of allies to 
share data, trust each other’s systems, and fight as one. In practice, 
this requires more than compatible equipment alone: it depends 
on shared rules, standards, and governance frameworks that give 
every member confidence in how AI systems are designed, tested, 
and deployed. As allies pursue different approaches to regulation, 
the alliance has made standard-setting a priority.

One example of this emerging work is the concept of an AI 
Exchange under discussion within certain NATO countries. The 

A Royal Canadian Navy member on aboard HMCS HARRY DEWOLF operates the radar system to monitor the ship’s surroundings as it approaches the port 
of Montego Bay, Jamaica during Operation CARIBBE, December 1, 2021.

Photo: Canadian Armed Forces Photo      



T H E  C A N A D I A N  A R M E D  F O R C E S  M O D E R N I Z A T I O N

C A N A D I A N  M I L I T A R Y  J O U R N A L  |  V o l .  2 6 ,  N o . 3  |  S u m m e r  2 0 2 6 43

idea is to develop a shared mechanism for testing and validating 
AI systems against agreed alliance principles. If developed, the 
passport would function much like a security clearance for tech-
nology; once a system is certified by one ally, others could adopt 
it without duplicating the process. This reduces costs and delays, 
while also giving militaries assurance that AI-enabled tools meet 
NATO’s requirements for safety, accountability, and reliability.

For DND/CAF, the value of this initiative is twofold. First, it 
offers a way to avoid duplicating certification, ensuring Canadian-
developed technologies are ready for allied use the moment 
they are fielded. Second, it provides DND/CAF with a chance to 
shape the framework itself, contributing lessons from its own 
experience in responsible AI. Having already helped advance 
global norms through the OECD, the G7 Hiroshima Process, and 
the Responsible AI in the Military Domain Summit, DND/CAF is 
well-positioned to translate that experience into NATO’s oper-
ational context. Aligning procurement processes with this kind 
of mechanism would ensure that Canadian systems—whether 
cloud-based command tools or AI-enabled surveillance plat-
forms—integrate smoothly with those of allies.

More broadly, the AI Exchange demonstrates how NATO can 
transform national differences into collective strength. Member 
states may legislate or regulate AI in different ways, but the 
passport would create a common language of trust. It reflects the 
alliance’s ability to coordinate without erasing national sover-
eignty, ensuring that innovation in one country can become a 
capability for all.

The AI Exchange offers middle powers like Canada a prac-
tical way to avoid being locked into systems that do not align 
defence priorities, while reducing the risk of procuring sovereign 
solutions that cannot be interoperable with allies. For example, 
sovereign AI-enabled ISR, logistics, or decision support tools may 
struggle to be integrated with systems when assurance stan-
dards diverge. By providing a shared assurance standard, the AI 
Exchange maintains flexibility for middle powers to agree upon 
technical safeguards and prevents larger states from setting 
standards through scale alone. This work is especially timely 
because allies are advancing distinct governance models. The 
European Union’s AI Act is the most ambitious, creating a com-
prehensive risk-based framework that applies to nearly all uses 
of AI.16 It imposes strict requirements on high-risk systems such 
as biometric identification, critical infrastructure, and health-
care—and while it exempts military uses, it still shapes dual-use 
technologies that often cross into the defence sphere.17 For NATO, 
this means that Europe’s regulatory environment will strongly 
influence how companies develop AI and how those systems can 
be shared across borders.

The United States has taken a different path, preferring 
sector-specific guidance and principle-based frameworks over 
a single law. The White House AI Bill of Rights and the U.S. 
National Institute of Standards and Technology’s (NIST) AI Risk 
Management Framework are prominent examples, alongside 

executive orders, directing agencies to safeguard innovation 
while protecting rights.18 This approach encourages private-sec-
tor leadership and rapid scaling, but because it is decentralized, 
additional NATO assurance mechanisms are often needed before 
U.S. systems can be fully trusted in allied operations.

Canada’s trajectory has been more complicated. The Artificial 
Intelligence and Data Act (AIDA), introduced in 2022, was intended 
to establish a national framework for regulating AI according 
to risk. Inspired partly by the EU model but designed with U.S.-
style flexibility, it sought to balance oversight with innovation. 
However, with the prorogation of Parliament in January 2025, 
AIDA died on the Order Paper, leaving Canada without a dedicated 
AI law.19 Even so, the experience sharpened national debates and 
clarified future directions. Canada continues to apply existing 
human rights, privacy, and consumer protection laws, while build-
ing credibility through its DND/CAF AI Strategy, AI Strategy for the 
Federal Public Service, and contributions to NATO discussions.

These diverging approaches underscore why mechanisms like 
the AI Nexus are essential. Without them, some dual-use technol-
ogies developed under commercial standards may not align with 
NATO testing and evaluation requirements, creating potential for 
security gaps that could complicate deployment if imported to 
another country. With the EU advancing strict legal frameworks, 
the U.S. relying on sectoral guidance, and Canada recalibrating 
after AIDA, NATO needs common certification to bridge these 
models. For Canada, this is an opportunity to act as a bridge, 
helping align transatlantic practices in ways that are operation-
ally effective yet still reflect democratic oversight.

At first glance, these governance differences may seem 
technical. In reality, they shape whether allies can trust and use 
each other’s AI systems. A dual-use application such as a drone 
navigation algorithm might be fully legal in one jurisdiction but 
face restrictions in another due to certification conflicts. Data 
localization laws could limit cross-border model training, and 
differing interpretations of “responsible AI” could complicate 
shared assurance mechanisms. These vulnerabilities may create 
supply chain delays, slow system upgrades and model retraining 
across allied systems, and ultimately undermine trust.  Practical 
mechanisms are therefore indispensable to ensure systems inter-
operate across borders and contexts.

NATO has already taken steps in this direction. Its AI 
Strategy (2021, updated in 2024) sets out five guiding principles: 
lawfulness, responsibility, reliability, governability, and bias 
mitigation.20 While not legally binding, these principles provide 
a baseline of shared expectations. To move from principle to 
practice, NATO has launched mechanisms such as the Data and 
Artificial Intelligence Review Board (DARB), which brings together 
governments, industry, and academia to shape standards for 
testing, validation, and certification, and the Defence Innovation 
Accelerator for the North Atlantic (DIANA), which runs joint trials 
at test centres across Europe and North America.21 Together, 
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these initiatives demonstrate the alliance’s commitment to build-
ing trust and ensuring interoperability at scale.

For Canada, the task is to contribute actively to this trans-
lation of principle into practice. This means aligning domestic 
implementation of NATO’s AI principles while navigating a bal-
anced path between the EU’s risk-based regulatory model and 
the United States’ sector-specific approach, enabling adaptive 
certification across jurisdictions. A modular, shared governance 
framework would facilitate cross-border AI deployment through 
open architectures and reinforce operational trust among allies. 
By shaping certification frameworks, embedding interoperability 
into procurement, and ensuring that governance mechanisms 
advance trust as well as speed, DND/CAF can help NATO preserve 
its most decisive advantage: the ability to act collectively, with 
confidence, and at pace.

Governance as an Enabler

Governance is often described as a brake on innovation, but in 
practice it is what makes innovation usable, reliable, and trusted 
at scale across an alliance. For NATO, governance functions less 
like a stoplight and more like a navigation system: it does not slow 
progress, it ensures that members move in the same direction and 
arrive together. This becomes visible in exercises such as Steadfast 
Duel, where AI-enabled tools were integrated into multinational 
command-and-control structures and tested against shared doc-
trines, responsible AI principles, and interoperability standards 
before adoption.22 It is the engine that ensures AI adoption is not 
only rapid but also responsible, interoperable, and enduring. 

If Canadian, American, or European personnel are to rely on 
AI-enabled tools in combined operations, they should know that 
the underlying data, algorithms, and safeguards meet agreed 
standards. Without that assurance, hesitation could creep into 
the decision cycle.23 With it, commanders can act decisively, 
knowing that an AI-generated course of action or intelligence 
product from one ally can be trusted by all. Common approaches 
to testing, validation, and certification make this possible, turning 
national capabilities into collective strength.

In practice, NATO operationalizes governance by developing 
joint doctrines, shared technical standards, and coordinated test-
ing environments. Standardization agreements establish common 
data-exchange and interface requirements, while Allied joint pub-
lications integrate emerging technologies into shared operational 
concepts. On the AI front, mechanisms such as DARB and DIANA 
aim to give nations shared assurance that AI tools meet NATO’s 
principles for reliability and safety. The task now is to deepen 
and expand these efforts, broadening certification to cover more 
use cases, linking test centres more directly to operational com-
mands, and ensuring that lessons learned from trials are rapidly 
integrated back into procurement.

Beyond NATO, the Five Eyes intelligence community, including 
Canada through the Communications Security Establishment 
(CSE), reinforces these efforts. By issuing joint technical advis-
ories on safe AI deployment and cyber defence, they provide 
common guidance on issues like system hardening, data integrity, 
and risk mitigation.24 This coordination helps ensure that allied 
militaries face the same threats with consistent defensive meas-
ures, whether against data poisoning, adversarial manipulation, 
or cyber intrusion. Taken together, these initiatives show how 
governance can be operationalized, not as high-level statements, 
but as concrete mechanisms that build trust and ensure AI sys-
tems are deployable across borders.

Canada has a unique role to play in strengthening these 
initiatives. The Directive on Automated Decision-Making and the 
DND/CAF AI Strategy already embed values such as lawfulness, 
transparency, and accountability.25 By linking these domestic 
frameworks to NATO certification and testing processes, Canada 
can demonstrate how principles enshrined at the national level 
can directly reinforce alliance interoperability. This dual anchor-
ing ensures Canadian systems are interoperable from the start 
and provides a model other middle powers can follow.

Governance should also be agile.  NATO’s principles should 
be applied through modular certification, sandbox environments, 
and iterative testing processes that evolve alongside the tech-
nology.26 A modular approach means a system does not need to 
be re-certified in its entirety every time a component is updated, 
saving time while preserving trust. Sandboxes allow experimen-
tation in controlled environments, giving innovators space to 
push boundaries while ensuring safety. Iterative testing ensures 
that once systems are fielded, they remain trustworthy under 
real-world conditions. This approach allows allies to field new AI 
capabilities quickly, while still maintaining the shared assurance 
that underpins interoperability.

Operationalizing governance also requires confronting con-
crete supply-chain and cyber threats. AI-enabled defence systems 
face risks ranging from firmware tampering, hardware backdoors, 
and third-party software vulnerabilities to adversarial machine 
learning techniques such as poisoned training data and evasion 
attacks, as well as emerging quantum decryption risks. Left 
unmanaged, these vulnerabilities can erode trust and undermine 
interoperability across allied networks. 

Mitigating them demands embedded supply chain manage-
ment safeguards: zero-trust principles that continuously verify 
users and devices; persistent monitoring through anomaly detec-
tion; shared cyber threat intelligence among allies; and regular 
red-teaming and joint certification under NATO assurance frame-
works. Practical safeguards such as mitigating prompt injection, 
sanitizing inputs, restricting high-risks tools, and filtering outputs 
to reduce the likelihood of AI misuse can reduce AI system com-
promise.27 By integrating these measures into procurement and 
certification processes, DND/CAF can ensure that AI-enabled 
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systems remain secure, resilient, and trusted across the alliance. 
In short, governance is not a constraint but a force multiplier. It 
transforms AI from a collection of national projects into a shared 
capability, allowing NATO to move fast together rather than each 
member advancing in isolation. For DND/CAF, championing gov-
ernance as an enabler ensures that investments in AI are not only 
responsible but also interoperable, strategically relevant, and 
firmly embedded in the trust that defines the alliance.

What Does this Mean for the Canadian 
Procurement Posture?

The DND/CAF AI Strategy sets a bold ambition to be an AI-enabled 
force by 2030, using “ethical, inclusive, and trusted AI for inter-
operability and advantage in the battlespace.”28 Achieving this 
goal requires more than strategy documents. It demands a 
cultural and structural shift. Procurement should be treated as a 
central enabler of interoperability from the very beginning, not 
as an afterthought. Every acquisition decision needs to guarantee 
that Canadian systems connect seamlessly with allied platforms 
and remain adaptable as technology evolves. 

Meeting that challenge calls for a shift from traditional, rigid 
models of procurement toward approaches that are modular, 
agile, and talent-driven. Modularity ensures that capabilities 
can be refreshed without being replaced. Instead of locking into 
closed, single-vendor systems that age quickly, the CAF should 
prioritize open architectures that allow incremental upgrades as 
new algorithms, sensors, and communications tools emerge. This 
mirrors the shift in many allied militaries toward plug-and-play 
systems that reduce dependence on one supplier and maximize 
flexibility. Agile, life-cycle integration is equally essential. AI sys-
tems are never static; they learn, drift, and should be retrained. 
Procurement should reflect this reality by adopting iterative 
testing, flexible requirements, and continuous dialogue with sup-
pliers.29 Rather than waiting years for a capability to be delivered, 
the CAF can use rolling upgrades to keep systems aligned with 
the pace of innovation. For example, the UK’s integrated procure-
ment model commits to fielding a minimum deployable capability 
quickly and then iteratively improving it over time, shortening 
timelines for digital systems while embedding continuous 
upgrades throughout the acquisition lifecycle.30

People are as important as platforms. Governance frame-
works only succeed when personnel are able to apply them. 
Canada faces a shortage of AI, cybersecurity, and data specialists, 
limiting the speed at which DND/CAF can deploy and assess AI 
systems. Competition with the private sector makes it difficult to 
recruit and retain technical personnel. 

To mitigate these factors, the CAF needs to invest in career 
tracks for AI specialists and data scientists, develop a technical 
reserve corps to surge expertise into short-term projects, and 
equip operators with practical skills. This means building training 
pipelines that combine technical knowledge with the military 

context—for example, integrating AI modules into officer and 
non-commissioned officer professional development, estab-
lishing partnerships with Canadian AI institutes, and offering 
secondments where military personnel rotate through industry 
and academic labs.31 These exchanges would strengthen skills 
while embedding a culture of collaboration. Training should also 
cover practical application, responsible uses, and how to address 
cybersecurity risks, including access control of AI systems. From 
managing data pipelines to prompting large language models, 
operators need confidence that AI tools save time and sharpen 
decision-making rather than add complexity.32 Building trust 
between humans and machines will be just as important as the 
technical performance of the systems themselves.

Finally, procurement choices should reinforce DND/CAF’s 
resilience and allied cohesion. Short-term savings on low-cost 
technologies that cannot be integrated or trusted may appear 
attractive, but they ultimately undermine sovereignty and inter-
operability.33 This lesson applies not only to hardware but to 
software models as well. Closed or opaque systems developed 
by non-allied suppliers can introduce hidden vulnerabilities or 
restrict DND/CAF’s ability to update and certify tools. Prioritizing 
Canadian and allied sources of hardware and software, supported 
by open standards and transparent development practices, helps 
ensure both security and interoperability. It also strengthens 
Canada’s defence-industrial base, giving domestic firms a clearer 
role in NATO supply chains.

DND/CAF’s role is not simply to buy equipment faster, but to 
shape the market around the principles of openness, resilience, 
and trust. By joining joint procurement initiatives with allies, 
pooling demand for secure cloud infrastructure, and leveraging 
its natural advantage in rare-earth elements, DND/CAF can 
amplify its influence far beyond what its budget size might 
suggest. In this way, procurement becomes a tool of strategy as 
much as of logistics—aligning domestic industry, allied standards, 
and operational needs in one coherent framework.

Taken together, these steps will allow DND/CAF to balance 
fiscal discipline with the need for speed and trust. They will 
also ensure that the CAF can integrate AI into new platforms, 
such as the F-35, River-class destroyers, and NORAD moderniz-
ation systems, in ways that are adaptable, resilient, and fully 
interoperable. Procurement, in this context, is no longer just 
about acquiring material. It is about embedding interoperability, 
resilience, and strategic relevance into every decision. By doing 
so, DND/CAF not only strengthens its national defence but also 
reinforces NATO’s ability to act collectively, ensuring that its voice 
as a trusted partner remains strong in the alliance.

Conclusion

AI adoption will shape the future of defence, and its success will 
depend on how well allies move together. For NATO and DND/CAF, 
the opportunity is not simply to acquire new technologies, but to 
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