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The Department of National Defence (DND) and the Canadian Armed Forces (CAF) operate in an information  
environment where the first casualty of crisis is certainty. 

Members of the Canadian Armed Forces Talon Company conduct Reconnaissance (Recce) during Exercise Wolverine Shield/Strike at Camp Adazi, Latvia, 
March 7, 2023.
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For example, in a North American Aerospace Defense Command 
(NORAD) aerospace incident, while forces track and respond to 
an unidentified aircraft, commanders and public affairs teams 
may also face a parallel hazard—AI-generated manipulated audio, 
video, and text, arriving at machine speed.1 

What once demanded studios, budgets, and weeks, can now be 
produced in minutes with widely available AI services and editing 
apps, and can quickly reach the public.

This operational reality points to a different kind of challenge 
based on trust. Generative artificial intelligence accelerates the 
manufacture of persuasive but false content, altering what people 
believe in the first moments of an incident, complicating crisis 
response at the most dangerous time. When trust slips, orders 
take longer to issue and follow, coordination slows, and the risk 
of serious consequences rises.

Against this backdrop, Canada faces the same pressures 
across multiple mission sets. We operate with allies abroad, where 
close coordination of messages and decisions is critical to main-
taining unity of effort in coalition operations. At home, the DND/
CAF supports Canadians in moments of crisis—wildfires, floods, 
search and rescue—often under intense scrutiny, where communi-
cation must be fast, accurate, and trusted. 

In the North, vast distance, harsh weather and modest infra-
structure shape how information moves and how communities 
experience danger. In every one of these settings, the ability to 
authenticate an official signal, to reassure calmly in the face of 
misleading claims, and to stay ahead in the information fight is 
essential to mission success.

The argument is straightforward. Canada, together with 
its allies, can effectively compete with adversaries in terms of 
technical sophistication and computational power and even 
outperform them in select emerging technologies thanks to its 
highly skilled and multicultural workforce and its collaborative 
approach to working with allies. What matters is proving that 
our signals are ours, verifying new information before we act on 
it, and addressing the public early when we encounter mis- and 
disinformation. By making these habits standard across policy, 
training, procurement, and leadership, the DND/CAF sustains its 
credibility and operational tempo against state actors, proxy 
groups, and opportunistic individuals who seek to exploit infor-
mation chaos for strategic advantage.

We do not need to out-code adversaries; however, it is impera-
tive that we be able to prove that our signals are ours, to verify 
new information before we act on it, and to address the public 
early when we encounter mis- and disinformation. 

The New Conditions of Deception

Generative systems learn from large collections of text, images 
and audio, then produce new material that fits those patterns. 
They do not reason like people.2 Because they are built to mimic 
style rather than check facts, they can produce fluent content 

that looks and sounds right even when it is wrong. When that out-
put carries familiar cues such as a known voice, official phrasing 
or a realistic image, people are inclined to treat it as credible. 

Canadian defence operations now contend with adversaries 
who can generate convincing imitations of official content in 
minutes, not weeks.3 A fabricated article, an altered image, or a 
cloned voice can be produced quickly and pushed across multiple 
platforms at a negligible cost. 

For Defence practitioners, these changes introduce three 
reinforcing pressures:
	• Speed. Adversaries can inject manipulated material into 

the information environment while events are still 
unfolding. A forged audio clip of an evacuation order can 
spread across social media before provincial authorities 
have even had time to draft the real message.4 In an 
operational setting, a fabricated command fragment can 
reach a unit before headquarters has confirmed the actual 
order. Speed is the adversary’s advantage, because even a 
short hesitation can interrupt tempo and sow doubt.

	• Cost. Generative tools are widely available, user-friendly, 
and inexpensive. What once demanded professional editing 
suites and trained operators can now be achieved with a 
laptop and a few dollars’ worth of subscription software. 
This means that hostile states, proxy groups, or even lone 
actors can all play at scale. Defence therefore faces not 
only state-sponsored disinformation but also opportunistic 
interference from actors with little to lose.5

	• Precision. Adversaries can test and refine messages in 
near real time, adapting to what gains traction in specific 
audiences. A manipulated clip that fails to resonate with 
one community can be quickly re-framed and re-released 
to another.6 This iterative precision allows adversaries to 
tailor content not just by language or region, but by 
exploiting the specific narratives or fears of targeted 
groups, including military families, diaspora communities, 
or allied partners.

For the DND/CAF, the consequence is an operational environ-
ment where uncertainty can be manufactured faster, cheaper, and 
more accurately than ever before. An order delayed, a message 
clouded by doubt, or an instruction competing with a convincing 
imitation all erode trust. Adversaries no longer need to deceive 

Generative artificial 
intelligence accelerates the 
manufacture of persuasive but 
false content.” 



58

everyone; they merely need to create hesitation in enough peo-
ple, at enough key moments, to disrupt coordination.

To counter this, authentication must become a routine feature 
of military communications, reinforced by training and leadership 
until it is second nature. Authentication here refers to verifying 
the origin and integrity of a message within the chain of com-
mand. The broader perception of authenticity—how audiences 
assign trust to official communications—remains critical but is 
distinct from technical safeguards.

When authentication is habitual, whether in confirming orders 
within the chain of command, embedding markers in public 
updates, or rehearsing verification in exercises, tempo and cred-
ibility stay with the institution rather than with those who seek to 
disrupt it.7 In this way, it is not simply a communications practice 
but a form of operational security—it protects speed, safeguards 
unity, and preserves decision advantage.

Truth Under Pressure in a Democracy

The same dynamics that complicate operational decision-making 
do not stop at the tactical level. They reach into the broader 
environment where the DND/CAF must explain decisions to 
Canadians, uphold accountability before Parliament, and coordin-
ate with allies. When synthetic material blurs what is real, the 
consequences go well beyond a temporary disruption in the field. 
It corrodes public confidence in the institutions that protect 
Canadians.8 It weakens the credibility of leaders when their words 
and actions can be plausibly dismissed as fabrications. And it 
injects friction into allied cooperation, where even fleeting doubt 
can slow collective decisions or distort perceptions of Canada’s 
reliability. In this sense, synthetic manipulation is not simply a 
battlefield nuisance but a strategic threat that targets the very 
foundations of trust that democratic defence requires.9

Generative systems complicate trust by producing convincing 
imitations of official material. The deeper problem is that once 
the public knows such forgeries exist, genuine records can also 
be doubted. A video that actually shows misconduct, a document 
that really records a breach, or an audio clip that captures an 
ill-judged remark can all be dismissed as fabrications. This is 
what scholars call the “liar’s dividend—the ability of bad actors 

to escape accountability by claiming that authentic evidence has 
been manipulated”.10 

Addressing this challenge requires more than technical veri-
fication. Institutions must build resilience through consistent 
communication practices, transparent correction of errors, and 
public education about what authentic updates look like and 
through which channels they will appear. When the DND/CAF 
openly and promptly corrects errors and explains processes, it 
shows that credibility comes from transparency and account-
ability, not from projecting a false image of perfection. When it 
explains in advance how official communications will be marked 
and distributed, it equips Canadians to recognize imposters. 
These practices do not eliminate the liar’s dividend entirely; 
they help reduce its impact by making authenticity a consistent 
expectation rather than an afterthought.

Canada’s Distinct Information  
Environment

The challenge of generative systems is more than a technical 
issue. It is a question of trust that affects how we operate in con-
texts that are uniquely Canadian.

Defence faces these pressures in ways shaped by our geog-
raphy and our institutions. As a result of Canada’s geography, we 
have to contend with large distances, harsh weather, and limited 
infrastructure, especially in the North. Institutions add their own 
complexity, as Canada is a federation where responsibilities are 
shared across levels of government, where Indigenous leadership 
holds recognized authority, and where continental defence is 
conducted through binational arrangements like NORAD. These 
features shape how information moves, who speaks with author-
ity, and how trust is earned. 

Unlike more centralized states, Canada’s layered system of 
governance means that no single institution controls the nar-
rative in a crisis. A wildfire evacuation order may come from a 
municipality, be reinforced by a province, and receive support 
from the Canadian Armed Forces. In these conditions, clarity 
is essential because adversaries can exploit even small gaps 
between jurisdictions to inject doubt. 

Domestic crises reveal how pressures multiply when larger 
populations and multiple jurisdictions are involved. Wildfires, 
floods, and public health emergencies require responses that 
cross municipal, provincial, territorial, and federal boundaries. In 
these moments, a false alert that looks official or a rescindment 
of an evacuation order can spread rapidly across social media.11 
Even a few minutes of hesitation can make evacuation routes 
more dangerous or emergency services harder to coordinate.

Domestic crises also expose the fragility of the systems 
Canadians rely on. Wildfires can damage cell towers, floods can 
cut power, and surges in demand can overwhelm local networks. 
For the DND/CAF, supporting civil authorities means preparing 
for both physical disruption and the possibility of synthetic 
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interference arriving at the same time. In Canada’s North, con-
ditions for communication are different and the consequences 
of confusion can be immediate. Towns are small, close-knit, and 
often distant from large centres. Infrastructure is modest, and 
communications can be disrupted by weather, geography, or lim-
ited bandwidth.12

In many communities, word-of-mouth, local radio, and com-
munity Facebook pages are still go-to communication channels.13 
That closeness is a strength, but it also makes northern com-
munities vulnerable. Rumours spread quickly because people 
care deeply for one another and act fast when they believe 
neighbours may be at risk. A fabricated message about a missing 
person, a hazardous spill, or an evacuation order can travel 
at the speed of conversation, long before an official update is 
noticed or believed.

For the DND/CAF, this means credibility in the North cannot 
rest only on technical fixes. It depends on human relationships 
that are built long before an emergency. Indigenous elders, local 
broadcasters, and community leaders often carry more authority 
in practice than distant officials.14 When the DND/CAF works with 
these actors to model authentic communication and demon-
strates it during routine patrols, training exercises, and seasonal 
operations, it invests in a network of trust that is uniquely 
Canadian. These networks do not just pass along information, 
they translate it into the cultural and linguistic context of the 
community, making it both recognizable and actionable.15

The strength of this approach comes not just from visual 
cues like logos or branding—which can be copied—but from 
the trusted individuals who share information with established 
credibility and who are well-regarded. This includes trusted 
knowledge bearers who may have specialized knowledge and 
best understand how to reach the greatest number of individuals 
in their respective communities. 

When residents know what an official message looks like 
and where it will appear, and when they have seen that practice 
tested in calmer conditions, they are more likely to disregard 
screenshots or forwarded messages. For the DND/CAF, this is not 
only a matter of communication technique, it’s about respect for 
northern communities, recognition of Indigenous leadership, and 
partnership with local organizations that hold trust beyond what 
federal authorities can achieve on their own.

The North American and Allied Lens

In binational aerospace defence, the ability to issue trusted 
updates in near real time is integral. When a balloon or aircraft, 
for example, attracts public interest, Canadians and Americans 
will look for immediate reassurance. 

NORAD rests on the premise that Canada and the United 
States respond as one, and that confidence in that unity is visible 
to citizens, political leaders, and adversaries alike. Timely, cred-
ible communication is therefore not an accessory to continental 
defence, it is one of its systems.16 Just as radar networks provide 
a shared view of the skies, consistent and authoritative updates 
provide a shared view of events. 

The same logic applies to Canada’s broader alliances. 
Coalition exercises and deployments are particularly vulnerable 
because they demand high levels of trust and synchronization 
among diverse partners. Adversaries understand this.17 A single 
synthetic provocation, a forged after-action report suggesting a 
capability failure, a fabricated image implying misconduct, or a 
falsified message hinting at disunity among commanders, can be 
timed to coincide with a critical decision point. Even if debunked 
within hours, such incidents consume valuable bandwidth, delay 
coordination, and erode confidence within the coalition.

These disruptions rarely break alliances outright, but their 
cumulative effect narrows the margin for error and makes col-
lective action harder. Differences in national priorities are natural 
within coalitions, but synthetic manipulation weaponizes those 
differences, magnifying suspicion and slowing unity of effort.18

When Canada and the United States employ recognizable 
methods of authentication—consistent visual markers on updates, 
cryptographic signatures embedded in imagery and video, and 
habitual use of official channels—the public learns what to look 
for and journalists can report with greater confidence under pres-
sure.19 In this way, authentication becomes not only a safeguard 
against confusion but a strategic asset that underpins the cred-
ibility of continental defence.

For Canada, credibility in allied operations depends not only 
on the professional conduct of our forces but also on the speed 
and clarity with which that conduct is represented to partners 
and the public alike. Authentication in this sense becomes opera-
tional currency; it buys tempo, steadies confidence, and denies 
adversaries the space to turn doubt into delay. Whether in contin-
ental defence, northern communities, or international operations, 

A Flight Engineer with 440 Transport Squadron based in Yellowknife, 
Northwest Territories, helps ground guide the CC-138 Twin Otter aircraft 
for landing at Tuktoyaktuk Airport as part of Operation NANOOK-
NUNALIVUT on March 3, 2026.

Photo: Corporal Borden Webb-Brown, Imagery Technician, 14 Wing Greenwood        
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the CAF requires habits of disciplined communication that are 
routine long before a crisis begins.

Public Affairs and the Canadian Voice  
of Credibility

The habits of verification that protect the chain of command must 
also extend to how the DND/CAF speaks to the public. Culture is 
expressed in the tone, timing, and clarity of how we communicate. 
Public Affairs therefore begins well before a crisis. If the DND/
CAF explains in plain language that convincing fakes are now part 
of the information environment, demonstrates how authentic 
updates will appear, and makes a habit of steady communication 
when the stakes are low, the public learns what to expect when 
the stakes are high.20 In a crisis, Canadians respond best to clarity 
about process: what steps are being taken to verify, when the 
next update will arrive, and how to avoid spreading harm while 
the facts are gathered.21

Canada’s public voice must also reflect who we are. Canadians 
value fairness and straightforward speech. A short video from a 
commanding officer, posted quickly on an official channel, car-
ries moral weight because it is both personal and institutional. 
A statement that sets out what information will be released and 
when earns credibility, because it commits the DND/CAF to a clear 
timeline and shows the public what to expect. In bilingual com-
munications, speaking with equal clarity in both official languages 
signals care and strengthens trust. Where Indigenous communities 
are involved, direct engagement with community leadership in 
culturally appropriate ways, and through trusted intermediaries, 
reinforces legitimacy and helps verification habits spread.

Verification in the Chain of Command

Synthetic interference does not need to deceive an entire forma-
tion to have effect. When many elements must move together, 
hesitation by a single unit is enough to erode momentum, 
introduce risk, and give an adversary room to manoeuvre. The 
danger lies not in mass deception, but in the small fractures of 
confidence that can ripple through a formation when information 
cannot immediately be trusted.

This risk is not new. Armed forces have always needed ways 
to ensure that orders are genuine. Historically, units relied on 
call-signs, code phrases, or even physical couriers to verify 
instructions. During the Second World War, for example, chal-
lenge-and-response codes were a routine safeguard, and even 
in modern operations radio checks remain a basic discipline.22 
The principle has always been the same; no matter how urgent 
the moment, units must be sure that what they are acting on is 
authentic. Modern communications have increased speed, but 
they have also multiplied the points where a false or manipu-
lated message could enter the system. What changes in the age 

of synthetic content is how convincing a forged instruction can 
appear, and how little time there may be to question it.23

An unexpected order received during a manoeuvre illustrates 
the problem. The message may look or sound authentic, but if 
its timing raises doubts and there is no agreed way to check, the 
safest choice is often to pause until higher authority can con-
firm.24 If the order was genuine, that pause has already cost time 
in a critical window. If it was false, the unit may have avoided a 
mistake—but only by slowing down and surrendering their initia-
tive. Either way, uncertainty extracts a price. In a high-tempo 
environment, even seconds of hesitation can alter the outcome of 
an engagement, shift the balance of initiative, or create openings 
for an adversary to exploit.

Defence practice must therefore emphasize simple, rapid 
methods of confirmation. A pre-arranged signal, a short exchange 
over an alternate channel, or another agreed procedure can 
resolve doubt in seconds. These safeguards are not new—radio 
checks, challenge-and-response protocols, and confirmation 
through alternate channels have long been standard practice. 
What has changed is the operational context: synthetic audio that 
mimics a commander’s voice with high fidelity, fabricated video 
that appears to show orders being issued, or text messages that 
replicate the style and format of legitimate communications with 
precision.

Current DND/CAF procedures assume that most communica-
tions can be trusted unless there is specific reason for doubt. In 
an environment where convincing forgeries can be produced at 
scale and speed, this assumption no longer holds. The gap is not 
that verification procedures do not exist, but that they are not 
consistently applied when information arrives through familiar 
channels. Training often focuses on verifying orders that are 
obviously suspicious—those that arrive through unusual means 
or contradict known plans—but does not routinely rehearse veri-
fication of plausible-seeming instructions that may have been 
subtly manipulated.

Moreover, operational constraints can limit the effectiveness 
of existing procedures. During domestic emergencies such as 
floods or wildfires, infrastructure disruption may degrade alter-
nate communication channels, making it harder to confirm orders 
through independent means. Similarly, generative-AI-enabled 
manipulation may spread misinformation that undermines CAF 
operations, such as fake alerts about disasters, slowing response 
efforts.25 In coalition operations, differences in national proced-
ures or language barriers can slow verification when speed is 
most needed. And in high-tempo combat scenarios, the pressure 
to act quickly can override the instinct to verify, especially when 
an order appears to come from a trusted source.

What is required is not the invention of new procedures but 
the consistent integration of existing ones into routine practice, 
adapted to account for synthetic threats. This means rehearsing 
verification drills not only for obviously suspicious orders but for 
routine-seeming instructions that arrive during exercises. It means 
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ensuring that alternate communication channels are tested and 
maintained as rigorously as primary ones. And it means training 
personnel to recognize that in the current environment, verifica-
tion is not a sign of hesitation but of professionalism—a discipline 
as fundamental as weapons handling or navigation.

Leadership is central to this discipline. Commanders set the 
expectation that surprising instructions are always checked, and 
that verification under pressure is not a sign of weakness but of 
professionalism.26 Units that rehearse these drills in exercises 
will find them instinctive in operations. When leaders consistently 
reinforce that verification is expected, and when they acknow-
ledge it as sound judgement rather than hesitation, the culture 
of an entire formation begins to shift. The result is not only to 
prevent mistakes, but to preserve confidence inside the chain of 
command when adversaries attempt to sow confusion.

Embedding Trust in Policy, Training,  
and Leadership

Credibility cannot rely on technology alone. It must be reinforced 
through the full machinery of Defence in policy, in training, and in 
leadership practice. Law and policy need not chase every technical 
novelty to be useful. They need to give clarity and confidence to 
those responsible for speaking and deciding. For the DND/CAF, 
this means that doctrine, guidance, and standard operating pro-
cedures must all reflect the reality that synthetic content is not 
an anomaly but a persistent feature of the environment. Policy 
alone is not sufficient. Training is where principles become second 
nature. Just as soldiers learn to conduct radio checks or execute 
standard drills, DND/CAF personnel can learn to handle ambiguous 
information without hesitation. A watch officer who encounters a 
suspicious clip should know immediately whom to call and what to 
say. A commander who receives an unusual order should be pre-
pared to seek confirmation through an alternate channel. 

The challenge is not that this knowledge is absent, but that 
it is not routinely practiced under realistic conditions. Current 
training often treats information verification as a secondary 
concern, addressed in classroom settings rather than integrated 
into field exercises. Personnel may know in principle whom to 
contact when they encounter suspicious material, but without 
regular rehearsal under stress, that knowledge does not translate 
into instinctive action. After-action reports from recent exercises 
have noted instances where units hesitated or acted on unveri-
fied information because verification procedures, though known, 
were not habitual.27

These moments should not be left to improvisation in the 
field. They need to be woven into exercises at every level, from 
basic training to large-scale joint exercises, so that CAF members 
instinctively practice verification in the same way they already 
practice battle drills, navigation, or radio discipline.

Public Affairs officers should have language pre-cleared that 
allows them to act quickly when false or misleading material is 

circulating. This means they are not waiting for legal or policy 
approval in the middle of a crisis, but can immediately acknow-
ledge that contested material exists, caution the public that it has 
not been verified, and point directly to trusted official sources 
where updates will appear. Having this language prepared in 
advance prevents silence from being mistaken for confirmation, 
and ensures that the first word from the DND/CAF is one of 
clarity and direction. Moves like these may seem minor on their 
own, but together they create a posture of readiness that allows 
operations and communications to continue steadily even when 
adversaries try to inject confusion. Exercises that test these 
communications drills, complete with simulated forgeries and 
fabricated clips, would make verification as routine for Public 
Affairs as weapons handling is for infantry.

Leadership is the hinge that turns principles into habits. When 
senior officers and officials model disciplined verification under 
pressure, subordinates see it not as hesitation but as profession-
alism. A commander who insists on a quick confirmation before 
acting on an unusual order sets a tone that spreads through the 
formation. A Public Affairs leader who corrects an earlier state-
ment with the same speed and visibility as the first release shows 
that credibility is built on candour. These examples travel quickly 
inside a military culture where tone and timing at the top shape 
behaviour across the ranks.

Ultimately, trust must be embedded across all levels of 
Defence—written into doctrine, reinforced through routine train-
ing, and modelled by leaders in both calm and crisis. These three 
pillars—policy, training, and leadership—work together to ensure 
that the CAF does not face synthetic interference as an improvised 
challenge but as an environment for which it is fully prepared.

An Observer, Controller, Trainer (OCT) responsible for the evaluation of ex 
GLOBAL RESOLVE, tracks and updates troop movements in the training 
area with a Tactical Assault Kit (TAK) tablet, allowing real-time communica-
tion between different OCT elements in the field. Image taken in the Yukon 
Training Area near Fairbanks, Alaska, on February 17, 2026.  

Photo: Cpl Dustin LeVasseur Pearce        
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Measuring a Canadian Standard of Success

Defence is experienced at measuring readiness, and the same 
discipline applies in the information environment.28 The most 
important measure is time. The institution must track how long 
it takes to classify suspicious material, provide internal guidance 
on confidence, and issue a trusted public update. It must also rec-
ord how quickly units confirm or dismiss unusual orders through 
established procedures, and how often these drills are rehearsed 
in exercises. Just as operational readiness reports measure ammu-
nition stocks, equipment serviceability, or personnel strength, the 
DND/CAF can measure information readiness by how quickly and 
reliably the system can validate or reject contested material.29

Performance must show steady improvement, just as in other 
areas of readiness.

For example, if a formation currently requires twenty min-
utes to escalate and resolve a suspicious order, exercises should 
aim to reduce that to ten minutes, then five, without sacrificing 
accuracy or safety. If Public Affairs teams need an hour to 
coordinate a first statement during a domestic emergency, 
the goal should be to bring that down to minutes through pre-
cleared language, distributed authorities, and clear escalation 
channels. Each iteration becomes an opportunity to shorten the 
cycle while strengthening trust.

Surveys and feedback loops can add further texture. 
Canadians should be asked whether they know where to find 
authentic DND/CAF updates and whether they can describe what 
those updates look like. Journalists and civil society partners 
can be consulted on whether verification tools are accessible 
and reliable. Allies can be surveyed on whether Canadian meth-
ods are interoperable with theirs, and whether our signals can 
be trusted instantly in multinational settings. These forms of 
measurement, though qualitative, are as critical to resilience as 
quantitative metrics. Scholars researching institutional trust and 
trustworthiness have created useful frameworks for assessing 
these dimensions.30

They will continue to appear, and adversaries will continue to 
innovate. Success will mean that Canada responds calmly, speaks 
quickly, and retains trust when they appear. In practice, this 

translates to fewer pauses in operations because of unauthen-
ticated instructions, fewer instances where false alerts outpace 
real ones during domestic emergencies, and fewer occasions 
where fabricated narratives distract from the purpose of allied 
exercises or deployments. When measured consistently, these 
benchmarks allow Defence to know not only whether it is pre-
pared, but whether Canadians and allies share confidence in that 
preparation.

Conclusion

Generative artificial intelligence has transformed the conditions 
under which truth must compete for attention; it has made 
falsehood cheap, fast, and convincing. That reality touches the 
heart of military effectiveness.31 If a forged message can slow 
a decision, if a fabricated video can fracture allied unity, or if a 
false alert can pull Canadians into danger, then adversaries have 
succeeded without firing a shot. This is the contest in which the 
Canadian Armed Forces now operate.

Canada is not powerless in this fight. Defence does not need 
to eliminate every forgery; it needs to prove what is real faster 
than falsehoods can spread. That means commanders who expect 
verification before manoeuvre, Public Affairs teams who speak 
early with candour, policies and tools that make authentication 
ordinary, and leaders who practice discipline in communication 
as rigorously as they do in operations. It means making the DND/
CAF voice recognizable across every setting—whether in NORAD’s 
command posts, in northern communities, during domestic crises, 
or on coalition operations abroad.

The DND/CAF has always defined itself by professionalism, 
integrity, and the ability to act under pressure.32 In the infor-
mation battles now unfolding, those same qualities are the 
foundation of advantage. By proving authenticity, protecting 
tempo, and speaking with a voice that reflects Canadian values 
of honesty and respect, the DND/CAF needs to shield itself from 
deception and protect the democracy it serves.
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